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Always Secure. Always Available.
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l Conepkanue

Nanpwadt yrpos DDoS 3auta oT DDoS atak oT A10
* Yuwepb, npnumHeHHbIn DDoS-atakamm Networks

* Mortnsauuna DDos-atak * [IlpenmyLiectBo 3awmTbl oT DDoS-atak A10

* Tekyuwee coctoaHne n byayuiee DDoS-
aTak

* [lpoTnBoaencTame
* OnpeaeneHune

* YnpasneHue

CoBpemeHHble npobaembl

* [lpobnembl 3aWmTbl oT DDOS-aTak ana Koro Mbl 3a LI LI.I,aEM?

NOCTaBLLMKOB YCAYr * OT3bIBbl K/IMEHTOB
* HepocTaTKu yCTapeBLIMX peLleHn * CepTuduMKaTbl M Harpabl
* Bbibop nyywero DDoS-pelueHuma « CneaytoLupe waru
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W Vwep6, npuumHeHHbINn DDOS-

ATakamu

* Bpemsa npocTtoa u
HepocCTynHOCTb ycayr

* MOoXeT UMeTb Cepbe3Hble
nocneacTBmnA B Cayyae
KPUTUYECKOM

MHPPACTPYKTYPbI M YCAYT
* [loTepa goxoaa
* BbinnaTtbl BblKyna
* [loTepa penytaummn n
Ywepb 6peHay

* [lpunKpbiTHE ONA
MHPUNBTPALUN U
3KCOUNbTPaLUU

Googl

804 That's an error

Google

503. That's an error.

There was an error. Please try again later. That's all we

know.

The server encountered a temporary error and could not
complete your request. Please try again in 30 seconds

That's all we know
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B O6wume MoTmBbl 1 Tunbl aTaK

Mouemy?

BbIKyn 1 BbIMOraTe/IbCTBO

ATaKku ANnA OTBAEYEHMA BHUMAHMUA
Knbep-BoMHbI M NOINTUKA
XaKepbl-3HTY3MaCTbl

CKyKa, Twecnasune

Kak?

DDoS no Hanmy
Opensource & Freeware

loT 6OTHETHI
Reflection & amplifications aTaku
ATaKM ceTeBOro ypoBHA
ATaKM YPOBHA NPUTOXKEHUN

ATaKM HyNneBoro AHA
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MHOTOJIMKOCTb DDOS-ATARYHOLLNX
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DDOS-ATARW MPOAOJIRARKT MONALATE B SATO/TOBKN TA3ET

linfo security|

|

STRATEGY | INSIGHT | TECHNOLOGY J

Topics

Features

Webinars White Papers

Podcasts Events & Conferences

APT Groups Increasingly Targeting Linux-Based Devices

Directory

nission

Be Lrity
nsomware acco
41% of all cyber
urance claims in
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Manaa ctTommocCTb

BbicOKaA 4YacToTa

Mokynka 1-HeaenbHou DDoOS
aTaKM Ha YEPHOM pblHKe

S15

3000/ PocTt Konnyectsa atak B 2020
0

TrendMicro Research

Securelist

HuKe papapos

BbiCOKaA UHTEHCUBHOCTb

YBennyeHue
NPOAONKUTENIbHOCTU ANA

6onblWMX aTaK
Dark Reading

4.5x

Atak < 5Gbps ocTanunco
He3aMeYeHHbIMU

75%

Neustar

B CeronnawHmne DDoOS-ATaKM - YacTble U UHTEHCUBHbIE

LleHa npocToA

OA4MH yac npoctoa ctout 6onblue

$300K +

ITIC Research

- | A0
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W Hazsurarowanca Yrposa DDoS

DDoS-opyKue [oCTynHO rno scemy
Mmupy, npudem CLLA, Kutan n Kopes
BO3I/1aBAAOT 3TOT CMIMCOK

w United States 1,591,719
* China 1,388,531

’ Korea 776,327

Russia 696,186

V¢ T
"’ India 283,960

nobanbHaa npobaema MaccoBbit Macwtab [MoBbiweHHON CNOXKHOCTH

Moyt 10 mnnnnoHos noteHUManbHbIX DDOS-
aTak, BKAtoYasa open resolvers, ycTpoiictsa loT,
obuienocTynHble cepBepbl U MHOFOE Apyroe

PaboTa loT-ycTpoiicTB B KauecTse A4POHOB,
MCNONb3yeMbIX ANA CIOXKHbIX
MHoroseKTopHbix DDoS-aTakK

Top Tracked DDoS Weapons by Size

Portmap: 1,818,848

Binary Name Malware Family

arm/ Gafgyt Family
Cloud.xB6 Dark MNexus
mimimimhb.x86 Mirai Family
Mozi.m Gafgyt family
Mozi.a Gafgyt family

Source: A10 State of DDoS Weapons Report, Q2 2020

Confidential | Do Not Distribute 9 ‘ mo



I} DDoS Beulei

YcTponcTBa MHTEPHETA BELLEN
MOTYT ObITb NETKO
MCNO/Ib30BaHbl B 60/1bLUMX
boTHeT aTaKkax

* bonbwme Amplification
pacnpeaeneHHble aTaku

Mirai — oaMH N3 APKUX
NPUMepoB
* CeHTAbPbL 2016 — camas

60/blliad Ha TOT MOMEHT aTaKa
(620 Gbps)

* MaccmpoBaHHaA
MHOroBeKTOpHaA aTaKka (9+
HanpaBAEHWI)

* 600,000+ |oT ycTpomncTs

Konunyectso loT ycTponcTs
nAocturHet 29,3 munnmnapga K
2023 rony *

UDP Random . .
Flood bosbwoe kKonndyectso UDP makeToB B CTOPOHY CyYalMHbIX MOaydaTesien JOMEHA-KepTBbl.
UDP Data Bonblioe koanyectso UDP naketos & IP pparmeHTOB B CTOPOHY CAyYaiHbIX nosydaTenein gomeHa-
Flood epTBbl.
TCP SYN . o
Flood Bosblwoe Konnyectso noaaensHbix TCP SYN nakeToB B CTOPOHY C/IyYaMHbIX MOAyYaTeNnen AOMEHa-KepTBbl.
TCP ACK . .

Flood Bosbwoe kKonnyectso nogaensHbix TCP ACK nakeToB B CTOPOHY CAyYalHbIX NOAyYaTeNnen JOMEHa-KePTBbI.
TCP STOMP MonbiTka 06x04a CMCTEM MPOTUBOAEUCTBUA; COEAMHEHMA B CTOPOHbI CYYalHbIX NMoayYaTesiei JoMeHa-
(Data) Flood wepTBbl & nepecbinka bonblworo Kosmyecrsa TCP data.

HTTP . .

Request MonbITKa 06x04a CMCTEM NPOTUBOAENCTBUA; COEAMHEHMA C CNyYalHbIM HTTP nonyyatenem B AoMeHe-
q *epTebl & 6onbluoe Konmyectso HTTP 3anpocos.

Flood

DNS Water Bonbloe KonmyecTso cayvaHbix DNS 3anpocoB Ha 4OMEH-KepTBbl K CeEpBepam onepatopa, NpoBoumpya
Torture cepBep onepatopa NOCTOAHHO 3anpalwmeaTb DNS cepsep »epTBbl. B MOMEHT neperpyski KOHEYHOro
Attack cepsepa DNS onepaTopa nepecbinaeT Ha cneaytolwmii DNS cepsep npeanpuatus.

Valve

Gaming Bonblloe KoANYeCcTBO 3aNPOCOB Ha CTPMMMHIOBbIE CTaHLMK cepBuca Valve ¢ Mcnonb3osaHem

Server NnoALeNbHbIX 3aMPOCOB.

Attack

GRE . .

Bonblioe KoNMYeCcTBO 3aMPOCOB Ha CAyYalHbIX NOy4YaTenen AoOMeHa-KepTBbl ¢ noaaensHeiMmn GRE IP nan

IP/Ethernet

IP-over-Ethernet-tunneled UDP nakeTos.
Floods

Table Source: Investigating Mirai (A10 Networks White Paper, 2016)
*Cisco Annual Internet Report (2018-2023) White Paper

Confidential | Do Not Distribute 10 ‘ A10



N KakoB pe3ynbTat? DDOS-

ATaKum CTaHOBATCHA BCe

bosnbLue
HoBaa 6bonbliana ataka — AWS: 2.3 Tbhps

* @eBpanb 2020 — gnmnnaco 3 AHA
* OpHoBeKTOpHaA aTaka — CLDAP

* QOyeBMAHaA HEOOXOAMMOCTb BHEAPEHMNA 3aLMT C
MpPaBuIOM «HY1€BOTO J0BEpPUA»

ATaKkun Ha base ycuneHnAa N oTparKeHun
3aMnpoCoB CTAHOBATCA CTaHAAPTOM ANA
60NblUMX aTaK

* Bo3moxkHocTb yeuneHua ataku CLDAP, DNS w
NTP genaet nx naeanbHbiM OpyKMUEM

* Jlaxe Hebo/ibliMe Pa3PO3HEHHbIE aTakM MOTYT
ObITb MCMNO/b30BAHbI B MACCOBbIX

* ATakm B OCHOBHOM Ha3umpytoTca Ha UDP

Table Source: https://www.alOnetworks.com/blog/aws-hit-by-largest-reported-ddos-attack-of-2-3-tbps/

Computer Business Review

Favourites | | e

Favorite list is empty.

Latest News on

zzzzzzzzzzzzzzz
zzzzz

nnnnnnnnnnn

@ How the UK Train
Network is Going Digital

Y Anack?Use.(ovogle
Weapons Frequency
(in comparison to
CLDAP)

DDoS Weapon Number of Weapons

Portmap 1,818,848

SNMP 1,673,070 107x
SSDP 1,671,128 107x
DNS Resolvers 1,331,160 85x
TFTP 1,054,330 67x
CLDAP 15,651 -

| A1D
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https://www.a10networks.com/blog/aws-hit-by-largest-reported-ddos-attack-of-2-3-tbps/

B DDoS-Ataku Byayt Pactn Bmecte C 5G

5G npepoctaBnaeTt becnpeueseHTHbIM OXBAT M MacwTabmnpyemocTb

* MouwwHble ycTponcTsa loT B MaccoBom KoamyecTse ByayT OCHOBOW pa3pyLUMTEeNbHbIX aTaK

Mobile Broad Band

(eMBB)

BbICOKOCKOPOCTHOM MHTEPHET

Fixed Wireless

Photo Source: MWC 2019 - GSMA

CBepx manble 3aaepKu
(URLLC)

ononHeHHasa PeasibHOCTb
BupTyasibHaA peasibHOCTb

[IMCTaHUMOHHbIE onepaummn

YnpaBasgemble aBTOMOOUIN

Maccosbiu loT
(MMTC)

YMHble A0Ma

YMHble roposa

Confidential | Do Not Distribute 12 ‘ mo
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[Tpobnembl DDoOS npoBanaepa ycayr

* bosbline U COXKHbIe CeTu

* CTQHOBATCA NEpPBON LLEeblo ANA
MaCCMPOBAHHbIX aTaK

* OCHOBHaA LLe/ib COCTOUT B TOM, YTOOb!
3aWMTUTL DONIbLLOE KONUYECTBO
HUMKECTOALLMX KIMEHTOB

* TpebytoTCA BbICOKOMPOU3BOANTESIbHbIE U
MacwTabupyemole pelleHnsa 3anTbl OT
DDo0S-aTak, cooTBeTCTBYOULME
KOJI0CCa/IbHbIM 0ObeMam COBPEMEHHbIX
aTaK

* Ob6blYHO Pa3BEPTHLIBALTCA B PEAKTUBHOM
pexxunme

Confidential | Do Not Distribute
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' CTpaTeFl/lI/l N uesiM MHOFOBEKRTOPHbIX dTadk

3

: TexXHUKu 3aWumTbl
| WHTepHeT | )
Ob6bEMHDbIe
Y Y OnepaTopbl CBA3MU
NHdpacTpyKTypa @ @ - DNS amplification
onepaTtopa X : * NTPamplification *  PeaKTMBHbIN PeKMM C
ISP, ISP, * UDP Flood ncnonbsosaHmnem xFlow
CBA3V T T TenemeTpum
_>\|/e _>\|/e *  BO/IbLUOE KOAMYECTBO
CeTeBOM ypOBEHb SS;EN\HbIX aTaK C BbICOKMM
\ v = * Fragmentation
—>Te —>Te e SYN floods n
N d  SSL renegotiation PEANPUNATNA

JIokKanbHOHA | = L. N * WHnaiiH peweHus ¢

TeppUTOpHM | | | «— MHCNEKLMEN BCeX NaKeToB
* ObbEMHble aTaKu, ceTeBom
613HeC KNMeHToB , YpoBeHb NpunoxKeHus YDOBEHb & YPOBEH
B —— 111111 g —— 11l ,E * Slowloris NPUAOKEHUA
N « HTTP floods
Cepsucbl/MpunoxeHua/MopTanbl < DNS NXDOMAIN attack

Confidential | Do Not Distribute 15 ‘ Nn



B pobnembl cBA3aHHbIE C
VCTapeBLWMMM PeLIEHUAMM

* ATaku ocTatoTcAa HEBUAMMbI ANS onpeaeneHns

*  CNnoXHble py4Hble onepaumm

*  MeaneHHan peaKkumns Ha aTaku

* MacwTtabupyemocTb Mmoaynen NnpoTMBoAENCTBMA

*  OTcyTCTBME MEXAHM3MOB MO 3alUMTe OT aTaK «HYEeBOro AHAY
* HexBaTKa 0b6y4YeHHbIX CrNeLunanncTon

e CToMmocCTb 3aWmTbl OT DDOS




Auto Attack

Detection
Auto Traffic ° Auto Incident
Profiling : Creation
% , ,’. Auto
"‘ //' Mitigation
CospemeHHaAa 3awuma Om DDoS
Tpebyem
NHmennekmyanbHaA
Asmomamu3ayus
& MawuHHoe oby4eHue
Continuous / )
Learning .l :
e Threa

Intelligence



B Buibop Myuwen 3awmtsl OT DDOS

H4TO AenaetT peweHune 3aWmTbl 0T DDOS
aydile Apyrmx?

- I/’—;\\ ya
\\?.)’
/

N -

T

9dPEKTUBHOCTb

YcTpaHeHue JoporocToALmx
oWwnbBOK No onpeaeneHuno 1
NPOTUBOAENCTBUIO

ABTOMAaTM3aUMA

YMeHbLeHne npobaembl
CNeLumnanncToB 40 MUHMMYMaA

................

......

MacwTtabnpyemocTb

OnNTMMM3auma KPaTKOCPOUHbIX
M 3aWMTa AONTOCPOYHbIX
WHBECTULMM

S

3

J1OCTYNHOCTb LEHbI

MponssoanTeENbHOCTD
3a/10XKEHHaA B AM3aliHe
No3BONAET CHU3NUTb
CTOMMOCTb
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3aWmnTa OT DSaTaK

A10 Networks
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W Mpevmywecrsa 3awmtsl or DDoS A10

SPPEKTUBHOCTb S

W\
VickntoveHne NOXHbIX cpabaTtbiBaHNM VICKNtoYeHne NOXHbIX CpabaTbiBaHM ~-7
HeratBHaA moaenb [103nTBHAA moaenb T A10
bonee 30+ oTcnexkmMBaemMbIX UHANKATOPOB EAvHCTBEHHAA B OTPaC/NM NPOTrPeCcCHBHAA 5-
TpadurKa ANA CHUKEHMA JOPOrOCTOALLMX YPOBHEBHAA 3CKa/lalunA CHMXAtOLWLAA PUCK U AUTOMATED
oLWNBOoK NnocneAcTBMA /1A NOJb30BaTe/N1eN DDoS DEFENSE
ABTOMATM3aLMA

EoMHCTBEHHbIE B UHAYCTPUMN ATal'(l/l EAVHCTBEHHbIE B MHAYCTPUMK

- \ V)
> YPOBHEN SCKANAWM |y nesoro ana | Jl€MCTBEHHAA
ABTOMATM3aLNA PYTUHHbBIX MpenoTtspalieHme Mnatdopma 3awmTsl oT DDOS
onepaunn aTax 96 MMNNNOHOB 3aNMCen B YHEPHOM
CHuXeHuMe py4dHblx onepauusa AunHamunyeckue Crucke
ONA YMEHbLUEeHNA BpeMeHHU WwabnoHbI aTak, BnokMpoBaHMe MHOIOKPaTHO
peakuum pacnosHaBaHME B MCMNO/Ib3yEMbIX pecypcoB (OTKPbITbIE

P€aNbHOM BPEMEHU cepsepa, boTHETHI)

Confidential | Do Not Distribute 20 | mn



B Mpeumywectso 3awmTsl ot DDoS-atak A10

................

MacwTtabunpyemocTb 7|

OnpepenexHune atak OTCcnexknBaemsblx OHOBPEMEHHbIX
2 ZX Ha ba3se Flow- 1 ZX NONNTUK 1 SX AKTUBHbIX MOUTUK

TenemeTpumn 3aLWMThI mn
Camoe npomn3BoauTenbHOE Oby4yeHMe n oTcNexmBaHme A0 [o 3K 3auwmiaembix 30H

pelleHne no onpeaeneHnto - 6 128K nHamBMAyanbHbIX AUTOMATED
MUANNOHOB fps B 0HOM npodunen DDoS DEFENSE
yCcTpoucTee

LLEHOBaFI AOCTYIMHOCTb

Camoe bbicTpoe MpocToTa &

2 3)( SdPeKTUBHbIE —
MponssoanTeNbHOCTL! NMHTerpaums BN0KEHHA

1.2 Thps ckopocTb annapaTHOro BGP, ISIS, OSPF HapawmBaHue ao Tbicay

HN0KMPOBaAHMA, noaaepsKa He3aBUCUMbIX KOHTEKCTOB C

380 GbpS l—lpOI'IyCI-(HOl\/ﬁ nonocbl & 500 MPPS, MapLUpyTU3aLMK I/I30/'|F|L|,l/1€l\/’1 cepsunCcoB 414

B 1RU yctpomictee — Thunder 7655 TPS KIVEHTOB

Confidential | Do Not Distribute 21 | mn



i 0630p 3awmTbl oT DDoS-aTtak A10

OuuncTKa
{o}

AUTOMATED

i | Q Onpepenexne

DDoS DEFENSE

* Camoe DObICTPas M TOYHAA OYUCTKA B * AgantuBHOe npoduampoBaHme TpadurKa
oTpacau 19 aBTOMATUYECKOro 06HapyKeHus
aTaK M aHaNM3a aHOManI

*  VIHTennexkTyanbHas aBTOMaTM3aLmMa 1
* WHTennektyanbHaa aBToMaTusauma paboTa C NOAUTUKAMM OUYUCTKM ¢ Jlyywas B OTPac/M TOYHOCTb U
Ans ObICTPOro pearMpoBaHma NPOW3BOANTENbHOCTb OBHAPYKEHMA Ha

(ynpaBaeHwue, onpeaenexme u *  OdunbTpauma wabnoHoB aTaKk Ha 6aze ML n 6ase flow TenemeTpum
3alliMTa OT aTaK Hy1eBOro AHA

OYNCTKA)
* [nbKoe macwtabupoBaHue c
BO3MOMHOCTbO MOAENN NMOANMNCKMK Yn paBieHne &
M paboTbl B peXKMMe Knactepa MHTEerpaLums
* MBKOCTb pa3BEPTbIBAHMA —
BAapMaHTbl BUPTYa/ibHbIX M ° Ll,eHTpaJ'IM3OBaHHaﬂ KOHCOJ1b pa6OTbI C
annapaTHbIX I'I/'IaTd)OpN\ MHUMNOEHTAMU U OTYETAMM

* ABTOMaTM4yecKoe onpeaeneHmne n

’ rIOﬂHOd)yHKU,MOHaﬂbelﬁ, dBTOMATU3aUNA OHYUCTKN

OTKpbITbIM APl Ans MHTErpaumm
*  WHTerpauwna c letektopamu Apyrnx
Npon3BOANTENEN

Confidential | Do Not Distribute 22 ‘ mo



I BoicokonpomsBoanTeNnbHAA OUMCTKE

[MepBas B MHAYCTPUMN OYUCTKA Ha H6a3e ML

* To4YyHaA O4YMCTKa C 3aLLMTOM OT aTak Hynesoro agHs A10
(ZAP)

Camas BbICOKOMPOM3BOAUTE/IbHAA B OTPACU
aBTOMaTM3MpPoBaHHasA 3awmTa or DDoS-aTaK

* Camasn npoussoauTebHaa annapaTHas naatpopma B
MHAYCTPUN (00 3X pa3 MO CPABHEHMIO C KOHKYPEHTaMM) {:5}

e Camasa npounsBoamTenbHasa BUPTyanbHas nnaThopma B
MHAYCTPUM (40 5X pa3 No CPaBHEHUIO C KOHKYPEHTaMM) OLI NCTKQ

MaclwTabnpoBaHue N pa3BEPTbIBAHUE

 [J1o 1.2 Tbps Ha 6a3e BUPTYyaNbHbIX NAM annapaTHbIX
peweHun ot A10

* [lpoaKTuBHbIE M PeaKTUBHbIE CXeMbl Pa3BEPTbIBAHNA

Confidential | Do Not Distribute p ‘ A10
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BALLNTA C MYNBTU I\/IOLLyﬂ/bHOVI OYNCTKOW

';-ABTO,MaT.l/.IBMpOBa.HHaFI 3dlliNTa OT aTak HY/Z1IEBOTO AHA
--+ (ZAP)e--,

R IR

Ynctbin TpadPuK

YcuneHHbIN

OBeHb )
. Y OI'ITMMafIbHaﬂ‘ T E G ELELR IS
€30MNacHoOCTU ;

3aluTa npu N OYMCTKA

- MYJ1IbTUBEKTOPHDbIX v

; : aHOMaNUMN

dTaKax

COAEPKNUMOro
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Pacno3HaBaHue wabnoHoB aTak Hyaesoro AHA A10 (ZAPR)

3awmuiaembin

cepsuC

MoOdynb onpedeneHus Ha 6a3e
MQAWUHHO20 0by4eHusA

Ob6bIYHbIN TPaPUK

& Thunder TPS

Mogay b MalMHHOro obyyeHus

MpoTuBoAeCTBME B peasibHOM BPEMEHMU

[NakeTHaA
dbnnbTpauma

O ® S

BpeaoHoCHbIM
3anpoc

- labnoH codep)f(UMOeO |. —_— 11

Pednektop

LLlabsoH codeprcumoz0 [i]
=) DDoS 6om

A

Q

A

)

JlecumumHebili
rnosnb3osamerssb
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ABTOMATW3AUNA 14
OTPAXEHNNY ATAK PER ZONE AND ZONE SERVICES

OPERATOR MANUAL INTERVENTION AT ANY STAGE

LEVEL 4 - OPS DRIVEN

Final Countermeasures

MO/IHOCTbIO aBTOMATU3UPOBAHHbIN U *
paboumnit Ha NPOTAMKEHUN BCETO S e pacre s AT

KN3HEHHOTO UMK/1a aTdKU

ABTOMATUYECKOE N BCECTOPOHHEE
npoduanpoBaHme Tpadpurka

ABTOMaTM4eCcKkoe O6Hapy>KEHl/Ie dTak

ABTOMaTMYeCKoe co034aHne MHUMNAeHTOB N
OTpaxeHne aTak

ABTOMaTMYECKan ackanauma/nesckanaumn
MONINTUK 3aLLLNTLI B KaXKA0M 30HE

6630 MaCHOCTHM MITIGATION POLICIES

ABTOMaTUYECKOE NMpeKpalleHmne
MHUMOEHTOB N reHepaLmna oT4eToB

Confidential | Do Not Distribute 27 ‘ mn



v % O4YUCTKA
B3AMMOAENCTBUE C DDOS THREAT INTELLIGENEZ™®

PeI'IYTaLI,I/IOHHbIe CMNCKA

Cepsuc A10 Threat Intelligence Service npoakTtneHo 6aoKnpyet Malware Lists
DDoS aTaku ncnonb3ya CNUCOK yrpos Bad Actors .
Honeypots Dshield
CnunckM n3BecTHbIX IP-agpecoB 3n10yMblLWIEHHWUKOB Abuse.ch
Shadowserver
More...
PacwupsaeT 3awmty npotms 60THeTOB,, C&C coeanHeHun, atak o]

Threat Intelligence
Cloud

Ha OTpaKeHue, u T.A4. 1N

[MoBblweHMe 3GPEKTUBHOCTM U Pe3YAbTAaTUBHOCTHU
DDoS threat intelligence 6e3 3aBUCMMOCTM OT MaclTaba
BnokupoBaHue Tpadmka nommumo DDoS (Hanpumep SPAM)

BkntoyeHo B8 A10’s DSIRT
(DDoS Security Incident Response Team)

noaaepxKy
Powered by

A10 Security
Research

Thunder TPS Thunder TPS

@ Ob6HoeneHusa Dynamic Threat @

Intelligence

Thunder TPS Thunder TPS

+
Threat

STOP
Confidential | Do Not Distribute 28 ‘ mn



3 -
»
.

NINOVPYIOULEE PELLEHME MO 3ALUUTE OT DDOS

e

1 2 5 6 Million

OnHOBpPEMEHHbIX ceccum

1.2 Tbps

MpoTnsoaencTemne

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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B BoicokoTouHoe onpeneneHme DDoS

* BbicTpoe obHapyKeHMe Ha ba3se
noBeJeHYeCKon moaenu

* bonee 30+ oTCIEeXKMBAEMbIX NHOANKATOPOB
MO3BOJIAOT C BbICOKOW AOCTOBEPHOCTbIO
onpeaesiatb atTakn

* BO3MOHOCTb YCTAaHOBKM rPaHuLL ANA
Ka*KJ0ro 3almLiaeMoro cepsuca

* ABTOMaTM4eCcKoe NocTpoeHune

noBeAeHYeCcKoro Nnpoduaa TpaduKa ,ﬂ,eTe KTU pO BaHNE

* YCcTaHOBKa raHuny, Cpa6aTbIBaHI/1ﬂ, dHa/IN3 U
onpeageneHmne aHOMaINM

* MOHWUTOPWHT MOPOroBbIX 3HAYEHUN ANS
MPOTOKON0OB B AOMNOJ/IHEHME K
MHOMKATOpPam NakeToB MAK BUT
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W VHuBepcanbHbIN MHCTPYMEHT AN

i 1Q OETEKTUPOBAHUE

obHapyxeHusa DDoS

~

MOHUTOPUHT ABYHaNPaBAEeHHOro TpadnKa B PEaKTUBHOM U
NMPOAKTUBHOM peXKnume

* [1pOaKTUBHbIN PEXKMM:

Pa3BépTbiBaHME B PEKUME UHNANH A1 3aLLUMTbI
DNS/SIP/Website/Gaming

*  PeaKTUBHbIN PEXUM:

Pa3BEépTbiBaHME AN 3aLLUMTbI MHOPACTPYKTYPbI; MONYYaET TENEMETP
xFlow ¢ norpaHM4YHbIX MapLLPYTU3aTOPOB

BbiCOKaA CKOPOCTb, BbICOKAA TOYHOCTb, OOHapyKeHne Ha ba
flow TenemeTtpumn
* Bpemsa obHapyxeHMa 3 ceKyHabl
* Mcnonb3osaHue sFlow n NetFlow

BapnaHTbl NCNONb30BaHUA
* He3aBuCKMMbIM NPOrPaMMHbIN MAM aNMapaTHbIA AETEKTOP
* [eTekTop Ha 6a3e BupTyanbHoro aGalaxy
* BCTPOEHHbIN AETEKTOP B CUCTEMY OYUCTKMU
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ONETEKTUPOBAHWUE
B VHTerpauma c cTopoHHMMUK NPOU3BOANTENAMM

@ FlowTraq ((' kentik geniel\letworks .T_ NF!VQWITIOI'I

* [1nA NCNO/Ib30BAaHNA B PEAKTUBHOM pPeEXKMME
e lononHnTenbHble GyHKUKUN, HE TONbKO onpeaeneHmne DDoS
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] KomnnekcHoe YnpasneHue

* LleHTpann30BaHHbIM MHCTPYMEHT 414 YNPaBAEHMA U
OTYETHOCTU

* YnpasaeHue 3aWnLLeHHbIMU 0O beKTaMK U
MHUWAEHTaMM B OHOM M0/1b30BaTE/IbCKOM
MHTepderce cucTemsl

* [MonHaa noagepxka RESTful APl ons
MHTerpaumm SecOps

* MIHTYUTWUBHO NOHATHbIM MHTEPPENC HACTPOMKM CO

BCTPOEHHbIMW LLAbOHaMM NONUTUK yn pa B/1IEHUNE &
e ABTOMATMYeCKaa KoHPUIypaLma Ha OCHOBE v
MHUWAEHTOB 415 NPOTUBOAENCTBMA U B3a U MO,LI,e NncCteue
[1eTEeKTOPOB

* ABTOMATM3MPOBAHHaA reHepaLms OT4eToB
0CBODOOXKAAET OT PYYHbIX NPOLECCOB

e KoMNAEKCHble OTYEeTbI C 3alMLLEHHBIMMA

0ObEeKTaMM N CEPBMCAMM, A TaKKe NoAPODHOCT
MHUMAeHToB DDOS
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—— YNPABJIEHUE &

ABTOMATVBALLMH | {0t B3AMMOZEMNCTBUE
OPUEHTMPOBAHHAA
HA 3ALLUNTY

CoBpeMeHHbIV AMn3alH
MO/1b30BATE/IbCKOrO NHTEepdemca ¢
NaHeNbto yrnpaBaeHNA

MHTennekTyanbHoe
B3aMMOENCTBUE BCEX KOMMOHEHT
peleHms

ONTMMMN3MpPOBaHHbIE paboune
NpoLecch! A1A YCKOPEeHMUs

© Other © ACK Flood Slowlons @ STOMP @ UDP Flood

BbIMOJ/IHEHWA 3a4a4 ONepaTopoB © Lo ko ACK P Malrmcd Pl stk 3

ABTOMATUYECKOE NPUMEHEHNE
Mep No NPOTUBOAENCTBUIO,
BbI3BAHHOE NpeaynpexaeHnamm
06 0OHapyKeHnK
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N = YMPABJIEHUE &
MSSP pa3sepTbiBaHME M NopTas |} B3AMMO/ENCTBME

MNOJ1Ib30BdTEJIA

[OTOBbIN NOAb30BATENBLCKUI NOPTAN ANS
3aWwmTbl oT DDoS-aTtak-MSSP (Kak ycayra)

ObecneymBaeT yNpoOLLEHHbIN
NONb30BaTE/IbCKMIN nHTEPDENC U
AOMNONHUTENbHYIO 6€30MNacHOCTb

i Incident Reports Subscriber Alerts

| N

AOMUHNCTPATUBHbLIN NOPTaN ANA
nHTerpaumm aGalaxy

[logaepKmBaeT HECKOIbKO
noaxkntoveHmin aGalaxy, obecneynsan |
KOHCONMAMPOBAHHYIO OTYETHOCTb A/1A aGalaxy Management
NOAMMUCYMKOB |

[MPOCMOTP NHUMAEHTOB AN5 KaXKA0ro 13
apeHaTopoB NoACUCTEMbI

NHansuayanbHble OTYETbI U GOPMbI AN
ONepaTopoB U KINEHTOB
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N = VYMNPAB/IEHUE &
MSSP pa3sepTbiBaHME M NopTas |} B3AMMO/ENCTBME

[NO0J/1Ib30BaTE/1A

[OTOBbIN NOAb30BATENBLCKUI NOPTAN ANS
3aWmTbl oT DDoS-aTtak-MSSP (Kak ycayra)

Service Provider View

Sites

ObecneymBaeT yNpoOLLEHHbIN
NO/Ib30BaTE/IbCKNIN UHTEPDENC U i e "
[OMNO/IHUTENbHYIO 6e30NacHOCTb S

AOMUHNCTPATUBHbLIN NOPTaN ANA

Subscriber View
nHTerpaumm aGalaxy |

[logaepKmBaeT HECKOIbKO ,
noakatodeHni aGalaxy, obecneymsas I
KOHCO/IMAMPOBAHHYO OTYETHOCTb A/14 | | SRS
NOoANNCYNKOB

[MPOCMOTP NHUMAEHTOB AN5 KaXKA0ro 13
apeHaTopoB NoACUCTEMbI

NHansuayanbHble OTYETbI U GOPMbI AN
ONepaTopoB U KINEHTOB
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B MporpammHbie n annapatHble naatdopmbl A10

Manbiii cermeHT / CPE

» Thund

or AR i s
Y i

Thunder 3040
10 Gbps oumncTkM

Thunder 1040
5 Gbps ouncTkm
HW bypass option

———
=3 I I

(= {vi]]

i
vThunder TPS

Ot 1 80 5 Gbps o4mcTkM

Thunder TPS: o1 1 Gbps no 1.2 Tbhps

CpeaHnit cermeHT BbiCLUMA cErMeHT OnpepneneHne* YnpasneHue

Thunder 584 Thunder 7655 aGalaxy 5000
250 Gbps 610kmnposaHmsa, 100 Gbps 1.2 Tbps 6nokuposaHms, 380 Gbps
OUUCTKM OUYMCTKM

100 GbE nopTsl 100 GbE nopTs!

—

i

—

i

A i —
T — o o
aGalaxy-VM
Thunder 4435 Detector

38 Gb
ps OAnETHM Thunder 14045

500 Gbps 6nokunposaHma, 300 Gbps o4ncTKM

i vThunder TPS i

-——
100 GbE nopTs! [ N :,_1""_1' j]
Iyl -
[ S l_u_l j] Subscriber Portal
—5— (VM)
vThunder TP3 Thunder 7445
10-100 Gbps KVM SR-IOV 500 Gbps 6n0kupoBaHua, 220 Gbps
OUMCTKM )

100 GbE nopTbl

BbICOKOMPON3BOAMTENBHbIM MPOLLECCOP
*aGalaxy makxce umeem pyHKYUU Npo2pamMmHo20 demexkmopd,

natoc - Kaxcobili MoOys1b 04UCMKU MOMcem bbimb
CKOHU2YPUPOBAH 8 KaYecmee demeKkmopa

Confidential | Do Not Distribute 41 | mn

Security & Policy Engine (SPE)
c Flexible Traffic Accelerator (FTA



W Nonnepskka A10’s MMPOBOTO YPOBHA

DDoS SIRT (DSIRT) & Threat Intel sy o e :

* KpyrnocytoyHas nomoups : 24x7x365 P

[TomoLLb BO Bpema aTaKMm:
* DDoS Security Incident Response Team

[podunnakTmKa: N

* Bkntoyaet B cebs Threat Intelligence
Service
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B ExxeksaprtanbHas DDOS-OTYETHOCTL

* ExxekBapTtanbHblin oT4eT A10 Networks Security Research

e JlocTynHo no agpecy
https://www.alOnetworks.com/marketing-
comms/reports/state-ddos-weapons/

* /3yyeHne metoaos DDoS aTak 41a pa3paboTku
METO0B NPOTUBOAENCTBUA

* VI3yyeHune poaun aKCnAomnToB Ans 6bopbbbl ¢ BOTHETAMM
loT

The State of
DDoS Weapons

A Threat Intelligence Report By

A10 Networks Security Research

DDoS Weapons Tracked By A10 Networks:

Approximately 10 Million
Unique Source Addresses

arm7

Cloud.x86

mmmm~h.x86

Mozi.m

Mozi.a

Binary Name Malware Family

Gafgyt Family

Dark Nexus found where internet-connected populations are most dense.

Top Countries Hosting DDoS Weapons

DDoS weapons are globally distributed with higher concentrations

Mirai Family Top Tracked DDoS Weapons by Size
Gafgyt fami Portmap: 1,818,848

Gafgyt fami| LY RKTE (]

China

. Vietnam

. Greece

1.
2
3. Taiwan
4
5

. Other

Top Countries Hosting
DDoS Botnet Agents

SSDP: 1,671,128

DNS Resolver: 1,331,160

TFTP: 1,054,330

1.591.719

.388,531

776,327

12%

Russia
9%

4%
India

[=al

0%

o |
&

696,186

283,960
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https://www.a10networks.com/marketing-comms/reports/state-ddos-weapons/
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A10 3almLLaeT BbICOKOHArpy*KeHHble
CeTu No BCemy Mmupy

Camble 6onblime
Camasa 6onbliasn

nnatpopma

ob6nayHble npoBanaepsbl
CLWWA
6onee 150+ ycrpoircts A10
B 6onee yem 26+ AL,

@

OYUCTKMU B
BeﬂMKOGpMTaHM'

Jly4qwinm
YHUBEPCUTET

| TamsaHsa

Lndposon kamnyc

7T

‘ Urposas

nnatdopma
1,800+ urpoBbIx
Ha3BaHUMN

nobanbHbIN laasS 3 MOBUAbHbIX

nposanaep oneparopa
3awmTta ot DDOS 3awmTa VOLTE

Knacca 3-Tier ) Bonee 100M+
nosb3oBaTenemn

35M aKTUBHbIX

no/sib3oBaTeneu
237 cTpaH

.. U mHOTO Apyrmx
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A10 3awmuLaeTcamsble
bonbLune Urposble
nopTanbl

ENTERTAINMENT = TAKE ~=TWO
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W Yto rosopAT KAneHTbl 0 pelermax A10 \\[T Central Station

Unbiased reviews from the tech community

ddBascd on previous equipment that we had, it's amazing
that this device can do what it can do in a 1U form factor.

The devices that we have right now have never gone over |_| pO N3 BO,ﬂ,l/lTeﬂ bHOCTb NN pOT|/| B

capacity and we've actually mitigated some pretty large

attacks with these devices.#/ YCTapeBWUX peLleHn %

Security Operations Manager at a Large Media Company

'(41; we had a bad month of attacks, or even one bad day
where somebody attacked us for 20 or 24 hours straight,

RO I I pOTM B O6ﬂ d4HbIX we could be looking at spending $30,000 or $40,000 with
peweHn l}'] that cloud provider. Today, it's nothing. There's no
expense.’,

Director of IT at a Large Service Provider

(4 The solution has been rock solid for us. We haven't had

any issue;,We've had numerous attacks and it's worked HageXHOCTb NPOTUB
perfectly. VCTapeBLUMX peLleHn

Network Engineer at Large Service Provider
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B Cepsuc ounctkm obnadyHoro Beb nposaaepa

= leaseweb

A\

PesynbtaThl (90 nocne pa3BépTbiBaHMA)

a8 DDoS Mitigation - i+

IPs Unscrubbed IPs Scrubbed IPs Nulled IPs Unnulled Emails Sent Callbacks Received

25055 25257 576 422 76239 54739

* 97,77% BCex aTak bblnn oTpaxKeHbl n1aTdopmamm “BozmodHOCMb a6mMoMamusayuu u
macwmabuposaHus peuleHusa 0714

O4YUNCTKHN npeodocmassieHuUsa ycay2 MOXem oKa3ame
CyuecmeeHHoe 8/UuAHUe Ha Ka4ecmaeo U
* YBennuyeHune NPS (Net Promoter Score) SKOHOMUKY yCi1ye no o4yucmke om DDOS-
amak. MIHHosauyuu A10-a3mo 3Ha4YumesibHble

* CHWKeHWe HarpysKku1 Ha cepBMUCHbIN LeHTp ~11% npeumytyecmso

Bart van der Sloot, Managing Director of Leaseweb
Network
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b

Christopher Rodriguez, Research Manager, Cybersecurity Products
New Approaches to DDoS Protection Offer
Better Security and Economic Scale, June 2019

|

IDC

Analyze the Future

1!
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3awmTta oT DDoS ot A10 — TecTbl M OUEeHKU

/ '
~&

NimbusDDOS

% Common Criteria

DEPENDENTLY
TESTED Vv

QAUYNGKWG

CERTIFIED EFFECTIVE CERTIFIED PERFORMANCE EAL2+ Certified

All attacks detected and mitigated with Passed all mitigation tests Meets International
no manual intervention under high load security standards

Harpapbl

THE
GOLDEN BRIDGE
AWARDS

>0 L LS TechEd

o SE MAG ;
2 0 2 c&nnn;ggomuu YBER nzr;a’[; MAGAZINE o o Best Gf @

INFOSEC — Te Ch E d
W|ANWF“‘]RESRS ““llldO\\S IT Pl'O North America 2014
201 3 1 N i > ) S >/ =
WindowsTTPro ‘ . = BusinESs WoRLD
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MoaepHU3npynTe CBOO 3aWmTy ¢ nomoLbo A10

B

JlocTynHasa,
MHTEI/IeKTyaibHaA 3allmTa
OT HY/1eBOTO AHA

D

YMHaA 3almMTa

CoBpemeHHaHd
aBTOMaTM3auUmMA U
MallMHHOE 0by4yeHme

O

MacwTtabrpyemocTb

[TpoTMBOAENCTBUE
boTHeTam U
MHOTroBeKTopHbIM DDOS
aTakam
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Cneayioulme warn Ha Nyt K 3awmte ot DDoS AUTOMATED

Pacyét HeobxoanMmom Npon3BOANTENBHOCTH
MOHWUTOPWUHT U NOCTPOEHMNE rPaHUL, TPaPUKa
Pa3BépTbiBaHMeE NoACMCTEMbI 3aLWWKMTbl OT DDOS

|_|O,£I,I'OTOBI-(a BHYTPEHHUX N BHELWWHUX Npoueayp

02 2020

The State of
DDoS Weapons

AThreat Intelligence Report By
A10 Networks Security Research

[MpoynTanmTe OTHET
o DDoS atakax ans
TOro, ytob6bl 3HATH
6onblue o
COBPEMEHHOM
OKPYXEHUU U
yrpo3ax

DDoS DEFENSE

aGALAXY FOR THUNDER TPS

—The

PROTECTION

y-\[1] Data Sheet
3anpocute obpas

ans
TECTUPOBAHMUSA

Thunder TPS
. Mitigat

cti

S Detection. tion & Cloud Profection

N3yunTte matepumansl
n 0630pbl peleHnn
TPS
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