» G
vl e BN

e - - 'rl

J T J
; : '

SteelCentral NPM “7° =0 -

T e—

NetProfiler, NetShark, Flow Gateway & Packet Analyzer
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IT Ops Network Ops

Unified Performance Visibility

Single Performance Management Interface

APPLICATION FOCUS

Real-Time, Continuous, High-Definition Data Capture and Analysis

NETWORK FOCUS

ALL Networks
ALL Applications
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Comprehensive Data Capture

SteelCentral: Your Command Center for Application Performance
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NetProfiler, Flow Gateway, ~
NetShark, Packet Analyzer

AppResponse

ALL Networks
ALL Applications
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Comprehensive Data Capture

SteelCentral: Your Command Center for Application Performance



SteelCentral NPM

Application-Aware Network Performance Management

SteelCentral NetProfiler
Centralized reporting & analysis

SteelCentral Flow Gateway
Traditional flow collector

SteelCentral NetShark & AppResponse
Packet capture, storage & analysis

PaCkey Transaction
Nalyze Analyzer
= WIRESHARK

SteelCentral Packet Analysis

See The Total Performance Picture

= Avoid business-impacting performance issues
= Minimize downtime
= |mprove IT collaboration
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Monitor & Report Troubleshoot
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|dentify what’s important

See the whole picture

Accelerated triage
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With SteelCentral NetProfiler, You Can...
Dependency Mapping

Service Map: FinancePortal v

. ®
Picture

* Understand all components
involved in application e

b
. [ g —
dellvery r 3 —— -._EJ Web-LE hnl—-
 Discover across all tiers of a

EndUsers Web\ P WebFarm
multi-tier app, including load
balancers Lw—hml

« Assist in data center LDAP-Servers
transformations, security and
compliance monitoring

See the Whole
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With SteelCentral NetProfiler, You Can...

Proactively Identify

Problems

Without analytics Fix

Call to help desk
Alerts to problems

sooner than users ~ EVENTS

« Automate analysis of SteeICe.ntraI
performance changes analytics

* Proactively identify issues Applicatio |

before users notice

Find SEIX
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With SteelCentral NetProfiler, You Can...

|dentify What's

Important

* Quickly understand
service elements

« Graphically monitor end-
to-end health of critical
business apps from the
network viewpoint

« Speed problem diagnosis

Dashboard: ERP-Application (admin)

Dashboard Options | v | Refreshing in 26 sec refresh now

ERP Service Health by Location D v ERP Service Map showing 3 connections @ v
Service Tree Overall ERP (+)
Calurmbus | ) ° B Where in the network are
Where @ e problems occurring?
.
'« Jeographically © o /
are problems % .J -,-J -;J
occurring’> @ 1] WebFront WehApp AnppDB
Austin " 0 0 Endllsers WebServers AppSerers DBServars
Seattle @ (1]
ERP - Web Servers Summary View Starting 1 minago1-5Sof5 @D v
Host | Avg Bits£s| Avg Packetsfs| Avg New Connections/s | Avg Net RTT (ms) | Avg Resp Time (ms) | Avg Server Delay (ms) |
1,100,658 [15%) 454,68 (8% 1.27 (19 123 3,977 3,854
243,094 (139 392,62 (7% 1.00 (11%) 12z 127 3
2,114,057 (289 2,035 (35%) 2.60 [299%) 47 5z 13
1,561,726 (219 1,311 (23%) 1.95 (22%) ] 74 5
1,746,499 (23%) 1,529 (27%) 213 [24%) &5 70 5
Total ! 7,466,034 [100%) 5,752 (100%) g.95 (100%)
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Putting it altogether for a competitive advantage
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Discover: Quickly identify all components
involved in delivering an application service to

end users

Service Health v
Service Tree * Overall Connect UserExp EFF
Wizard automates dashboard 4 Exchange L e o °
C reat I on 5 Sharepoint Gl » » (2
# Orade ot (L d [t}
3 e e a8 [ »
Currird wi. Typical Avg Besa. Tirse Crm y T!i!“ O O 0 O
=l /\ Dashboards: At-a-glance view
gha Smm—_ — into end-to-end application health

Analyze: Automates analysis of /

performance changes to provide early warning
of problems

riverbed



With SteelCentral NetProfiler, You Can...

Transaction &nalyzer: 1-16 - 1-17@10.173.107.103-04-29-2015 06-25-57
File Edit ‘iew AppDoctor  Simulation  Reports  Capture  Advanced  Windows Help 3w

F | N d th e P o b | em Tree View }Tie[ Pair Circle | Data Exchange Chart|

Wiew by: I Tier Pairz - Application Tranzactions ;l Source Destination | App Bytes -3 App Butes <{ Start Tirr j
I: aSte r - Tier Pairz ﬂ '
B{:]# 10.100.201.33 <-» 10.100.202.1 10.100.201.33 10,100,202 1 0 8562  0.000C L
e — Trangaction
IB{:I*-O- TCP: 3301 7<->7280 D=7280 5=33017 SYN SEQ=3313977371 LEN=0'wIN=584 | 10.100.201.33 10.100.202.1 1] 2854 D.251F
IEI{:I#P TCP: 35431<->7280 D=7280 5=35431 SN SEQ=3314591206 LEN=0'wIN=5841 | 10.100.201.33 10.100.202.1 0 2854 OFe4l |
. . . ¢ B TCP: 529997220 D=7280 552939 5N SEQ=3309618753 LEN=0/IN=524  [10,100.201.33 10.100.202.1 0 2854 14570
° BUS|neSS |nte|||gence, B{Q]«» 10.100.201.33 <+ 10.99.12.33 10100.201.33 10.9912.33 £.514 782 0011
= Tranzaction
Not d ata #{Z4=+ HTTP Mismatched Fiespanse 10,100,201 33 10.9312.33 v
d‘ﬂ'@ HTTF GET /zimple. psp?fname=somefile. 1k, uu. 30&nlnes=0ksleepsece=0%getdata 10.100.201.33}{10.93.12.33 5 ilE Ja e J
' [F-{ 4=+ HTTP GET/simple.psp?fname=somefils. Tk.uu.11&n
e Contextual evidence : i i 10,100.201.33 <-» 10.99.12.33 ass
. . . EI@“ HTTP GET/simple. psp ?fname=somefile. 1k. uu. 70&nl | jrrp GET/sirnple pspffname=sormefile. 1k.uu,30&nlines= D&sleepsecs N&getdata=Submit| | €
Streamllnes dlagnOSIS #-{Zl4=+ HTTP Response Mot Found for GE T/ simple. psp Mn e someTme. Tr U IS arires T TUZ0T. 50 T O T2 00 O T e 3
3
3

 Consistent views,
metrics & workflows
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Streamlined Troubleshooting
Seamless drill-down to details

Send to WIreshark.\

Wl Trace Clip Host 10.100.201 33 (14:53 - 15:53) - Wireshark

f=lo ==

File Edit View Go

Capture

Analyze

Statistics

Telephony Tools

Help

Service-level dashboard shows issue with ERP

Incident is localized to Web FrontEnd, across
all locations

B CEXESE Aer»aTE2(OEME QRQAQAO | @E2M%x &

Filter:

No. Time

Source

Destination

v Expression... Clear Apply

Protocol Info

1 0.000000 10.99.11.78 10.100.201.33 GET /complex.psp?fname=somefile. 1K

2 0.062257 10.100.201.33 10.99.11.78 TcP tp > 49838 =199 w ,

3 5.501075 10.100.201.33 10.99.11.78 TcP [TCP segment of a reassembled PDU] Automated anal t|CS

4 5.501103 10.99.11.78 10.100.201. 33 TcP 49838 > http [ACK] Seq=199 Ack=164 y

5 5.501554 10.100.201.33 10.99.11.78 TCP [TcP segment of a reassembled PDU]

6 5.501560 10.99.11.78 10.100.201. 33 TCcP 49838 > http [ACK] Seq=199 Ack=178

7 5.539648 10.100.201.33 10.99.11.78 TCP [TcP segment of a reassembled PDU]

8 5.539679 10.99.11.78 10.100.201. 33 TcP 49838 > http [ACK] Seq=199 Ack=162 . .

9 5.540043 10.100.201.33 10.99.11.78 HTTP  HTTP/1.1 200 OK (text/html) SeamleSS|y drl"-down |nt0 paCketS

version: 4

Header length: 20 bytes

&

Fotal rLength:

Identification:

250

Oxd92e (55598)

®= Flags: 0Ox02 (pon't Fragment)
Fragment offset: O

) Differentiated services Field: 0x00 (DSCP Ox00:

pefault; ECN: Ox00)

1

0010 OO0 fa d9 2e 40 00 40 06 77 e6 Oa 63 Ob 4e Oa 64 .@.@. w..c.N.d

0020 <¢9 21 c2 ae 00 50 cb 7a d7 8b ¢S5 62 07 332 80 18 e 1o diPeZ seDa3.s |

0030 00 2e €9 d5 00 00 O1L O1 08 Oa 38 dO Oe e3 22 Of ........ .. Ben-ol% |=

0040 df ed 47 45 54 20 2f 63 6f 6d 70 6c 65 78 2e 70 ..GET /c omplex. ﬁl |
6c sp?fname =somefi |

60&sdela

0070 79 3d 35 26 6e 6C 69 6e 65 73 3d 30 26 73 6¢C 65 y=5&n1in es=0&sle
0080 65 70 73 65 63 73 3d 30 26 67 65 74 64 61 74 61 epsecs=0 &getdata
0090 3d 53 75 62 6d 69 74 20 48 54 54 50 2f 31 2e 30 =Submit HTTP/1.0
00a0 Od Oa 55 73 65 72 2d 41 67 65 6e 74 3a 20 57 67 ..User-aA gent: wa D

@ File: "C:\Users\measley\AppData\Local\Tem... | Packets: 9 Displayed: 9 Marked: 0

| 2rc file: Default

Fast, flexible drill down to incident report

Packet-level / transaction analysis in
SteelCentral Packet Analyzer

Integrated with Wireshark

riverhbed =



Integration with SteelHead / SteelFusion

Accelerate Branch Troubleshooting

Branch office

11 1
—1— I : I : I <_4,_)
SteelCentral NetShark Virtual
\ on SteelFusion Edge
Branch office
1 T™
«——> 1
- 0 e 2 L <_~lr_)
SteelCentral NetShark
\ on SteelHead EX

= Works with SteelHead EX or
SteelFusion Edge

Real-time app intelligence
WAN opt analysis & reporting

Guarantee QoS / monitor path
selection

Response time analysis

= Cost-effectively monitor &
troubleshoot branch issues

No dedicated monitoring appliances

See site-to-site & cloud/SaaS traffic
that bypasses datacenter

Continuously capture traffic for real-
time and historical troubleshooting

riverbed »



Virtualization Monitoring
Only vendor to support all forms of virtualization monitoring

Server Virtualization Desktop/App Virtualization Network Virtualization
e VMware ESXi * VMware View e VMware NSX
 Microsoft Hyper-V e Citrix XenApp

riverbed »



SteelCentral customers achieve tremendous benefit

ROVl Reduction In 5x or Faster
Downtime® Mean Time to
Resolution’

1. IDC, Realizing Business Value and ROI with Application-Aware Network Performance Management, July 2012
2. http://lwww.techvalidate.com/tvid/571-6CE-4F3
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http://media-cms.riverbed.com/documents/IDC_WhitePaper-Realizing_Business_Value_and_ROI_with_Cascade-2012.pdf
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Comprehensive, Unified Visibility

~ .r’j -\"'—n
AN —_— "-1 SteelFlow
— B = AppResponse
= N { INTERNET “~ PP
S M. WAN -

NetFlow S \k_‘ﬁ\\h -
~

SteelFlow WTA N S

RN PN PR I A I —

SteelFlow == [ Sinale lodical
SteelHead Ingie logical,
BT <— :

de-duplicated record
UNIFIED DATA STORE

Unified Data Store combines the same flow across multiple interfaces in single logical, de-duplicated record on the NetProfiler
. NetFlow - cost-effective end-to-end visibility (NetFlow, IPFIX, Palo Alto, ASA NSEL, Citrix AppFlow, sFlow, etc.)

. SteelFlow Net (SteelHead) - SteelHeads add application mapping, bandwidth reduction, optimized traffic network delay & retransmission metrics
. MNMP (NetShark) - NetShark adds application mapping, network delay, server delay, retransmission, and VolP metrics, access to packets
. SteelFlow Net (AppResponse) — AppResponse adds network delay, server delay, retransmission, and VolP metrics, access to packets

Accurate End-User-Experience for Optimized Web & SaaS Applications

« SteelFlow WTA - Remote SteelHeads provide AppResponse web transaction analytics for optimized web & SaaS applications; available in
AppResponse web interface

riverbed
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SteelCentral NPM — How Everything Works Together

User Analysis & Reporting Packet Analysis —>  Protocol Decode

Interface Service Monitoring
SteelCentral Transaction
Analyzer

Behavioral Analytics * Packet Analysis
* Transaction analysis

: <——> * Transaction Views Pack
Dependency Mapping * Multi-Segment Analysis “nalg,
WAN Opt. Analysis ~
» Performance prediction

QoS Analysis
Reporting

Ny

SteelCentral NetShark

Flow Collection Continuous Packet Capture

Telemetry @

NetFlow, Enhanced NetFlow, IPFIX, sFlow, J-Flow, cFlow,

SteelCentral Flow Gateway

Packeteer FDR, Citrix AppFlow, Palo Alto Networks, Cisco SteelCentral SteelCentral SteelCentral NetShark SteelCentral
NBAR/NBAR2, MediaNet and ASA NSEL NetShark NetShark-V on SteelHead EX or AppResponse w/
SteelFusion Edge NetShark module
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SteelCentral NetShark
Continuous High-Speed Packet Capture

= Continuous packet capture and storage for retrospective
analysis of network, security and app issues

= Smart packet indexing for high query performance and
low network overhead

= Mix 1GbE & 10GbE interfaces on same appliance
= Unique multiple concurrent capture jobs

= DPI — distinguish between business & recreational apps
(1300+ apps)

= Available as appliance or virtual software
- Integrated into SteelHead and SteelFusion

Types of NetShark

-:rs-ﬂ'
Sh*k glshark

STy ¥

SteelCentral NetShark appliance

-:rs-ﬂ
k2

g
*"*hal el

SteelCentral NetShark Virtual Edition

SteelCentral NetShark for SteelHead EX

SteelCentral NetShark Virtual for SteelFusion

riverbed =



NetShark Appliances

High-speed packet capture & storage appliances

NetShark 6170
NetShark 2170 1U 8 TB
NetShark 4170 2U 327TB
NetShark 6170* 2U 576TB
NetShark Storage Unit 48TB 2U 48 TB
NetShark Storage Unit 72TB 2U 72TB

* Storage Unit required with NetShark 6170. Up to 8 Storage Units can be used.

riverbed



NetShark-V: Visibility into Virtual Environments

Packe
Packet data

VMware ESXi
Microsoft Hyper-V

Application-enhanced
flow data

= Real-time visibility into virtualized and cloud environments
- Software version of NetShark continuous packet capture appliance
- Monitors all inter-VM traffic crossing VMware vSphere or Microsoft Hyper-V virtual switch

= Simultaneous packet capture and flow export
- Continuous packet capture for back-in-time analysis via Packet Analyzer
- Store packets locally or on SAN

- Works with NetProfiler to provide unified visibility across physical & virtual network
= Available in 3 models: 50GB, 1TB or 2TB

riverbed =



SteelCentral NetShark

Multiple concurrent capture jobs

Run multiple concurrent capture jobs
= Configure different data retention and wrap policies per capture job
= Apply different filters (standard Wireshark capture filters) or packet slicing per job
= Apply per interface or per appliance

Capture jobs  Retention time

S
=
Loosomne ]

Business VolIP
Web P2P

Citrix Backup SAP
Email SSL

30 days

Business Apps S days

T "
@ 10.10.10/24 2 days

Network Traffic
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SteelCentral Packet Analyzer
Powerful, visually rich packet analysis software for NetShark

— —— — — S—

Intuitive, visual interface with broad selection of  |=-= |
interactive Views = l

Packet, transaction and multi-segment analysis
In a single solution

Quickly open and analyze multi-terabyte trace
files

Seamlessly integrates with Wireshark — world’s
most popular protocol analyzer

Integrates with Transaction Analyzer for
transaction analysis and “what if” predictions

W Pries L1 (A3 IR o8 mied, B i © e e -

o Nt L, SeCs DRLIEED.3 SOC O 30 I0d KUl , DN e

o IEEeveT Eveonoced o R 1kt L OG0 (IR LEE.3. 0, DWT L. DL B L

- Tresssawics Soetral Feotsood, Sr Rert: FEE CIlE. Bat Fortl
Smarca pams NiSE (ol
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Broad Selection of Interactive Views

= LAN/WAN troubleshooting
- MAC, VLAN, ARP, ICMP, DHCP, and DNS

= Bandwidth usage
— MicroBursts, IP, TCP, Web, FIX and VolP

= Talkers and conversations

— IP, subnets, countries, TCP, Web, and VolIP, FIX
= Performance and errors e E——————
~ IP, TCP, Web, VoIP, FIX .-, }
[ e AL S ngg by %N&M*Ww

] |||| ||||| IHII

UO(JU

= User activity
- Web, VoIP, FIX

= 802.11 WLAN troubleshooting

~ Discovery, Bandwidth, Channel Usage, Retransmissions, Signal, Noise

riverbed



Interactive Views of Trace Files

0.6DC
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|2 IP Conversations
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-~
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Total MSG: 2 Rendered MSG: & RATIO: 100

a7 B O GREEEJRE - 1 PR

[ Message Colors

: 112002007 12:28:01 - 12:35:19 (7:18) @ 10 secs - Tolal Window: 11/20/2007 12:28:01 - 12:35:19

Current Sel

Interactive View on noon.cap at 11:20 PM

Selected Chart: TCP-VoIP Sequence Diagram
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— | Home | Time Control ‘Wwatches/Events Reporting Femote ﬂ
! @ L3 Add Folder i B @& G Decryption Keys - ‘ {3} Update Sources q i f Save @ & ; ii = i
i i - Cl Al Tabs
Add Trace <% Clear List ‘wireshark File Channels a bEmE ST Search a ose = Pause Resume ﬁ FiEETE . Send to  Send to Dnll Down Copy to
FL= = = - %SubnetMask - (3 Getting Started 4 Detach | “Wirsshark  File . Clipboard
Trace Files Export Settings General Wiew Selection
| £ Interactive View ™ q I «
|1 Top IP Talkers 4 P> |3 Sequence Diagram 4 P>
1,20 1 13c Layers
192.168.77.1 128.121.79.138 ) Application Layer 2]
0.80c () Transport Layer g
> Modes (.
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For More Information

= Content Pack
= ROI Calculator

= Case Studies
- Veolila Water Technologies
- Tiburon Associates

= Analyst Papers
- ESG The ‘Application Deluge and Visibility Imperative’
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https://riverbed.my.salesforce.com/sfc/#version?id=06833000002DZmK
http://www.riverbed.com/contact/roicalculator.html
http://media-cms.riverbed.com/documents/cs-casestudy-riverbed-SteelCentral_SteelHead_Veolia_EN.pdf
http://media-cms.riverbed.com/documents/9532_Tiburon_CaseStudy_112114JG[1].pdf
http://media-cms.riverbed.com/documents/ESG_Application_Deluge_Visibility_Imperative.pdf

Thank You
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