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Making Security Manageable

PeBontouns B ynpasneHum
NMONUTUKOM 6e30MacHOCTU:

3HaunTENbHO YNpOoLLEHHOe
yrpaBreHne nonuTukamm
MEXCETEBbIX 9KPAHOB 1
MapLUpyT1U3aTOpPOB

Hucxoasawmn,
OPVEHTUPOBAaHHBIV Ha
NPUNoXeHns 0630p, KOHTPOIb
XapaKkTepuUCTUK NPUIOXEHUS 1
cTaTyca CoefuHEHUs

BbicTpoe, npocToe
pa3BepThIBaHNE NPUMNOXKEHUHN,
06BHOBIEHNS U BbIBOA U3
aKcnnyaraumm

YnyJlueHHas AOCTyMHOCTb
NPUNOXEHN

Jlyywee B3aumoaencTame
Mexay Bnagenbuamu
NMPUNOXEHU 1 FPYNMON
agMUHMCTPATOPOB CETU
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Info Security Products Guide 2013
SecureApp named Bronze winner of
the Global Excellence Awards
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‘Information Security Vendor of the
Year’ Finalist
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YnpasneHune
NOOKMIOYEHNEM
NPUNOXEHNN
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Tufin SecureApp™ npeacrtaBnsieT co601 peBONMOLMOHHbLIN NOAXOA K yNpaBieHUI0 ceTeBbIMU
nonuTukamm 6e3onacHoOCTH, peanu3oBaHHbIN C TOYKU 3peHUs NpunoxeHus. C noMoLL b0
SecureApp cneuyanucTbl No 6e30MacHOCTY U BriagernbLibl NPUINOXEHUI MOTYT JIerko
onpeaenuTb, 0GHOBUTb, OTCINIEAUTb U yAAnUTb NPUNOXeHUs — 6e3 aHanu3a ANMHHbIX CMIMCKOB
npaBus 4OCTyNa Ha MHOTOUYUCIIEHHbIX MEXCeTeBbIX 3KpaHax U MapLupyTu3aTopax. SecureApp
obecneuynBaeT 6ecnpeLieAeHTHYI0 naeHTUdMKaLuio TpeGoBaHUIA NPUITOXKEHUS K CETEBLIM
coeAHEHUAM, TEM CaMbIM Bbl MOXETe YCKOPUTL BBeAeHMe HOBbIX yCnyr, o6ecnevmnTb

HenpepbIBHOCTb GU3HEeca ¥ YNpoCTUTb YNpaBneHue CeThH.

YMPABJEHVE MOSIMTUKOW BE3OMACHOCTW C
OPUEHTALMEW HA NMPUNOXEHUSA

CoBpeMeHHble cneupanunctbl B obnactu 6esonacHoctn cet Tpatat 6onee 80% cBoero BpemeHu

Ha pa3BepTbiBaHWe, 0OHOBIEHVE 1 BbIBOA 3 SKCMTyaTaLmm NPUIIOKEHWIA, a Takke Ha AUarHOCTUKY
NpoGIeM YCTaHOBIEHMUS CBA3W C MPUIIOKEHUSMU. SecureApp 3Ha4YUTENBHO YNPOLLAET 3TN NPOLeCChl
C MOMOLLbHO MHHOBALMOHHOW KOHLIEMLMM YNPaBeHVs NONUTUKaMM MEXCETEBbIX 9KpaHOB. ABNsisich
HeoTbeMnemon YacTbto Tufin Security Suite, SecureApp no3sonsieT nerko obpabartbiBaTh BCe
TpeboBaHNSA K CBA3W MPUIOXKEHWI HA BCEM MPOTSKEHUM KUSHEHHOTO LIMKIA pasBepThIBaHMS.

OMNPELENEHME NOAKNOYEHUSA MPUNOXKEHNI

SecureApp UMEET MHTYUTUBHO MOHSTHBIV rpachuyecknii peaakTop Ans onpenerieHns OCHOBHbIX
TpeboBaHMI NOOKITYEHNS MPUMOXEHWI B CETU. YTOGLI ONpeaenuTs CoeaMHEHNS C MPUNOXKEHUEM,
BaM HE HY>KHO MOHMMaTb OCHOBbI TOMOSIOTN CETU UM KOHDUIYpaLMM MEKCETEBOTO SKpaHa

1 MapLUpyT13aTopa — NPOCTO YKaXKWTE CepBepbI 1 Cry>x0Obl. MNocne Toro kak Bbl onpegenure
coefunHeHus1, SecureApp aBTOMaTUYECKM CO3MaET 3asiBKY C 3arpoCcoM AOCTYNa Arsi CUCTEMbI
ABTOMaTM3aumMn nameHeHns b6esonacHoctu (Security Change Automation) SecureChange. Bbl
MoxeTe mncnonb3oBatb KoHcTpykTop nonutuky (Policy Designer) SecureChange ansi aHanusa
CETU 1 BbISIBINIEHUSI U3BMEHEHWI, KOTOPbIE HEOOXOANMBI AN NOMUTUK MEXCETEBbBIX SKPAHOB 1

MapLUpyTHU3aTOPOB, @ BOSMOXHO U1 NpoBeAeHne 3TnX N3MEHEHMIN aBTOMaTUYECKN.

OTCNEXMBAHUE NOAKNHOYEHMA NPUNOXXEHNI

SecureApp obecrneyrBaeT TEKYLLMIN 0630p C SCHbIM U TOYHBIM LOKYMEHTUPOBAHNEM OCHOBHbIX
TpeboBaHWUI NOAKMYEHUS AN KaXA0ro NpunoXeHnst n brusHec-cepeuca. Mocne Toro, kak
NPUMOXXEHNE ONPEAENEHO, U BCE 3asiBkM 0TpaboTaHbl, SecureApp HENPEPLIBHO OTOBpakaeT cTaTyc
coeamnHeHus. OH pabotaer ¢ Tufin SecureTrack, oTcnexvBas peBuaum NoNUTUKM 6e3onacHOCTU 1
TabNMLbl MapLLpyTU3aLMM YCTPONCTBA, Npeaynpexaaet 06 M3MEHEHWSAX, KOTOPbIE MOFYT MOBMAUATbL Ha
OOCTYMHOCTb NPUINOXEHUN.
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SecureApp OCHOBHbIE
MOMEHTbI

BusyanbHbIn pegaktop
NMOAKIHEHNS MPUNOXKEHNIA

FeHepame aBTOMaTU4eCKOoro
3arnpoca Ha nsSMeHeHue 3adaBKn

MOHUTOPUHF COCTOSIHNS
coeauHeHun

MpocToe onpenenexue u
pa3BepTbiBaHWE NPUNOXEHWUI

BbicTpoe BHeceHne nameHeHun
1 BbIBOJ M3 3KCMyatauum
NPUNOXEHNN

AyauT npunoxenun

Ponesoe agmuHucTprpoBaHue

HagexHbii umnopt API
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BONEE NPOCTbLIE UISMEHEHWA CETWN CBASAHHBIE C
NPUNOXEHUAMN

CosgaHune M3MeHeHUN NPUIOXKEHUI, TaKIX Kak MUrpaLyisi UM BbIBOZ CEpBepa 13 aKCrnyaraLmm,
NETKO OCYLLECTBIAETCS C NoMoLLbto SecureApp. BMECTO Toro UTo6b! AETarNbHO 13y4aTh MOSMTYKA
MEXCETEBOIO 9KpaHa B MOVICKE NPaBuIl C COOTBETCTBYIOLLIMM OGBLEKTOM, BaM HEOBX0AMMO MPOCTO
namMeHuTh IP-agpec cepeepa B SecureApp 1 aBTOMaTUYECKI CreHepupoBaTh 3asBK, YTOObI
SecureChange Mor onpeaenuTb COOTBETCTBYHOLLME NPaBuUIia 1 CraHMpoBaTh HEOBGXoANMbIe

N3MEHEHUA.

NETKNN BbIBOL, MPUNOXEHWN N3 SKCMYATALNA

Kora npuLusio BpeMsi BbIBOAUTL NMPUMOXEHUS U3 SKCMITyaTaumm, SecureApp aBToMaTU4ecKu
onpegaernseT npasuna nosmMTuK, KOTopble HEOBXOANUMO USMEHUTB UMW YOANUTL BO BCEX
3aTparvBaeMbIX MEXXCETEBbIX dKpaHax 1 MapLLpyTM3aTopax, yCTpaHsis HEHYXXHbIN LOCTY, KOTOPbIN
MOXXET NMPUBECTU K HAPYLLEHMIO NONUTUKY BGe3onacHocTu. SecureApp ynpexaatolle co3aaet Gonee

uncTble 1 bonee HaaeXHble NONUTUKN 6e30MacHOCTH.

DUKCALMA BCEX MSMEHEHW MPUNTOXEHIN

SecureApp coxpaHsieT UICTOPUIO BCEX M3MEHEHWI B MOAKITOHEHUM MPUINOXEHNI, BKIHOYAS KaK 3asiBKY,
Tak 1 MpaBwuna NnommuT K MEXXCETEBbLIX 9KPAHOB U CMIMCKOB yrnpasreHus goctynom. C SecureApp

Bbl BCEIAA MOXETE COMOCTaBUTb KOHUIypaLIMm MEXCETEBOO 3KpaHa C U3MEHEHUSIMU 3asIBOK U1
MPUNOXEHNI — B TEYEHUE BCETO XXU3HEHHOTO LIKITA MPUMNOXEHWSI.

YIYUWEHWE CBA3WN MEXXAOY NOAPA3AENEHNAMU

C MHTYWUTMBHO NOHATHBLIM MONb30BaTENLCKMM NHTEPdericoM, SecureApp, HakoHeL, AenaeT
BO3MOXHbIM 3¢hheKTBHOE OBLLEHME NOAPA3NENEHNIA, OTBEYAIOLLMX 3a MPUIIOXKEHWSI 1 3a CETb,
YCTpaHsis He[opadyMeHWs, KOTOpble MPUBOAST K oLLMBKaMm 1 notepe BpemeHu. [Ans ayautopos UT-
6e3onacHocTy, SecureApp NpeaocTaBnseT NnpodeccMoHanbHoe 060CHOBaHWE Ans NpaBui CETEBbIX
coenyHeHuN, kotopble Tpebytotcs ctaHgaptom PCI DSS n apyrmm perynsiTuBHbIMU HOpMaMmu,
YCTPaHsis BpeMS Ha KPOMOTIIMBYHO NOArOTOBKY ayAuTa. UTo6bl BKIOYUTL MPOCMOTP 1 ynpasneHne
NOAKITHEHNSMU MPUINOKEHUI AN MHOTOHYMCIIEHHbBIX 3aMHTEPECOBAHHbBIX CTOPOH, SecureApp
npeanaraeT HeCKOSbKO YPOBHEW AOCTYNa, BKIIloYas BNafenbLEB, PeAakTopoB U Habnogatenen.

YMNPABNEHWE 3ABUCUMOCTAMW MPUNOXKEHIN

SecureApp NO3BOMSET ONPeAEnUTb U NOAAEPKMBATL 3aBUCUMOCTV MeXOY MPUNOXKEHUSIMU 1
cny>6amu, 4ToBbl Bbl MOTTIN MOHUMATb, KaK U3MEHEHNE OLHOTO CepBepa NPUMOXEHUI BIIUSIET HA

LPYrvie MPUIoKEHNSI.

OBECITEYEHUWE HEMPEPBIBHOIO COOTBETCTBNA

SecureApp Mo3BorseT nogpasaeneHnsm 6e3onacHOCTY YCeLLHO NPOMTY ayauT v Ans obecreveHns
HEMPEPLIBHOTO COOTBETCTBYS PETYNATUBHBIM HOpMaM. MPOCTo 1 3hdEKTUBHBIN NMPOLIECC BbIBOAA
NPUIOXEHWI U3 SKCMITyaTaLnm TakKe rapaHTUPYET, YTO HeVCMOsb30BaHHbIE MpaBura 1 06bEeKTbI

BynyT yOaneHbl — eLLe 0fHO pacnpoCTpaHEHHOE 06S3aTeNbLCTBO COOTBETCTBYS.

Moa YNPABEHMEM CAMOW COBPEMEHHOW TEXHONOI MM

[lns aBTOMaTM3aLmMm onepaTvBHbIX 3a4ad U GruaHec-npoLeccoB SecureApp UCMOSb3YET MOLLHbIE
TexHonorum B Tufin Security Suite. [[ns MOHUTOPYHIA COCTOSIHWSA MOAKIHOYEHWS MPUMOXEHNI

OH paboTaeT ¢ MoaynsaMu pelueHus Secure Track — AHanuzatop nonutuky (Policy Analysis) n
Wceneposanue Tornonorum cetn (Network Topology Intelligence). OH ycunmneaeT BO3MOXHOCTM
mMoaynsa ABTomatnsaums nsmeHeHun 6esonacHoctu (Security Change Automation) n3 peluenns
SecureChange ans aBToMaTu4eckoro Co3aaHns TO4HbIX 3anpOCOB Ha MpeaoCcTaBneHne JoCTyna,

a TaKke pa3paboTky N MPUMEHEHWSI aBTOMaTUYECKX M3MEHEHUI. SecureApp SIBMSETCS YacTbio
eavHoro pellenns ansa HenpepbiHoro cooteeTcTBUA (Continuous Compliance), koTopoe cBsidbiBaeT
TPeBOBaHNSA NPUNOXEHWI C 3asiBKaMy U NpaBunamn. SecureApp U3MeHSIET NOAXOA, K yrpaBiieHUo

nonuTukor 6esonacHocTy ¢ GecnpeLeneHTHOM MPOCTOTOM, TOYHOCTBIO M HATMSAHOCTLHO.
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