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DDoS atakn 2019

B 2019 obHapyxeHo 8.4 mMnnnnoHa aTak.

Yactota DDo0S aTtak yBennumnacb +16%.

7 HosblIx reflection/amplification BekTopos
6bl1n cnonb3oBaHbl B aTakax 2019 roaa.

Oxkupaembin poct loT ao 20,4 mnnnmnappos
yctpouncts 8 2020 roay.

§§ NETWELL

622 6ut/c - makcumanbHaa senmumnHa DDoS.

Attacks greater
than 200 Gbps from
2H 2018 to 2H 2019

Exploit attempts
from 2H 2018 to
2H 2019

Global DDoS
attack frequency

Attacks
100-200 Gbps+

loT: Botmaster’s Dreams
Come True

20.4B

Devices forecast to connect
to the internet in 2020




Kntoyesble momeHTbl DDOS atak

Periodic Table [] 2010 [] 2018
of DDoS Attack 34 : 1 —+— Amplification factor
Vectors
O —— Risk 5 6,000,001+
O —— Risk4 4,000001-6000,000 | o ..
Attack vector symbol —— C o O —— Risk3 2,000,001-4,000000 | garyers
® —— Risk2 500,001-2,000,000
® —— Risk1 1-500,000
Attack vector name —— COAP_V1
36.5:1 120:1
. Bc :
Ar : C:
ARMS BACnet
34:1 6.5:1 56.89:1 1,000:1
o o o o
Co: Cp: Cd . Ch:
CoAP_v1 CoAP_v2 CLDAP Chargen
1.1:1 33.9:1 5.7:1 160:1 13.5:1
Ht [Ip:Ov:Cx .Dn: Lt .
P:0Uv:UX:Un: :
HTMLS* IPMI/RMCP OpenVPN Citrix_ICA DNS L2TP
500:1 4:1 51,200:1 4.35:1 25:1 556.9:1
o o o o o o
Wd : Ub: Mc :Md: . Mqg:Np:
WS_DD Ubiquiti Memecached mDNS MSSQLRS NTP
6.1:1 3:1 29:1 140.3:1 134.24:1 10:1
o o o o L = 3
Nt :Nb:Pm:Qd:Ri:S1:
NTP_Readvar NetBIOS Portmap QOTD RIP_v1 SIP
880:1 4.1:1 30.8:1 30.7:1 46.5:1 14:1
SNMP_v2 SSDP_diffract | SSDP Sentinel TFTP VSE NETSC ( UT ‘ ArbOI’
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DDoS aTtaku n FnobanbHblie TpeHAab!
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Arbor - nrnaoep 8 uHayctpum no 3awmte ot DDoS aTak

Number of years Arbor has been
delivering innovative security and
network visibility technologies &
products

Percentage of world’s Tier 1 service
98% providers who are
Arbor customers

— q/v R
@ NTIT & atat -r:l;\ verizon

©saes - --Com- Telefonica

S A
.. BT@ :
vodafone orange
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Industry leader in DDoS attack
# protection products.

Amount of Internet traffic

C 1/3 ) monitored by the ATLAS

http://digitalattackmap.com
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DDoS aTtaku

TCP State-Exhaustion Attacks

o (Crashes stateful devices (Load balancers,
firewalls, IPSs)
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Volumetric Attacks Application Layer Attacks
o Large (up to 1.7 Tbps) o Low and Slow, Stealth attacks
o Saturates links o Crashes application servers
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JwenoHnpoBaHHana 3awmTta Arbor ot DDoS aTak

ans
nogasneHua 6onblmx atak + SOC 24x7.

B3aMMOAENCTBME MEXKIY

Arbor JIOKa/NIbHOM 1 061a4HOM 3aLLMTOMN.
SP/TMS
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nomcka n obpaboTkm IK_FL S ,\RBOR S E RT MOHMUTOPUHT U 3aLLUMTa OT BCEX TUIMOB
A 1
MHOPMaLMK O r106abHbIX Yrpo3ax, a TaK e 4 aTakK, BKAKOYAA aTaku NPUKAALHOIO yPOBHA
Pa3paboTKM METOA0B NPOTUBOAENCTBUA UM. Security Engineering & Response Team
Guardians of the Connected World
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Arbor APS nepBasa nmHua o60poHbl

BHeApeHWe obecrneynBaeTca Tem, YTO
WMHCTaNNAUMA He TpebyeT MU3MEHEHUA apXUTEKTYPbI CETU
(ycTaHOBKa Ha nepumetpe cetu, nepes NGFW), a ans
Ha4yana paboTbl 4OCTAaTOYHO MUHMMAIbHOM HaYa/IbHOM
KOHbUrypaumu.

T e
%V Global Threat

Intelligence

MOHWUTOPWUHT 1 3aWmTa OoT BCex Tunos DDoS
atak Volumetric, Application n Resources exhaustion attacks
T.e. aTaK Ha ucyepnaHme NPonycKHOM CNOCOBHOCTU KaHANOB,
HaLUEeNeHHbIX Ha MCYepNaHMe PeCcypCoB U aTaK NPUKIAAHOIO
YPOBHA.

B3aMMOAENCTBUE MEXKAY /IOKAIbHOMN
n obnayHom 3awmTton Arbor (Arbor Cloud/MSSP/ISP) c
nomouupbto Cloud Signaling no3sonaet npeaoTspalwlatbh
aTaku, pasamep KOTOPbIX KPAaTHO NPEBOCXOAUT NPOMYCKHYHO
cnocobHocTtb UPLINK nHtepodelicos.

obHoBneHUe MHPopMaLUMK O robanbHbIX
yrpo3ax n3 ATLAS — ATLAS Intelligence Feeds (AIF) no3sonset
AVHAMWYHO pearnpoBaTb U 610KMPOBATb HOBbIE UCTOYHUKM
Yyrpo3, HanpuMep LeHTPbl ynpaBaeHns 60THET CeTaMM.

NETSCOUT | Arpor

ected World



Arbor APS 2600/2800

MNnatdopma

MNnatdopma
- 2 x Intel Xeon E5-2608L v3 (6 cores] - 2 x Intel Xeon E5-2648L v3 (12 cores)
- 32GB DDR - 64GB DDR
- RAID 2x120 SSD - RAID 2x240 SSD
- 2RU, AC/DC - 2RU, AC/DC
JInueHsnpyeman NpoM3BOAUTENIbHOCTb: JIMLEeH3MpyemMas NPOU3BOANTENbHOCTD:
— 100Mbps, 250Mbps, 500Mbps, — 10Gbps, 20Gbps, 30Gbps 1 40Ghps
— 1Gbps, 2Gbps, 5Gbps
- 10Gbps, 15Gbps, 20Gbps CeTeBble MHTEPDENCDI:

— 8 nan 8x106GE ¢ nogaeprkkon Hardware Bypass

Cetesble MHTEpdelChI: - 4 x 1GE untepdelica c nogaepskoii Hardware Bypass

— 4, 8 unn12x1GE ¢ nogaepxkon Hardware Bypass

- 4 x 10GE, 4 wnn 8x1GE c nogaepxkon Hardware Bypass Newndpaumsa SSL/TLS:
- 5G HSM @ 5 Gbps

Oewndpaumna SSL/TLS:

- 750M HSM @ 750 Mbps

— 5G HSM @ 5 Gbps




Arbor Virtual APS

Virtual Appliances

Pre-installed
Pre-configured
0S & App Stack

vAPS

[Mnepsusop
- VMware vSphere 5.5+
- KVM kernel 3.19 GEMU 2.0

Nopnaepxka Amazon AWS
— [a, Amazon EC2

AnnapaTtHble TpeboBaHUA: amazon Vmwa reo

— VCPUs: 1; NICs: 1 to 10; Memory: 6 GB; Storage: 100 GB webservices™

Mpoun3BoaANTENBHOCTb Ha Instance: ®
- MponycKkHaa cnocobHOCTb Npu MHCNeKkTupoBaHun ao 1 Gbps m

- MakcnmanbHaa ckopoctb notoka DDoS pgo 600 Kpps

dddddddddddddddddddddddddd
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Arbor SP = koHTpOnb ceTH

NMUPUHIOBOrO, TPAH3UTHOIO M MArncTpPasbHOro TpaduKa,
a TaK e BO3MOXHOCTb MOHUTOPUHTIA TPadUKa KIMEHTOB Ha rpaHuLe
CeTU NO3BOJIAET ObICTPO BbIABASATL aHOMAIMKU U BPEAOHOCHbIE YTrpo3bl,
Takue Kak DDoS ataku.

obecneymBaeT BbICOKYH CKOPOCTb CUFHANM3aALUN O
DDoS aTtaKe, aBTo-nepeHanpasaeHne TpadpurKa Ha CUCTEMY OUYUCTKU NP
aTake, B Tom uncne asto-Offload FlowSpec ¢unbtpos Ha

MapLLIPYTMU3aTOPbI, U COOTBETCTBEHHO, BbICOKYO AOCTYMHOCTb CETU U
CepBUCOB.

ceTeBbIX PecypcoB Ha OCHOBE KOMMJIEKCHbIX OTHETOB O
TpadumKe, KNMEHTCKUX M reorpaduyeckmx gaHHbIX ana bonee pasymHoro
NAaHMPOBAHMNA TpaduKa.

Ha nnatdopme Arbor SP, KoTopas ncnonb3yetca gna
BM3YyasM3aLnUM CETU N OOHAPYKEHMA YrPO3, MO3BOIUT JIETKO
NpenocTaBAATb U NOAAEPKMBATL HOBbIE YCAYTU, TAKME KaK aHaIn3
KNMEHTCKOro TpadmKa n o61a4yHas 04MCTKA OT BPEAOHOCHOrO TpadmKa.

Data Center
Edge

e @
IS

Transit Peer
Edge

0@

Moabile  Mobile Network
Subscribers Edge

Backbone

Business
Customers

Customer
Edge

Broadband
Customers

)

Global Summary June 2018

Highiighs: 15Ps by rogion

Poak Spoed by region: Breakout by Speed

NETSCOUT

Guardians of the Connected World
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Arbor SP 7000/ Virtual Appliance

Mnatopma MaaTdopmbl:
- 2 x Intel Xeon ES-2648L v3 (12 cores) - VMware vSphere / 8-32 Core, 16-32 GB RAM, 100 GB Storage
- 32GB DDR - KVM QEMU / 8-32 Core, 16-32 GB RAM, 100 GB Storage
- RAID 6x480 SSD - Xen Cloud Platform / 8-15 Core, 16-32 GB RAM, 100 GB Storage
- 2RU, AC/DC
NMponssoaAnUTENBHOCTD:
Mpoun3BOANTENBHOCTb: - VMware vSphere go 300 00O Flows Per Second
— no 240 000 Flows Per Second - KVM GEMU po 300 000 Flows Per Second

- Xen Cloud Platform go 120 000 Flows Per Second

JlnueHsuposaHue:
- Purchase 6eccpounbie nnuensnmn Arbor SP Flex, npuobpetaembie o mepe HEOBXOAMMOCTH, Aanee OnaavnBaeTCca TONbKO eXKerogHoe TexHu4eckoe obcayKusaHme um
noaaepKa. MaeanbHo noaxoaut ans 6bicTpopactywmx ISP, opueHTnpoBaHHbix Ha CAPEX-moaens.

- Site License 6eccpouHble nnueHsumn Arbor SP Flex, oxsaTbiBatoLme BCIO MHCTANNALMIO (TEKYLLME AN NPOrHO3MpPpyeMble NOoTPpebHOCTM), Janee onnavynBaeTca TOAbKO
eXXerogHoe TexHM4yeckoe obcnyKnuBaHue n nogaepKka. MaeanbHo noaxoamt ana 6onblumx, bbictpopacTtywmx u CAPEX-opueHTHUpoBaHHbIx ISP,

- Subscription rogosas nognucka, kotopas BkatoYaeT 8 ceba 06CAyKMBaHMUE U NOAAEPKKY. OTIMYHO noaxoauT ans OPEX-o0prMeHTUPOBaHHbIX OpraHU3aLmi,
afanTUPYIOLWMXCA K BbICTPO MEHAIOLWMMCA PbIHOYHbBIM YC/IOBUAM.




Arbor TMS 2600/2800

Mnatgopma Mnatdopma

- 2 xIntel Xeon E5-2608L v3 (6 cores]) - 2 x Intel Xeon E5-2648L v3 (12 cores)
- 32GB DDR - B4GB DDR

- RAID 2x120 85D - RAID 2x240 SSD

- 2RU, AC/DC - 2RU, AC/DC

JIuueHsnpyemas Npou3BOANTENbHOCTb: JIMLEeH3MpyemMas NPOU3BOANTENbHOCTD:
— 1Gbps, 2Gbps, 5Gbps — 10Gbps, 20Gbps, 30Gbps 1 40Ghps

- 10Gbps, 15Gbps, 20Gbps
CeTeBble nHTEpPENChI:
CeTeBble MHTEPDENCDI: — 4w 8x10GE
— 4,8 nnn 12x1GE
- 4 x 10GE, 4 vnun 8x1GE




Arbor TMS HD1000/HD1000+

MNnatdopma MNnatdopma

- 2 x Intel Xeon E5-2648L v3 (16 cores) - 2 x Intel Xeon E5-2648L v3 (16 cores)

- 32GB DDR - 32GB DDR

- RAID 2x480GB SSD - RAID 2x480GB SSD

- 2RU, AC/DC - 2RU, AC/DC

JIuueHsnpyemas Npou3BOANTENbHOCTb: JIMLEeH3MpyemMas NPOU3BOANTENbHOCTD:

— 20 - 160 Gbps — 00 400 Gbps

— 110 Mpps+ — 220 Mpps+

CeTeBble nHTepdeNnch: CeTeBble MHTepdechbI:

— 4x100GE + 8x10GE naun 16x10GE nHtepdencol — 4x100GE + 8x10GE unun 16x10GE nHTepdetich




Arbor Virtual TMS

Virtual Appliances

Pre-installed
Pre-configured
0S & App Stack

viMS

[Mnepsusop
- VMware vSphere 5.5+
- KVM kernel 3.19 GEMU 2.0

AnnapaTHble TpeboBaHuA:
— vCPUs: 3-32; NICs: 1 to 10; Memory: 10-53 GB; Storage: 100 GB

[Mpon3BoanTENbHOCTbL Ha Instance:
- MponycKHaa cnocobHocTb Npu nHcnekTnposaHum 1-30 Gbps




KommepuyecKkne Bonpocol:

Hukuta Ctynak

nstupak@netwell.ru
+7.916.250.32.59

TexHuyeckune Bonpochbl:

Makcum byamakos

mbuzmakov@netwell.ru
+7.909.664.23.68
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