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UT-cpena c Hyna: ucropus
co3aaHusa MHPPaCTPYKTYpbI
6e3onacHocTu BK «Jlura CtaBok»

BK «Jlura CtaBok» — poccuiickas Bykmekepckas koMmnaHus, ocHoBaHHas B 2008 rogy.
[eATenbHOCTb KOMMNaHUM HanpaeneHa Ha pa3BuTue bykmekepckoro busHeca B Poccun,
noaaepKy HaLMoHanbHOro cropTa 1 co3gaHue HoBow cdpepbl passneveHuit. CerogHs
BK «Jlura CtaBok» — 310 3 500 coTtpyaHukoB 1 500 kny6os B 120 ropogax Poccuiickoi
denepaumn.

BK «Jlura CtaBok» Bo3rnaenseT HaumoHanbHbIn pentuHr bykmekepos PBK, a Takke
ABMSAETCS NaypeaToM NPecTMXHbIX MPeMuin B obnactu cnopta u bykmekepcTsa.

Mwuccems BK «Jlura CtaBok» - 3TO BCECTOPOHHSASA NOAAEPKKA POCCUCKOrO cropTa.

KomnaHus NPUHUMAET aKTUBHOE y4acThe B pa3BuUTUn 1 nonynapusaunm pasnnvHbiX BUO0B

crnopTa, COTPyAHUYaET CO CMOPTUBHLIMU heaepaumsiMi 1 HaLumoHasbHbIMU COOPHBIMM

komaHaamu. BK «Jlura CtaBok» sBNsieTcst reHeparnbHbIM napTHepom Poccuiickon MNpembep-

Iurn, ocpmumansHbiM napTHepom Penepaummn xokkes Poccun, reHeparnbHbIM NapTHEPOM
depepaumn perbn Poccum, a Takke reHepanbHbIM napTHepom ®egepaumn 6okca Poccun.
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«Co3daHue
UHbpacmpykmypb!
besoracHocmu Ha

6ase Fortinet Security
Fabric no3zsosnusio Ham
cgbopmuposame rMpPoYHbIU
pyHOameHm pasgumusi
UT-cpedbl KomraHuu
rpPaKmMu4YecKuU ¢ HyJs.
3HayumernbHo rosbicusiachb

yrpasnsiemMocms,
rpou3800uUMeribHOCMb U

BbI30BblI MUHTEHCUBHOIO pa3BuTuaA

C momeHTa cBoero ocHoBaHus BK «Jlura CtaBok» guHaMuyHO pasBmBanach 1 Hyxganace B
HanaxwBaHVN NPOLIECCOB, CBA3aHHbIX C 0becneveHnem knbepbesonacHocTu. MNMpuMmeHsiemMble
paHee pelueHns Obiny HEOQHOPOAHbI, 3aKynanuchb Yy pasHbiX MPOU3BoaUTENeN, He
npeanonarany BO3MOXHOCTE ynpaBneHns 13 eQuMHOro LieHTpa, a BCs MHdpacTpykTypa
3Ha4YMTENBLHO OTCTaBarna OT YPOBHS peLLeHni knacca enterprise. [Mpy 3ToM koMnaHus Bpems
OT BpeMeHU cTankueanach ¢ arakamu Ha npunoxenus, DDoS 1 pasnuyHbiMy BHYTPEHHUMM
yrposamu.

0omkKas0ycmou4ugocms
cemu. Terniepb Mbi CrIOCOBHbI
aghghekmueHo obecriedusame
6e3onacHocmb U
HerpepbIBHOCMb bU3Hecay.

Cneuuanuctbl BK «Jlura CtaBok» uckanu pelleHne, KOTOpoe COOTBETCTBOBASIO Obl BCEM
KroyeBbIM TPeBGOBaHKAM KOMMNaHUM 1 obecnevmnno Hbl KOMMNEKCHYHO 3awnTy dounmansHom
cetu u NT-cpedbl. BaxkHenwmmmn ctanu crnegyowme XxapakTepucTuku:

— Anekcel KucnuupbiH,
Lupekmop denapmameHma
UHGbopMmayuoHHOU

6esonacHocmu
1. YnpaBneHue 13 eauHOro LieHTpa. KonvyecTso cneuuanucToB, CnocOBHbIX pa3BepHYTh

pelueHve onsa obecnedeHns knbepbe3onacHOCTU AOCTAaTOMHO OrPaHNYEHO, B CBA3N C YEM

BaXKHO 6b110 MUHUMU3MPOBATL CIIOXHOCTb YNPaBIIeHNst BCEN CTPYKTYPOIA. O6wasn nHdpopmaums

2. M'm6KoCTb. KoMNaHsi NOCTOSIHHO Pa3sBMBaETCs, CETh KIyBOB 1 KONMYECTBO Knunent: BK «Jlura CtaBok»

nonb3oBareneun pacTeT, a 3Ha4uT, ObINo HeobxoaMmo pelleHne, Kotopoe cnoco6bHo
6bICTpO aganTupoBaTbCA N PaCLLMPATLCA, COOTBETCTBYA aKTyallbHbIM U 6y,C|,yLLI,VIM
BbI30OBaM.

OTtpacnb: bykmekepckuin 6usHec

CtpaHa: Poccus

Mnatdopma Fortinet Security Fabric oTBeqana o603Ha4eHHbIM TpeboBaHUAM, obecneymBas
LUMPOKUIA 0630p BCEW cpeabl 1 MO3BOSSIA NErKo ynpaensaTb 6€30MacHOCTbIO CUCTEMBI U
CeTeBbIMU ONepaLysIMK.
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MoBbiwWweHne 3(b(beKTVIBHOCTVI ynpaBrneHus npoueccamu

OpHow 13 NepBbiX 3aay B paMKax BHeOpeHWs1 HOBOW MHAPPaCTPYKTypbl 6e3onacHoCTU
cTano cos3gaHue ogHOpPOAHOW cucTeMbl obecnedeHns 6e3onacHoCTM paboumx CTaHLmii
(kak B knybax, Tak 1 Ana COTpyAHWKOB oduca), KOTopble 3a4acTylo CTAHOBATCS MEPBLIMU
XKepTBaMu pasnuyHbix atak. bbino npuHsaTo pewenne pa3sepHyThb FortiClient, cpeacteo
3aLUMThl KOHEYHbBIX TOYEK CrEAYHOLLEro MOKOMEHUs, MO3BOMsALLEE COOUpaTh BCHO
HeobXxoauMyto MHGOPMaLMIO O CETU, pacnpeernieHHoN Mo BCel CTpaHe, OTCIeXnBaThb 1
npenoTepalLathb yrpo3sbl. Tenepb AaHHbIe 00 yrpo3ax U COCTOSHUM KOHEYHbIX CTaHLMNA
cTekanucb B O4HO MECTO, YTO MO3BOSIIO NOBLICUTL 3MEKTUBHOCTL YrpaBneHns
BCEMM MpoLeccamy — OT naT4y-MeHeAXXMeHTa A0 LieHTpanvM30BaHHOIO ynpaBneHus u
TEXHUYECKOTO OOHOBMNEHNUSI KOHEYHBIX TOYEK.

3awmnTy BHYTPEHHEN Cpeabl KOMMaHUM 06ecneyrBatoT MEXCETEBbIE SKPaHbI
FortiGate: nepBbIi OTBEYAET 3a OUMCTKY BXOASILLErO U McXoasLero Tpaduka, BTOPo
— TepmuHaumio Bcex VPN-coegmHeHuin, 4To no3sonsieT ahdeKTUBHO OpraH1M3oBaTh
paboTy yaaneHHbIX COTPYAHUKOB M CETMEHTUPOBATL AOCTYN K PasnnyHbIM pecypcam.
Takum obpasom, yaanocb obecneunTb ceTeBble NoTpebHocTn 6onee 3500 yenosek
— 2500 kaccupos B knybax no scen crpaHe n 300 coTpyaAHUKOB, KOTOpble paboTatoT
yOaneHHo, a Takke Hyxabl 1000 [MK B knybax, KOTopble NCNomnb3yrTes Ans
obcnyxuBaHus knveHToB 1 500 — B ronoBHOM odomce KOMMNaHuu.

AHanuanpoBaTtb MHPOPMALMIO U YNPABAATb KAXA0M YaCTbio Takol 0BLIMPHON CUCTEMBI
nossonstoT FortiManager u FortiAnalyzer, koTopble obecneunBatoT adhchekTMBHOE
aAMUHUCTPUPOBAHME, MPO3PaYHOCTb, a Takke MNO3BONAT NonyvyaTb MHopmaLuuio B
pexume pearnbHOro BpeMeHu no Bcen nnardgopme Fortinet Security Fabric.

BaHbIM acneKkTom BHYTPMKOPNOPaTVBHON 6e30MacHOCTU TakKe SBNSETCSA noyta
COTPYAHMKOB. HECMOTpPSi Ha NOCTOSIHHOE 0BYYeHWE 1 pasbACHEHNE NOTEHUMarnbHbIX
pYCKOB, BCErAa CyLeCTByeT OMacHOCTb 3apaxeHus. 3a npeaoTBpaLleHe BO3MOXHbIX
npobnem B 3TOM HanpaeneHun oteevatoT pewenns FortiMail n FortiSandbox,
3almLaioLLmMe KopnopaTuBHYHO cucTemMy oT BpedoHocHoro MO 1 atak HyneBoro gHs.

CerogHsi B BK «Jlnura CtaBok» aKkcnnyartaumen CUCTEMbI 3aHUMAKOTCS 8 YenoBek:

2 ceTeBbIX MHXeHepa O0TBeYatoT 3a KOHuMrypaumo nporpammHo-annapaTHomn
COCTaBMsIIOLLEN CUCTEMBI, 4 cheumanncTa 3aHMMarTCst HEMNOCPEACTBEHHO CO34aHNEM
1 NPUMEHEHMEM NONMUTUK Be30MacHOCTH, eLle 2 agMUHUCTpaTopa — NOYTOBbIMU
wnio3amu. Mocne nonHoueHHoro pa3sepTbiBaHus FortiWeb ynpasneHue cepsucom
OyaeT ocyLLeCTBNATLCA OTAEMNbHbIMY CneLmanMcTaMmm, a no Mepe n3aMeHeHus
mMaclTaboB BM3Heca NnaHMpyeTcs yBeNMYeHre wrata TEXHUYECKOro nepcoHana.

MpoLecc BHeAPEeHUs: CONPOBOXAarcs psSaoM Bbl30BOB, CBA3AHHbLIX C OTCYTCTBUEM

Y TEXHUYECKMX CMeLmannucToB KOMNaHuy JOCTaTOYHOro onbiTa B 06nacTtu
knbep6esonacHocTU. Ha MOMEHT Hayana coTpyaHUYecTBa KoMaH4a TONbKO
dhopmmMpoBanach, 1 He BCe COTPYAHMKY Bbinv 3HakoMbl ¢ pelueHusMu Fortinet. Tem He
MeHee, 3TV TPYAHOCTM CO BpeMeHEM yaanoch NpeodorneTh: WraT Obi chopMMpoBaH
nof TeKyLme Hyxabl, a Bce NpoGernbl B 06y4YeHnr NIMKBUAMPOBaHbI.

MpoyHbIi hyHAAMEHT: yNpaBnsiemMocTb U MacTabupyeMocTb

PassepTtbiBaHue Fortinet Security Fabric nossonuno BK «Jlura CtaBok» 3a HECKONbKO
neT co3gatb 6e3onacHyo ceTeByto MHPPACTPYKTYPY, KOTopasi NIerko ynpasnsieTcs

1 macwtabupyeTcst cornacHo 3anpocam 6usHeca. 3HaunTenbHO BbIpocna
NPOV3BOANTENBHOCTb, NMPOMYCKHasA CNOCOBHOCTbL, YNPaBnseMoCTb, JOCTYMHOCTb

n pabotocnocobHocTb ceTu. ELle Ha nepBbix aTanax BHEAPEHWS CneLnanucTbl
KOMMaHUM NPOBENY Ka4eCTBEHHbIA ayauT BO3MOXHbIX KMbepyrpo3 n 0603Ha4umnm
NpUOpUTETbI Pa3BUTUS UHAPACTPYKTYpPbI. BaxkHenwmm pedynstatom Ans busHeca crano
OOCTUXKEHME BbICOKOrO YPOBHSA OTKa30yCTOMYMBOCTU CUCTEMBI. Takum o6pa3om, NpoekT

ERTINET

BusHec pesynbraThbl

Obecneunnu
OTKa30yCTONYMBOCTb
KITMEHTCKOM N KOpnopaTUBHOM
yacTu busHeca

O6beanHunu BCrO
WH(PACTPYKTYPY B EAMHYIO CETb

Ynyywnnm 3awmTty koMmnaHum
OT TaKUX Yrpo3, Kak aTaku Ha
npunoxenus, DDoS

CHM3MNKN CNOXHOCTb
MHPPaCTPYKTYpbl 3a CHET
OLHOPOOHOCTU peLueHni

PeweHune

m FortiGate

FortiManager
FortiAnalyzer
FortiClient
FortiWeb
FortiMail

FortiSandbox




CASE STUDY | UT-cpena c Hynsi: uctopusi cosgaHusi UHcppacTpykTypbl 6esonacHoctu BK «Jlura CtaBok»

no co3gaHuio 3 HEeKTUBHOW CUCTEMbI MHAOPMALIMOHHOWM 6e30nacHOCTM MoBMeK 3a
cobon kpynHomacLuTabHyto MOAEPHM3ALMIO KOPNOPaTUBHOWM CETU, KOTOPast K MOMEHTY
peanu3auuu NpoekTa Takke oTcTaBarna oT TEMMOB Pa3BUTUSA KOMMaHUW. Ycnex npoekTta
00ycroBrneH TeCHbIM B3avMoaencTBnem aenaptameHToB VT 1 uHpopMaLMoHHO
6e3onacHOCTK, a Takke NOAXOLAOM, NpU KOTOPOM obecrnevyeHne NHHOPMaLMOHHON
6e3onacHocTun sBnseTcs obLuen kopnopaTtveHomn 3agadvent. COTPYAHWUKM BbIMOMHSAOT
pekomeHaaumun genaptameHTa Vb, npyu 3TOM, NOCTOSIHHO MPOXOAST O0y4eHWe 1 TeCTbI.
HenaptameHT UT adhdekTnBHO aKkcnnyaTmpyeTt cpefactesa 6€30nacHOCTH, a COTPYAHUKM
MB, B cBOK 04epedb, pa3pabarbiBaloT NONUTKKY, perfnamMmeHTbl, a Takke nnaHbl no
pasBUTUIO, OCYLLECTBNSIOT BbIOOP M MHTErpaLmio CpeCcTB 3aLUmnTbl, UX BHEAPEHNE,
oTnagKy u nepegady B aKcrnyaTauuio.

Mpu nomolum pelenuin FortiToken n FortiAuthenticator B Gnxaiiwee Bpems
nnaHnpyeTcs BHeAPUTb ABYX(PaKTOPHYIO ayTeHTUMKALMIO AnS COTPYOHMKOB.
MoTpebHOCTb B 3TOM BO3HMKIA B CBSA3M C NIaHNUPYEMbIM 3amyCKOM
BHYTPVKOPMNOPATUBHOIO noprana, kotopbln 6yaet pabotats vepes FortiWeb. Kpome
Toro, BK «Jlura CtaBok» nnaHupyeT 3anyctutb TectupoBaHne SD-WAN Ha 6ase
drnarmaHckmx knyboB, a 3aTem NoCTENEHHOE pacLUMPEHUE TEXHOMOMMN Ha BCHO

MchpaCprKTypy.
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