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Fortinet Security Fabric ana UudpoBbix UHHOBaLun

[TnaTdopma knbepbesonacHOCTU ANA 3aLluTbl KaXXOoro anemMeHTa
NHJQPACTPYKTYpPbI

Zero-trust Security-driven Dynamic Cloud Al-driven Security
Network Access Networking Security Operations
NpoeHTudukaumsa n obecneyeHne O6ecne4veHne ceTeBom BesonacHOCTb 1 KOHTPONb ABTOMaTU4ecKkoe obHapyxeHue,
6e3onacHoCTV nonb3oBaTenen 6esonacHocTn obnayHon MHPacTpyKTypbl npegoTeBpaLlleHue,
N YCTPOWCTB BHYTPU M BOBHE CETU 6e3 ywepba npon3BoaNTENBHOCTM N NPUNOXEHUN N pearmpoBaHune Ha Knbepyrposbl
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KomMmnnekcHasa

Obecne4veHne nonHonm BUANMOCTH
NOBEPXHOCTU LMPPOBON aTaku AJis
ny4yuwero ynpasneHna puckamu Nb

UHTerpupoBaHHas

YMeHbLUIEeHUe CrioXKHOCTU
COMNPOBOXAEHNA MHOXECTBa
pPasHOPOOHbIX MPOOYKTOB

ABTOMaTU3NPOBaAHHANA

YBenunieHue CKOpPOCTW ynpasiieHund
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N
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y3nbl ee o MpunoxeHus
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Fortinet Security Fabric

AneMeHTbl nnatgopmbl KNOepbe3onacHOCTH

Zero-trust Network Access

=

FortiClient

Fabric Agent
BuanrmocTb AN KOHEYHBbIX,
Y3oB B CETU U
obecneyeHve
3aLLMLLEHHOTO YAAINEHHOTo
pocTyna

FortiNAC

YHpaBneHme AWHaAMU4YeCKUm
KOHTpOsieM A4oCcTyna B cetn n
obecnevyeHne ceTeBon
cermMeHTaunn

=

FortiAuthenticator
FortiToken
WpeHTudmkauus
none3osaTtenen u
ycuneHve ayteHTudmkaumm

Security-driven Networking

Appliance

()

Virtual

MachineO Cloud @

Security-as-
a-Service

Dynamic Cloud Security

FortiGate My6nuyHbie FortiGate (Virtual)
o6naka u LIO, I l I Bawmrta obnayHoii
Koutpons u saiura ot 2R \MopknioyeHme K HoA MHPaCTPYKTYpbI OT aTak
MCMOSb30BaHUsA BPELOHOCHBIX LGSO —
Be6-pecypcos, HexenaTenbHsix B :#3 / o6nakam n LIOA, === FortiGate (High end), FortiCWP
E[e)r::::f:::;(?ﬂa:MTbl oT SD_WAN =-= yl'lpaBJ'IeHVIE pVICKasMI/I n
PEeaOHOCHOro NP7 BblCOKOCKOpOCTHbIe @ COOTBETCTBMA TpebOoBaHUAM B
MO. BknioyaeT Secure SD- MC9 ans LiOJ MynbTUOBNAYHbIX
WAN J— FortiExtender ———— uHdpacTpyKTypax
a SawpwenHoe 3G/4G Mpunoxexus FortiMail
Wireless WAN 3awmTa oT atak no
FortiSwitch nopkntoyexHne E 3MEeKTPOHHON nouTe,
npegoTBpalLeHne cnam u
ObecneunBaeT 3a1u4mu4eHHb|ﬁL BUPYCHBIX aTak
MacLTabupyembiii NPOBOAHON JOCTYM <) Fortiweb
3awuTa oT aTak Ha Beb-
FortiAP ! FortiADC Cmm— S
ObecneurBaeT 3alULLEHHBIN, | "\< ‘ YMHas )
macLTabupyemblii 6ecnpoBoAHON AOCTYN N 6anaHcupoBka EOVUCASB )
penoTBpalleHe HEKOPPEeKTHOU
ﬁe‘;iso?':gHL%ad)MKa @ HaCTPOWKW NpunoxeHuii Saas n
P obecneyeHns COOTBETCTBUIN
A TpeboBaHUsM

FortiClient (EPP)
PaclumpeHHas
6esonacHocTb Ans
MOJTHOW 3aLWmThl
KOHEYHbIX y31n0B

2

!
FortiEDR
OnpegeneHue u
yrpo3 COBMECTHO C 061a4HbIM
CEepBMCOM pearvpoBaHns

npefoTBpaLLeHre NMPOABUHYTHIX

&

>

FortiSOAR
ABTOMaTmsauus
onepauuii ynpaBneHus
VB, aHanutuku n
pearvpoBaHus

FortiAnalyzer

AHanma ceTesblX yrpo3, aheKTMBHOCTH
MCMONb30BaHUSA C OTYETHOCTbIO Ans
nnatcopmbl Security Fabric

v

FortiSIEM

PaclumpeHne BCTPOEHHbIX BO3MOXHOCTEi!
MOHUTOpPUHra 6eaonacHocTy,
NpOV3BOAUTENBHOCTU U JOCTYNHOCTU 33
npenensl nnatdopmel Security Fabric

&

3awmrta OOGHapyxeHue PearmpoBaHue

1) Fortilnsight FortiAl y FortiSandbox FortiDeceptor
L L OnpegeneHye 1 NpeaoTBpaLLEHIe o Pasrpyska aHanuTnkoB 6e3omnacHocTu u Q\ 3alLmleHHas BUpTyanbHas OBHapyXeHVe akTUBHbIX
VHCaaepCK1X yrpo3 Ha OCHoBe YCKOPEHWNE nofaBneHnsi pasBnBatoLLMXcs | ) | cpena aons BbiSIBNEHWS aTakylowmnx BHyTpu €
_‘/ noeeaeHyeckoro aHanusa (UEBA) yrpos HEN3BECTHbIX Yrpo3 MOMOLLIbIO aKTUBOB JOBYLLEK
FortiGuard Subscriptions
Al—powered Secu rity Operatl ons 3awyTa 1 fanHble kuGeppasseakv nocTaensiemMble FortiGuard Labs, oGecneunsaioT KpyrinocyTouHoe oBecrneyeHme ceti B
6e3onacHom cocTosiHun — Gonee 300+ nccnegosaTenen, and NMAMpYOLLME MAPOBbLIE BO3MOXHOCTW B AI\ML 1 aHanutuke
FortiCloud FortiManager Fortinet Fabric Ecosystem

ObnayHbIi SaaS cepsuc

| Paclumnpenne Security Fabric ans nogkniovenHns

Fabric-management Center

noaAepXuUBaEeT ynpaBneHue
FortiGate, FortiAP, FortiSwitch

KoHTpornb ceTn n 6e30nacHoOCTM ¢ NOMOLLb0
LEHTPan13oBaHHOro ynpasneHust

K CTOPOHHUMU peLLEeHnsIM 1 nnatdopmam ¢
NOMOLLIbIO KOHHEKTOPOB 1 AP

F=RTINET
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OnepaunoHHasa cucrtema FortiOS

AnnapaTtHoe yckopeHue ¢ nomolubio Network Processor

AnnapaTHoe yckopeHue ¢ nomolusto Network Processor

—_ - D
= 5 €
44 A “ @ = — <24 -
MonuTukn 6e30MnacHoCTy Mogynb asToMaTMsaLui XypHanupoBaHue 1 OTYeTHOCTb MOHUTOPUHT 1 HA OpkecTpaums API KoHHekTopb!
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BupTtyanbeHble
MaLLUUHbI

Ob6nayHble
peLleHus
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lNoaaepxka annapatHbIX nnartdopm FortiGate

FO rtl OS 6 . 4 g(r;eljioggSPDr/ggziOD will not be supported on 6.4
6.0.9 6.2.4 6.4 6.0.9 6.2.4 6.4
° FG-200/201E ° ° °
FG/FWF-30E/50E Series ° ° ° ° °
FG/FWF-60E ° ° ° FG-300E/500E Series ° ° °
FG/FWF-40F Series ? 6.2.5 6.4+ FG-400E/600E Series ° ° °
FG/FWF-60F Series ° ° 6.4+ FG-800D/900D/1x00D Series ° ) °
° FG-1100E Series ° ° °
° ° FG-1800F Series ? 6.2.5 6.4+
FG-80E Series ° ° ° FG-2200E, 3300E Series ° ° 6.4+
° FG-2000E, 2500E ° ° °
° ° ° FG-3X00D Series ° ° °
° ° FG-3400E/3600E ° ° °
° ° FG-3960E/3980E ° ° °
FG-100/101E Series ° ° ° FG-5001D/5001E ° ) °
FG-100F Series ° ° 6.4+ FG-6000/7000 Series ° 6.2.3+ 6.4+

FERTINET



MNoppaepxka odbnavHbIx nnardopm u nnardopm SDN
FortiOS 6.4

M'vnepBusopsl U nnatdopmbl

Mnatdcgopmbl SDN

nyGrnYHbIX 061akoB

VMware ESXi / vSphere ° VMware NSX °
Microsoft Hyper-V ° Cisco ACI °
KVM ° OpenStack °
Citrix XEN / Open Source XEN ° Nuage VSP °
Amazon Web Services (AWS) e (BYOL / PAYG)

Microsoft Azure e (BYOL/ PAYG)

Google Cloud Platform (GCP) e (BYOL/ PAYG)

Alibaba AliCloud e (BYOL/ PAYG)

Oracle Cloud Infrastructure (OCI) e (BYOL)

RackSpace e (BYOL/ PAYG)

FERTINET et In ig rved 8



Fabric
Management Center

YnpasneHue Fortinet Security Fabric




Fabric Management Center
ObbeanHeHNne MHCTPYMEHTOB MOHUTOPUHra Monitor n FortiView

CTpaHuubl MEHIO MOHUTOPUHIA
FortiView n Monitor o6begmnHeHbl B
Dashboard.

» YCTaHOBNEHO MHOXECTBO pasfenos
FortiViews no ymon4anuto,
OONOMHUTESNbHbIE NpeaCcTaBNeHns
MOXHO 000aBUTb B BUOE BUKETOB

» [lpeablayine pasgenbl MEHIO
Monitor Takme kak Routing, DHCP,
IPsec n SSL-VPN Monitor
obbeanHeHbl B Network Dashboard

=RTINET

I @ Dashboard
Status

Network
Users & Devices
WiFi
Top Sources
Top Destinations
Top Applications
Top Websites
Top Events
Top Policies
N Security Fabric
<+ Network
£ System
B Policy & Objects
& Security Profiles
O VPN
& User & Authentication
= WiFi & Switch Controller
lul Log & Report
€ Monitor

¥ | 4 Add Widget

Add Dashboard Widget

‘ Q, Search

Top Threats by T

Threat

FortiClient Dete

+ | FortiClient Detected Vulnerabilities

Summary of vulnerabilities detected by FortiClient.
FortiClient must be enabled.

o System

Administrators

Information about active administrator sessions.

License Status

Status of various licenses, such as FortiCare Support and
IPS,

|#s Resource Usage

CPU Usage

Real-time CPU usage over the selected time frame.

Memory Usage

Real-time memory usage over the selected time frame.

@ Security Fabric

Fabric Device

Statistics and system information about the selected
fabric device.

Security Posture

Security Rating of your Security Fabric, including the
ability to view your current percentile and review
historical results.

% Monitor

m FortiView Top N

Top items from the selected FortiView category.

Botnet Activity

Information about botnet activity.

System Information

General system information of the FortiGate including
hostname, serial number, and firmware version

Disk Usage

Real-time disk usage over the selected time frame.

Session Rate

Real-time session rate over the selected time frame.

FortiGate Cloud

FortiGate Cloud and FortiSandbex Cloud status.

4+ HostScanSu mmary

Summary of hosts scanned

HA Status

HA status of the device.

Log Rate

Real-time log rate over the selected time frame

Sessions

Real-time number of sessions over the selected time
frame.

Security Fabric Status

Visual summary of the devices in the Fortinet Security
Fabric.

© Fortinet Inc. All Rights Reserved. 10



Fabric Management Center
YnyJweHua B Fortinet Connectors

7 et || 8 Dette Cmeme Pennsann Fabric Connector n
Firewall objects are not synchronized with all FortiGates in the CTpaHMLl‘bI Fabrlc Setup ,ﬂﬂﬂ

.-'— Open Synchronization Wizard I_I OLU‘eHVIﬂ VICI'IOJ'I b3OBaH Mﬂ:
A ynp

Security Fabric Setup FortiAnalyzer Logging A Please authorize the highlighted devices below.

fabric 10.100.88.2 Q Disabled

« KapTouku no ymonyaHuto
[AOCTYNHbI ANS PasfnM4YHbIX
NpPOAYKTOB N CEPBUCOB

(= sl 0. o0 90 0 @ 18 (Fabric Root)

C<BFNVMCATM2000052

@ Enterprise_First Floor

~{= Enterprise_Second_Floor
> S108DVWAIXDVGG54

FortiClient EMS

« Takxe pobaBrneHo

EMS o
Tonosiornyeckoe

= El @ npencrasneHne B 6GOKOBOM
naHenu

FortiSandbox FortiManager FortiNAC Tags

10.100.88.13 [+] FortiGate Cloud o FortiNAC-BranchQ1

@ = @

* KOHHEKTOpbI K CTOPOHHUM
cucTeMam HacTpanBarTCs U3
pasgena External Connectors.

Unknown Fabric Device FortiMail Unknown Fabric Device

(? Documentation

& OnlineHelp &'
B Video Tutorials (£

FortiADC (V] FortiMail Q FortiWeb [+]

==RTINET © Fortinet Inc. All Rights Reserved.



Fabric Management Center
YnyJweHua B Security Rating / Fabric Score Card

“ Security Posture Identify configuration weaknesses and best practice violations in your deployment.

[TpoBeneH peamsanH - 3

Security Control Results

Report Details

Score -1082.43

LastRan 17 minute(s) and 58 second(s) ago
Endpoints 96

Trends @

High -1082.43

Low -1082.43

Change 0.00%

OCHOBHbIE€ NaHenu B

KapTodek. [leTanbHas i
NHOpMaLNS OOCTYMNHa C C

nomotupsto drilldown ans s e
Ka)K'u'of/'] KapTOl..l KM C - [ F | Fabrlc‘St:uli'ltyHardenlng I  Threst & Vulnerability Management

Security Posture

BO3 M O)KH O CT b I'O 3 KC rl O pTa ‘ Security Control Devices = Identify configuration weaknesses and best practice violations in your deployment. =

[ Failed

Iqa H H bIX . Audit ,L°g Settings A o © Devices @ Security Control Results

session start, and any invalid packets.

All FortiGates should be configured to log all session traffic including
L KapTOL-I K - Security Posture, Unsecure Protocol - HTTP @ Devices G ‘

-1082.43

0.00 (0.00%) Since Hour ago

access.

Interfaces currently in use should not allow HTTP administrative

FortiClient Vulnerabilities © Devices

Default Port HTTPS
HTTPS should not use the default port

F=RTINET

Optlmlzatlon
Optlmlze your fabric deployment.

H H H All registered FortiClient devices should have no critical
Optimization. Hee H S S
(4]

Identify in your overall netwo
Security Control Results
Log Capacity Management (Local Device) ® 8
Local device log settings should be configured to support the target
volume and data retention period. 0.(

0.00 (0.00%) Since Hour ago

Firmware & Subscriptions
Network Design & Policies

© Fortinet Inc. All Rights Reserved. 12



Fabric Management Center

KopHeBon FortiGate (Fabric root) ncnonb3yert auck anga xpaHeHud
NCTOPUYECKON NMHGOPMAaLIMKX NO NMonb30oBaTeNAM U YCTPOUCTBaM

KopHeBown FortiGate B Security Fabric xpaHuT
NCTOPUYECKY0 MHGOOPMaLUIO MO
nonb3oBarensam u yctponcream B 6ase
AaHHbIX Ha NoKanbHOM AucKe. 3TO NO3BOMUT
adMUHUCTpaTopaM BU3yannampoBaTb
nosib3oBaTernen n ycTpomcTea 3a nepuos
BPEMEHM.

« 3axBaT MHdopMaLMM No norb3oBaTensam u
YCTPOWCTBaM U XpaHEHUE ee Ha Aucke

« 3apgen Ha Byayulee — ans peanu3auuun B
GUI otobpaxeHust nHopmaumm no
Nofib30BaTenNsIM U yCTpoMUCTBaMm

F:2=RTINET © Fortinet Inc. All Rights Reserved. 13



Fabric Management Center
CuHXxpoHM3auua obbekToB B Security Fabric

Firewall Object Synchronization x
BO3MOXXHOCTb CUHXPOHU3MPOBATb OOBLEKTLI MEXAY

FortiGate [ Enterprise_Second Floor

Bcemun FortiGate Bxogswmmm B Security Fabric ¢
NCMNONb30BaHNEM NMOMOLLHUKA.

Could not automatically resolve all conflicts. Manual intervention is
required for the tables below:

e [lomoOLLHUKK Bbi3biBaeTca n3 meHw Fabric

Connectors
Table Name Status Count

o CMHXpOHM3MpyeMb|e 06'be|(Tb| BKI |-0L|a|-0T Address Meeds manual intervention = 53 Total objects analyzed
. Addl‘eSS and Addl‘ess GI‘OUp IPv6 Address @ Synchronized 6 Total objects analyzed

. . . Address Group @ Synchronized 10 Total objects analyzed

¢ SerV|Ce, SerVICe G rou p and SerVICe Service & Synchronized 174 Total objects analyzed

Category Service Group @ Synchronized 8 Total objects analyzed

° Sched u Ie and SChEd u Ie G rou p Service Category @ Synchronized 20 Total objects analyzed
Recurring Schedule | @ Synchronized 6 Total objects analyzed

*  KOHMNUKTbI CUHXPOHM3aLMKN (MO UMeHaM
O6'beKTOB) MoryT 6b|Tb pa3peL|JeHb| B © Click "Resolve Conflicts" to continue.
aBTOMATUYECKN UMTN PYYHOM pexume

Resolve Conflicts

=RTINET © Fortinet Inc. All Rights Reserved.



Fabric Management Center
[Mopgpepxka npucoegmnHeHua FortiNAC B FortiGate Fabric

FortiNAC MOXXHO aBTOpM30BaTb HA KOPHEBOM
FortiGate (Fabric Root)

« Otobpaxaetcsa B Physical n Logical
Topology View

Security Orchestration, Automation, and Response

@ FGTaHD39168017

» [loopepxka npamoro noruHa Ha FortiNAC

FBNAC-197

» LQ Search || DeviceTraffic~ | A No Critical Risk E
Upstream Internet ~ Metrics Bytes (Sent/Received) ~
- = @
-nA \)
FGTG FNVMCATM20000306
Fabric Root
@ SD-WAN
& ®=port1 —]

-'-"G)
- IA
FortiGate-401E
% port?

Security Fabric: test_csf

£ @ é

Topology last updated 4 second(s) ago
= Update Now

F:2=RTINET © Fortinet Inc. All Rights Reserved. 15
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Security-driven Networking
HoBas oyHKUMOHarnbHOCTb B FortiOS 6.4

@ NGFW

* Queue up logs in Local Storage if
External Storage is temporarily
unavailable

» Support UTM Inspection on
asymmetric traffic in FGSP

» Consolidate IPv4 and IPv6 policy
configuration

* Route leaking between VRFs

* Remove option to use normal AV
database

» Command to force HA fail over

FERTINET

% SD-WAN

» Support IBGP /EBGP in VRF

* Connect Bandwidth Monitor Results to
Interface Bandwidth

« SD-WAN factory default SLA further
improvements

* SD-WAN: allow monitor to work on
ADVPN short-cut

* Improved SD-WAN GUI and monitoring
capabilities

« SD-WAN logs Improvements

« ADVPN Hole Punching

* SD-WAN support on OCVPN

* Allow FortiClient to join OCVPN

* Apply DSCP tag to SLA/Health Check
probes

@ Secure Access

 FortiGate spectrum analysis GUI
Support

* Wireless IPv6 support
* Wireless L3 firewall

» Switch Controller LLDP-MED Voice
detection

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking

KoHconunaauua koHpurypaunm nonimtnk MC3O IPv4 u IPv6

NGFW (Profile-Based)
IPv4 Policy

NGFW (Profile-Based)
IPv6 Policy

Consolidated
IPv4 & IPv6 Policy

NGFW (Policy-Based)
Policy

D

NGFW (Profile-Based, NGFW (Policy-Based

IPv4,IPv6) Policy IPv4,IPv6) Policy

\

)
Y
Consistent & Reduce
Unified CLI Consistent GUI maintenance and
Syntax QA overhead

* B NGFW profile-based mode, koHconuanpoBaHHbie nonntuku IPv4 u IPv6 obbeanHeHbl B eanHyo nonutuky MCO

* B NGFW policy-based mode, koHconngmpoBaHHasa nonutuka tenepb obbeanHeHa ¢ nonutukon MCO ¢ nogaepkkom

IPv6

F=RTINET

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
N3meHeHuna B Bbase curHatyp AV no yMmomnyaHutio

N3meHeHuns B 6ase curHatyp AV
* [lo ymornyaHuio yctaHoBrieHa pacwmpeHHada 6asa AV curHaTyp = Extended DB

» Ha high end mogensx FortiGate, gononHutTensHO gocTynHa 6a3a AV curHatyp
Extreme-DB

» basa curHatyp Regular DB He ucnonb3dyeTca U He gocTtynHa Ha FortiGate.

F::RTINET © Fortinet Inc. All Rights Reserved. 19



Security-driven Networking

[Mopgaepxka moHuTtopuHra SD-WAN ansa AD-VPN short-cut

* PaHee BO3MOXXHOCTb
MOHUTOPUHra OBEPIIENHbIX
NMNHKOB Oblna OocTyrnHa
TONbKO ANS pa3BepTbiBAHUS
Hub-and-Spoke (6e3 short-
cut, npsAMble gUHaMUYeCcKme
OBEPJIENHLIE NUHKN MEXAY
domnmanamm)

e PaclumpseT MOHUTOPUHT
SLA B SD-WAN ans AD-
VPN short-cut (npsimblie
OVHaMM4ecKne oBepremnHble
NUHKN Mexay dounnmanamm)

F=RTINET

Branch

1

......

.
at®
“““
|

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
[Moooepxka AD-VPN mexay dounmanamm 3a NAT (AD-VPN Hole Punching)

Hub

Ob6ecneumBaet nogaepxky AD-VPN ong
cnyJas, korga oba cunmana
pacnonaratotcsd 3a NAT

» PaspeluaeTca ycTraHaBnMBaTh NpsMble
AVHaMUYyecKne oBeprienHble JIMHKA MexXay
dovnunanamu ¢ ncnosb3oBaHnem TexHukn UDP
hole Ha NAT-ycTpouncTBax

* NAT yCTpOMCTBO OOSMKHO NoaaepKmBaTtb
ctaHgapt RFC4787 Endpoint-Independent

M in
apping ISP1 On
Device Demand

Tunnel

Branch 1

Pinholing

F:2:RTINET © Fortinet Inc. All Rights Reserved. 21



Security-driven Networking
[Moooepxka anroputma Weighted Round Robin (WRR) ansa IPSec Aggregate

*[loogepxka HoBoro anroputMma WRR anst obecrnevyeHmnsa BO3MOXHOCTU HEpPaBHO3HAYHOWN
banaHcuposku no IPSec-TyHHenaMm, Bxogdawmum B IPSec Aggregate (nomumo L3/L4,
Round-Robin, Redundant):

[
-
-
@ Dashboard > ™ New IPsec Aggregate
¥ Security Fab > FortiGate
Name aggl
b Network > ) - - [ _FortiGate-VM64
& Svt , Algorithm @ | Weighted Round Robin - | T
ystem (®» Documenta tion
B Policy & Objects > Aggregate Members & OnlineHelp &
& Security Profiles > W Video Tutorials
Tunnel @ tunnell - %
] v
EVEN Interface € mgmtl
Qverlay Controller VPN Weight 10
Tunnel @ tunnel2 - %

IPsec Concentrator

Interface € _port29
Weight | 20

IPsec Wizard

IPsec Tunnel Template
55L-VPN Portals [+
SSL-VPN Settings

SSLVPN Personal |

Bookmaris Cancel
A4

F::RTINET © Fortinet Inc. All Rights Reserved.



Security-driven Networking
[Moppepxka IBGP / EBGP B VRF

[lognepxka IBGP n EBGP B VRF, 4To aBnseTca aktyanbHbIM ONs
psga cueHapueB pasBepTbiBaHna SD-WAN.

* [1ns paspelueHnsa yCTaHOBKM coceacTBa M OOMEHOM MapLLPYTHOM
nHdopmauuen no EBGP / IBGP c¢ gpyrumu FortiGate nnu
MapLupyTusaTopamMmun nomectmute HacTtponkn VRF B
COOTBETCTBYHOLLNE HACTPOMKu coceactea BGP.

F::RTINET © Fortinet Inc. All Rights Reserved. 23



Security-driven Networking
YniyyweHns B SD-WAN (3aBoackue HacTpOWKN)

[Tooaoepxka DNS kak HOBOro
npoTtokona ana SLA

* BO3MOXXHOCTb MCNOSIb30BaHUS
cuctemHoro DNS B ka4decTtBe SLA
(OOMH 13 roTOBbLIX WabroHoB SLA
No YMOJST4YaHUIO)

[Tonaepxka gobaBneHunst BCcex
yneHoB SD-WAN ("All SD-WAN
Members") B HoBble SLA no
YMOJSTYaHUIO

F=RTINET

NEW PEITOrmance SLA

Name | slal

Protocol Xl HTTP  DNS
Server | fortinet.com

[+

Participants All SD-WAN Members S

Enable probe packets [ &}

SLATarget (O

Link Status

Check interval 500 ms

Failures before inactive @

Restore link after €

check(s)

|
|
Name | slal |

Protocol Ping | HTTP gl

DNS Server Same as System DNS  [RJal=el11%

Primary DNS Server 172.16.95.16

Secondary DNS Server  172.16.100.100

Default_AWS http://aws.amazon.com/
Default_DNS 172.16.95.16
172.16.95.16
(System DNS)
Default_FortiGuard http://fortiguard.com/
& i gmail.com
Default_Google Search http://www.google.com/
Default_Office_365 http://www.office.com/

5 10
5 10
5 10
5 10
5 10
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Security-driven Networking
YnyyweHua B SD-WAN (kypHanupoBaHue)

HoBbi noaTmnn codbbiTud

* OToenbHbIN NOATUN cobbITUA ANd
XypHanuposaHua SD-WAN

YnyJweHus B obpaboTymkax
cobbITnn 1 oT4yeTax FortiAnalyzer
(FAZ Event Handler and reports)

* [Nopoepxka nsmMeHeHus,
nepenmMeHoBbIBaHNA 1 aobaBrneHns
HOBbIX MOJIEN XypHana

F=RTINET

| [ ot SD-waN Events ~

£ root “ll2 & [oAdFiter

@ Dashboard >

. Date/Time Level

& Security Fabric

- Fortiview , | 2019/12/1616:21:29 wa

* Network N 2019/12/16 16:21:29 ==

& System , | 2019/12/1616:2129 @R
2019/12/16 16:21:29 =W

B Policy & Objects

& Security Profiles 2019/12/16 16:21:29

S VPN

2019/12/16 16:20:56
& User & Device

2019/12/16 16:20:36
= WiFi & Switch Controller

> | 2019/12/16 16:20:35

il Log & Report ¥ 2019/12/16 16:20:35

Forward Traffic 2019/12/16 16:20:35

M 2019/12/16 16:20:35
Multicast Traffic

2019/12/16 16:20:09

Sniffer Traffic
2019/12/16 16:20:08

2019/12/16 16:20:08

AntiVirus

2019/12/16 16:20:08
Web Filter

2019/12/16 16:20:08
SSL
DNSQuery 2019/12/16 16:19:45

2019/12/16 16:19:45
2019/12/16 16:19:44
2019/12/16 16:19:44

Application Control
Intrusion Prevention
Anomaly
Log Settings
Threat Weight
Email Alert Settings
€ Monitor >

Message
SD-WAN Health Check member(s) pass by initialization.
Service prioritized by packet-loss will be redirected in seq-num order 1(R150) 2(R160).
Member link is available. Start forwarding traffic.
Member link is available. Start forwarding traffic.

Member link is available. Start forwarding traffic. Service will be redirected to interface(R160) gateway(2004:10:1

Number of pass members changed. Member 2 out-of-sla.

SD-WAN Health Check member{s) pass by initialization.

Service prioritized by latency will be redirected in seq-num order 2(R160) 1(R150).
Member link is available. Start forwarding traffic.

Member link is available. Start forwarding traffic.

Member link is available. Start forwarding traffic. Service will be redirected to interface(R160) gateway(2004:10:100:1::5).

SD-WAN Health Check member(s) pass by initialization.

Service prioritized by latency will be redirected in seq-num order 2(R160) 1(R150).

Member link is available. Start forwarding traffic.

Member link is available. Start forwarding traffic.

Member link is available. Start forwarding traffic. Service will be redirected to interface(R160) gateway(2004:10:100:1::5).
Member link is avallable. Start forwarding traffic. Service will be redirected to interface(R160) gateway(2004:10:100:1::5).
SD-WAN Health Check member(s) pass by initialization.

SD-WAN health-check member initial state

SD-WAN health-check member initial state

Log Description
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link status
Virtual WAN Link SLA informati

Virtual WAN Link SLA informat|

Log Detail

© General
Date

Time VPN Events
Virtual Do
Log Descri

System Events

Router Events

User Events

Endpoint Events

© Applicat] HAEvents

Service 2(1| WiFi Events

@ Data | FortiExtender Events

Message §{ SDN Connector Events
o

S Action
Action undefined

8 security

Level

8 Cellular
2(rule12)

Service

8 other

LogID 0113022923
Type event

Sub Type sdwan

-loss will be
rected Tn seq-num order 1(R150) 2(R160).

Logevent original timestamp 1576542089264884500
-0800

Timezone

Event Type Service

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
YnydweHua B SD-WAN GUI n moHutopuHre SD-WAN

F:=RTINET

UHTtepdencbl SD-WAN (SD-WAN interfaces)

« KpyroBble gmnarpammbl

* bonblie nHpopmaumn No Kaxxgomy MHTepdency B
Tabnuue, BKIOYasa KOIMYECTBO CECCUN U KONTMYECTBO
OTNpaBneHHbIX / NPUHATLIX 6anT

NMpaBuna SD-WAN (SD-WAN rules)

* Kypcop noBepx OTMETKM Ha UHTepdence rnokasoiBaeT
noacKasKy o npuynHe Bblbopa gaHHOro nHTepdenca

» bonee nogpobHaa HpopmMaLuma BbIBOAUTCS B
nogckaske, BblBOAMMAs Mpu NposieTe Hag MMeHeM
nHtepdenca SD-WAN

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking

[Mopgaepxka nHterpaummn SD-WAN ¢ OCVPN

SD-WAN nogoepxusaet
nodasneHne AnHaMmn4ecknx
TyHHenen OCVPN B ka4vecTtBe
yrneHoB SD-WAN

* Yto nossonsgetr SD-WAN
OCYyLLEeCTBNATbL npoBepky SLA n
HanpaBnATb CETEBON Tpaduk yepes
TyHHenn OCVPN

F=RTINET

Bandwwdth

Volume = Sessions

[ _OCVPN2-0a
W _OCVPN2-Ob
[0 _OCVPNZ-1a
[ _OCVPN2-1b

O\
\J

'l' Create New

Interfaces

Gateway
@ _OCVYPN2-0a 0.0.0.0
@ _OCVPN2-0b 0.0.0.0
@ _OCVPN2-1a 0.0.0.0
@ _OCVPN2-1b 0.0.0.0

Ovwerlay Controller VPN

FortiCare support

~ OCVPN service

Status
Role

WAN interface

Tunnel IP allocation block

@ Registered
@ Enabled

(R EGE O Disabled

Primary Hub | Secondary Hub

™ internall x
™ internal2 x
+
| 10.254.0.0/16 |

Add OCVPN tunnels to SD-WAN @

Overlays

+ Create New | & Edit

il Delete |Search

Q]

Overlay Name <

Local Subnets <

Local Interfaces =

overlayl

overlay2

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
[Moppepxka FortiClient gna OCVPN

ObecneumBaeT BO3MOXKHOCTb
HaACTPOUKN yaaneHHOoro
noakntodeHua anga FortiClient
K OCVPN hub

 foctyn FortiClient nogaep»xmsaeTcs
Tonbko ana FGT ¢ ponebto OCVPN
Hub.

F=RTINET

Owerlay Controller VPN

FortiCare support @ Registerad

OCWPN service © Enabled

Status © Disabled

Rale Spoke Secondary Hub

WAN interface mgmtl x
+*

Tunne! P allocation block | 10.254.0.0/16 |

Auto-discovery shortcuts [ &

Add OCVPN tunnels to SO-WaAN (T

Owerlays
+ Create New | 4" Edit | [ Delete | Search | Q |
Owerlay Name = ‘ Local Subnets = | Local Interfaces =
dev 174.16.101.0/24
qa 2220220/24

@ FortiClient Access

Pre-shared key

Access Rules

+ CreateNew | 4" Edit | [ Delete Search | Q |

Rule Mame = | Authentication Group = ‘ Owerlays =

dev Mdevemp dev

q2 &z zrp g2

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
[Mogaoepkka mapkuposku nons DSCP aona SLA/Health Check probes

* SD-WAN noggepxnsaet

Mapk1MpOBKY norns DSCP ans config system virtual-wan-link

nakeTtoB health check config health-check
edit <name>
Health Check nakeTbl MoryT set diffservcode <6 bits binary, range 000000-
OoTNPaBJIATLCA C TEM Xe 111111>
NPUOPUTETOM KaK N MNMPUrioXxXxeHmne next
end
* bonee To4YHas oUeHKa Ka4ecTBa end

JIMHKOB

F::RTINET © Fortinet Inc. All Rights Reserved. 29



Security-driven Networking
[Mopgoepxka Wireless IPv6

*IPV6 Tpadmk 6ecnpoBOAHbIX KNMEHTOB NoaaepKMBaeTCs Kak B
TYHHENbHOM pexunme Tak u pexnme local bridge SSID

SSID:FOS_QA_100D-IPv6 WAN1:
(D)) 2001:172:16:200::110
) @< <
FAPS221E FGT-100D S o

2001:10:40:80::1000

'
=

IPv6 Server:
2001:172:16:200::44

F::RTINET © Fortinet Inc. All Rights Reserved. 30



Security-driven Networking
BcTpoeHHbIN aHanu3aTop cnektpa B GUI

[loonepxka ans FAP E-series (IO FAP 6.4)

* Pagrnomopynu 6ecnpoBoAHOM TOYKM OOCTYNa AOMKHDI -
ObITb B pexxume Dedicated Monitor =

 BkrovaeT nHopmauuto:

Logs | CliAccess [

* MIHTepdepeHuna curHana, cnektporpamma nHtepgepeHumm
cuUrHana

* 3aHATOCTb YaCTOTHbIX KaHaroB, CriekTporpamMma 3aHATOCTU
YaCTOTHbIX KaHaJ10B

» CnNncok obHapy»XeHHbIX 06BLEKTOB MO MHTEpPepeHLnn

FERTINET

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
[Moooepxka ACL Ha becnpoBOoaHbIX TOYKaxX OOCTyna

B0O3MOXXHOCTb LleHTpanmM3oBaHHO
co3gaBaTtb B CLI cnnckn goctyna
(ACL) Ha BecnpoBOAHbIX TOYKaX
aocTtyna ans 6ecnpoBogHbIX
KNMMEeHToB Ha ocHoBaHun SRC/DST
IP/PORT u npoTokona

* [Mogaepkka TonbKo Ans
BGecnpoBoaHbIX TOYEK AOCTYyna
ynpasnsembix ¢ FortiGate

* ACL npumeHnstoTcsa kK VAP (Virtual
Access Point)

FERTINET

config wireless-controller access-control-list

edit "ACL-1"

config layer3-ipvé4-rules

edit 10
set
set

next

edit 20
set
set

next

edit 30
set
set

next

dstaddr 172.16.200.44/255.255.255.255
action deny

protocol 1
action deny

dstport 21
action deny

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
[Togaoepkka onpeneneHunsa Voice yctpoucts ¢ nomoulbio LLDP-MED

HoBasi BO3MOXHOCTbL NapcuHra
coobweHunn LLDP ot Voice
ycTponcTs Ha FortiGate Switch
Controller / FortiSwitch u
MCNOSIb30BaHNE 3TOU
nHdopmauum anst obecneveHms
OEeTEKTUPOBaHUS.

* B coto3e ¢ BoamoxHocTammn NAC, Voice
YCTPOWUCTBO MOXET ObITb
aBTomMaTtmdecku onpegeneHo B VLAN
cornacHo nonutnke NAC (NAC policy)
Ha FortiGate

F:=RTINET

If device matches all of the following patterns:

Category User

MAC address »

Hardware vendor OB

Device family © | FortiFone

Type »
Operating system CB
User >

Then:

Assign VLAN

Assign a specific VLAN to a device
matching above patterns.

Q Apply Port Specific Settings
Apply LLDP Profile, QoS Policy,
802.1x Policy...

LLDP profile €@ | fortivoice.fortilink

QoS policy @O | voice-qos

802.1x policy O

VLAN policy @ | XN fortiphone

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
YBenunyeHne KonuyecTea nogaepxmsaemblx FortiSwitch n FortiAP

Max. FortiSwitch 6.2
FG-200E Series 32
FG-300E, 400E, 500E Series 48
FG-600E Series 64
FortiGate 1100E, 1800F, 2000E, 2200E, 2500E Series 128
Max. FortiAP 6.2
FG-40F Series 10
FG-60F Series 30
FG-200E Series 128
FG-3960E, 3980E 4,096

o

FL:RTINET O Fortinet In

6.4
64
12
96
196

6.4
16
64
256
8,192



Zero-Trust: S ra—
Network Access -~

neHTudmkauus u obecneyexme 6e3onacHoCTy
nonb3oBaTenien U yCTPOUCTB BHYTPU N BOBHE CETU



Zero-Trust Network Access

FortiOS 6.4

O6ecneyeHue ny4llero KOHTPOss JOCTyna B CeTb C HOBbIMM BO3MOXHOCTAMM NAC

KoHeuHble y3nbli

NAC

UpeHTudmnkaums

F=RTINET

* HoBbIn cepBuc FortiGuard
(loT Security service)

* BcTpoeHHble Bo3MoxHoCcT NAC
Ha FortiSwitch

* FortiSwitch 3anpawmBaet 10T
Security service gns nony4yeHus
AonosiHuTenbLHOon uHdopmaummn
Nno yCTPOUCTBY

© Fortinet Inc. All Rights Reserved.
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Zero-Trust Network Access
FortiSwitch n FortiAP nog ynpasneHunem FortiGate

lNMpocToTa ynpaBneHus

FortiGate NGFW

—~—— AT WM W m— .

* ABTOMaTM4yeckas HacTpoWKa YCTPOMCTB AOCTyna — — —— L sesooes
(FortiSwitch, FortiAP) o H[--!m ﬂl! =
*  BuaumocTtb, obecneyeHme 6e3onacHOCTN N aHanNUTUKa FortiSwitch 8 EortiLink

an4d rnpoeBoaHOro n 6eCHDOBO,EI,HOFO AOCTyrna i

* [unbkas apxutekTypa, MOXET MacTabupoBaTbCs
Be3onacHocCcTb

* [lopTbl MC3 1 koMMyTaTOpa paBHO3HaYHbI C TOYKM 3PEHUS --—g

Bbe3onacHocTK, SSIDs Takke NnpmBA3aHbl K NONINTUKaM

MC3
* [nobanbHble NonMTUKKM 6e3onacHOCTN 40 YPOBHS NopTa u

SSID c? A % FortiLink

YMeHbLueHune TCO / ? \

.......................

FortiAP
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Zero-Trust Network Access
MI/IKpocermeHTaLl,MFl B rlpenenax LIJI/IpOKOBeLLI,aTeJ'IbHOFO OOMeHa

« briokmpytotcs intra-host Bzanmogencreng
B OOHOM LUMpOKoBeLlaTernbHOM goMeHe (access vilan, block
intra-ssid)
i i.&_ﬁfﬁ FGT
 CKOMNpPOMETUPOBaAHHbIE XOCTbl HE MOTYT EorfiLink
VIHQ)VILWIpOBaTb OCTaAJ1bHbIX
 [lononHuTenbHaa 6e30nacHOCTb Ha YpOBHE NN VA S-evevee, o
gocTyna: Qe S
vian100™> N

* HeT npaAmMon KOMMYHMKaLUN MEXOY XOCTamMu

o XOCT MMeeT cBA3b Tonbko ¢ FGT g I

’ ﬂ

© Fortinet Inc. All Rights Reserved. 38
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Zero-Trust Network Access
BcTpoeHHble Bo3MOXXHOCTM FortiSwitch NAC

YCTpPOUCTBO NOAKITHOYEHHOE K © NAC setings
Onboarding VLAN | @ nac.portlé hd ‘
ornpeaeneHHbiM noptam FortiSwitch 6ygeTt Bounce port @ ©
o @& Dashboard » | Edit NAC Policy

” . ) Use NAC policies on FortiSwitch ports  All Specify
nOMeLLleHO B npeﬂBapMTeanblM VLAN < Security Fabric ’ Name Linux to Vian1000 FS108D3W15000170 PN specify | x
(onboarding VLAN), Ans onpegenexHns # Network o | rortiswitcres [0 . Sporizx

& System > . + -
cooTtBeTcTBUA nonutukam NAC B Policy & Objects | Doscrption | P O select Fortiswitches

8 .

* NAC MoxeT BbITb NMPYMEHEH K ey Frenes g/ ‘ _
DO WPN b If device matches all of the following patterns:
Oﬂpeﬂ,eﬂeHHOMy KOMMyTaTOpy M/V”-IVI & User & Authentication > Category User O FACE AT

@ port1 Normal © Edge Port @ FAP_LINK & qtn.port16
I'IOpTa M I = WiFi & Switch Controller R MAC address » @ Spanning Tree Protocol

Managed FortiAPs Hardware vendor (B & port ® & Por nac.por n.oor
* Pexxnm Access Ha Takux noprtax byaet . e 3 port2 NAC Qumebn ST & anportts
cmeHeH ¢ “Normal” Ha “NAC”, B Tom

. WiFi Maps Type ® ]
BpeMﬂ KaK Natlve VLAN CTaHeT S51Ds Operating system @O | Linux®
onboarding VLAN FortiAP Profiles User @
I_I 6 WIDS Profiles
oaaepXKKka pa3rindHbIX CnocoooB FortiLink Interface Then:
npoBeEPKN COOTBETCTBUNA C e Assign VLAN Apply Port Specific Settings
p p Menaged Fortionieh o Assign a specific VLAN to a device O Apply LLDP Profile, QoS Policy,
BO3MO>XHOCTbIO FortiSwitch VLANs matching above patterns. 202.1x Policy...
-~ FortiSwitch Ports
° JIEHHbIN o i -
\I-/lﬁzl-ll\laquMﬂ B onpe'qe © FortiSwitch NAC Policies W :::ﬁli action ntg Block |
For_ti.Switch Security
» CMeHbl HacTpOEK Ha ypOBHE nopTa " f'&R B}
il Lo epo
(LLDP, QoS, 802.1x...) BaRe

* [NogpoBHOCTN NO YCTPONCTBY MOXKHO
yeuaeTb B NAC policy

=RTINET © Fortinet Inc. All Rights Reserved. 39



Zero-Trust Network Access
loT Security service

== FortiWiFi 60 FortiWiFi-60E Q- >= I @ L2 @ admin-

& Dashboard > Hardware Vendor Software OS Status Interfaces

O Apple bios [ Online Olan
W Huawei CD M Android : M Offline
al

<~ Refresh ‘ Search

XK Security Fabric >
& FortiView >
+ Network >
£ System [ 1 9%
B Policy & Objects >
@ Security Profiles >
0 VPN >

v

& User & Device Hardware Vendor~ €@

User Definition Status * Device User Address Interfaces Software OS Device Family Hardware Version

B Apple ©@
Guest Management

@ Online & Jasons-iPhoneé 192.168.1.110 =23 lan i0s Moabile
Device Inventory w £8:87:f1:1f:ab:95

LDAP Servers B Huawei €@
RADIUS Servers

User Groups

@ Offline " HUAWEI_P30-e33f0f6a8cal88 192.168.1.111 =2 lan Android Mobile

Authentication Settings 94:d0:0d:53:b6:be

HoBbIn cepBuc (nognucka) — no3sonseT FortiGate 3anpaiwumBaTb cepBepbl FortiGuard ans
nosfydeHmsa bonbwen nHpopmaumm o NOAKNKYEHHOM YCTPOUCTBE

« PaboTaeT B gonornHeHNe K fiokanbHom 6a3e ycTponcTB (TpebyeTcsa cepBUCHbIM KOHTPaKT FortiCare), Ha aTon cTagum
3anpawumBaeTca nHopmMaumst TONbKO O HEM3BECTHbLIX YCTPONCTBAX

 [loctynHa kak YacTtb Enterprise n 360 bundle, nnn MmoxeT ObITb NpUOBPETEHA MO OTAENBHOCTH

F:2:RTINET © Fortinet Inc. All Rights Reserved.
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Zero-Trust Network Access
[Togoep)kka pasrpyskun getekumm yctponcts Ha FortiSwitch

FortiSwitch nomoraeT B o6HapyxeHun 10T
nyTem 3axBaTa AaHHbIX 4519 HOBOro

Cemeca |OT FGT A (global) # config switch-controller system
FGT A (system) # get
ObecneunBaeTcs bonee TouHoe obHapyxeHune 0T Tak iot-weight-threshold: 80
Kak He BeCb CceTeBOM TpauK MOXET nepeaaBaTbecs %OE‘ icig‘;fgterval ‘ go
. iot-holdo :
4epes FortiGate iot-mac-idle : 1440

* [TomoraeT cHM3uTL 3arpy3ky FortiGate B
OTHOLLEHNN OBDHapYyXXeHUSA YCTPONCTB

* [Nepuogunyeckn ckannpyet MAC agpeca B
nokanbHon Tabnuue MAC, MOXET BbI3biBaTb
aBTOMaTU4eCKUN nepexeat Tpaduka (sniffer scan)

* [lepexBayveHHbIN TpadomK OTrNpaBndeTca Ha
FortiGate ans ganbHenwen obpaboTku.
[lepexBadeHHbIN Tpaduk ¢ FortiGate HanpasngaeTcs
B obnayHbin cepsuc FortiGuard service for IOT gngd
CUrHaTYPHOU MOEHTUdMKaLUM U HanpasBieHns
pesynbTaTtoB obpaTHO Ha FortiGate onga
oboralleHnsa nokanbHon 6a3bl AaHHbIX YCTPONCTB
pesynbTaTtamu 3anpoca B loT Service.
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Al-driven *
Security Op a,t

ABTOMAaTN4YeECKOE o6H py>|<eH|/|e NpeaoTBpE HM
pearmpoBaHue Ha |<|/|6epyao3b|

u.%




Al-driven Security Operations

FortiOS 6.4

HoBble BO3MOXHOCTU B MHTErpauuu

N7

. ATP

Pacwupenue ISDB Bkritovaer
N3BECTHbIE

cnuckm Mac Address

F:=RTINET

R

* SIEM

HoBbi cepBuc FortiSoC —

BCTpoOeHHble Bo3MOXHocTM SOAR / SIEM B FortiAnalyzer 6.4

© Fortinet Inc. All Rights Reserved.
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Security Operations

- -
- -~

/0“
KoHHekTOp FoOrtiEDR nossonger )
nogennTbesa gaHHbiMyM Endpoint &
threat intelligence n nHdopmaumen S & e choronon

0 npunoxeHuax c FortiGate. ,

Mopaynb ynpasneHus FortiEDR
MOXET NPOUHCTPYKTUPOBATb
FortiGate Ha BbINONHEHUE
onpeneneHHbIX 4eUCTBUN, TaKMUX Kak
onokmnpoBka IP agpecoB angd \
npenoTBpaLleHNst NOAKNIOYEHUS .
aTakoBaHHOro XocCTa K N
3MNOYMbILLNEHHUKY. .

DETECTION &
CONTAINMENT

NO ALERT FATIGUE
NO DWELL TIME

PREDICTION

PROACTIVE RISK
MANAGEMENT

-

INCIDENT RESPONSE
CUSTOMIZED DISINFECTION

¢=Y CLOUD, ON-PREMISES OR WP LIGHTWEIGHT
=R VBRID MANAGEMENT M7 AGENT
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Al-driven Security Operations

UHTerpaumn FortiGate ¢ FortiEDR (nnaHupyeTtcs)

eveNT vEWER )

DASHBOARD FORENSICS v COMMUNICATION CONTROL ™ @ SECURITY SETTINGS™ INVENTORY v o

ApmnisTRATION €D ®  Potection v gaiit™

Process Hollowing

Unmageed Exscutable

'rocess Holowi
Unmapped Executabie

EVENTS Showing 1-6/6 Search Even vQ || CLASSIFICATION DETAILS
Archive B Export ~ Handle Event Delete Forensics =: Exception Manager
O + Unhandled ID DEVICE PROCESS CLASSIFICATION «  DESTINATIONS RECEIVED ™ LAST UPDATED
[ spora.exe (11 events) * Malicious 18-Sep-2019, 06:22:31
¥ Malicious rmRmner
[ vbc.exe (3 events) ; Malicious 18-5ep-2019, 06:20:09 By ReversingLabs
[ mshta.exe (2 events) ¥ Malicious 18-5ep-2019, 06:19:23 Threat name: Unknown
[ Carbanak.exe (4 events) ¥ Malicious 18-Sep-2019, 06:18:00 Threat family: Unknown
Threat type: Unknown
P 459490 W WIN-9IHRV|QF1)D Carbanak exe * Malicious File Write Access ~ 18-Sep-2019, 06:18:00 18-Sep-2019, 06:18:00 @
] P History
|| snake-go-no-av.exe (2 events) * Malicious 31-Jan-2020, 01:36:15
[ ryukexe (1even) #F walicious 31-an-2020, 01-31-25 % Malicious, by Fortinet, on 03-Feb-2020, 18:05:43
< ADVANCED DATA
Event Graph -
Acome ®
Unmapped Exscdlasie
IP: 5.45.179.173
.7 1 Create r—-.i 2Create ¥ {—.7 3 Create * [—.. 5 Connect $
Fracess Hol ing

Process
xplorer axs

F=RTINET

Process
Carbanak axe

Process
svChost exe

Frocess

swchost exe

Confgetion
545170173
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Service

Action

z itaygor ~

oy sevence
Bytes

Log

Q|

Security Profiles

NAT

Schedule

Al-driven Security Operations

Source

L LY
= = FortiGate 1500D FGT_SE_LAB
> || # CreateNew | ¢ Edit
Destination

Name
Dialup_SRV — @ ESXI_MGMT @

UHTerpaumn FortiGate ¢ FortiEDR (nnaHupyeTtcs)
ac @ Delete | [ Q Policy Lookup | | Search

@& Dashboard

NX Security Fabric
Dialup_SRV — @ Fortinet_LAB €

Dialup_SRV — & SE_LAB_Servers €)

Connector
| FortiView
4 Network
- £+ System -
B Policy & Objects
IP: 5.45.179.173 Py 4O“Cy & ESXI_ MGMT —& SE_LAB Servers @
IPv4 Virtual Wire Pair & Fortinet_LAB —® Internet FGT101E_Port13 (port17) €
Policy & Fortinet_LAB —@ SE_LAB_Servers €@
Proxy Policy B Internet FGT101E_Port13 (port17) —@ Fortinet_LAB €
[E] ™ port21 —M port22 @
Created By FortiEDR & all ol ALL

Authentication Rules

Multicast Policy .
& SE_LAB Servers —+@ ESXI_MGMT €

Local In Policy
IPv4 Access Control List
& SE_LAB_Servers — M Internet_FGT101E_Port13 (port17) @
@ SSL-VPN tunnel interface (ssl.root) —€% ESXI_ MGMT €
SSL-VPN tunnel interface (ssl.root) —»@ Fortinet_LAB @&

IPv4 DoS Policy

SSLVPN tunnel interface (ssl.root) - FPOC €
SSL-VPN tunnel interface (ssl.root) — € SE_LAB_Servers €

Addresses
Internet Service Database

Implicit €

Services
Schedules
Virtual IPs

@ DENY
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ved.

Administrative Never

IP Pools
Protocol Options

[5] Banned IP €)
5.45.179.173
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Security Operations

FortiSoC — HOBbI CepBUC, BKNHOYAOLLNIA BO3MOXHOCTHU
opKkecTpaLmm cobbITUsIMM Be3onacHOCTX, aBTOMaTM3aLnn n
pearnpoBaHust (SOAR) 1 Bo3amoxxHocTu SIEM B FortiAnalyzer
6.4 D

* JlnueHsnpyetca no mogenu nognuncka (subscription)

Device Manager FortiView Log View Fabric View

* SIEM-KOMNOHEHT FAZ aBTOMaTn4eckn pasdupaet
(napcuT), HOpManu3yeT U KOPPENUPYET XXypHarnbl C
ycTponcTs Fortinet 1 xypHansl 6€30nacHOCTU C XOCTOB
Windows / Linux (npu nHTerpauuu c Fabric Agent) 6e3

PYYHOrO BMeLlaTenbCTBa agMUHUCTpaTopa Sysbem Settings

* Jlorn SIEM = Fabric Logs B nHcTpymeHTe Log View
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Security Operations

® >~ B SOAR-Admin

FortiSoC BkntovaeT B cebsi ynpasrneHne MHUMaeHTamm C -

R . . INOOOO3477 1o incident created for endpoint. Uncategorized  Not Assigned  Analysis e o s 7oy EECH @ Refren |
Bl Incidents . -
Affected Endpoint/User Executed Playbooks Audit History
BO3SMOXHOCTAMU MO aBTOMAaTmn3aunn Ond yCKoOpeHuna peakumnm [P
€ Automation v ‘ from FortiClient PLAYBOOK STATUS Now @ = Expand All
- . Connectors Demo Playbook- Get Software Inventory O Success
Ha MHUMOeHTbl. ABTOMaTmM3aumna 3agad B FortiSoC I ncident Atachment
aybao Demo Playbook- Get Process List © Success Deleted °
[0 Playback Manior Topalogy W FGYMOITM19006251 e e .. )
© Alder mo Playbook- Run Yuln Scan SuCcess By: SOAR-Admin >
Ba3npyeTtca Ha co3gaHun 1 ncnonb3osBaHun playbook, o *| s Rttt
1 All Events IP: t
11 By Endpoint > Operating System 48 Windows Micrsaft Windows .1 Enerprise By: SOAR-Admin
KOTOPbIE CBA3LIBAIOTCH C ONPeAeneHHbIMIU TpUrrepamm - , i |
¥ System Events >

I CustomView ¥ Vulnerabilities >

cpabaTtbiBaHMsA 1 NOCNeaoBaTeNbHOCTHI0 aBTOMATUYECKUX (|

@ Software Inventory > -EPI \Lr];idd;;zéAttachmcm
- o
OencTtBun. .

Incident Timeline

+ [ns paboTbl HeobxoaVMa akTUBHas NoanMcka e e e e e e e |
Comments  Events  Reports . S;L&a:;;ﬂxnachmcnt |
 EcTb npegonpenenerHble wabnoHbl Playbook © BB e T
O o T e ol o L
+ BoamoxHo cosgasaTtb ceBon Playbook Ha ocHoBe o~ EE—— . (s |

Note Attached to

LWabnoHoB 1 NONHOCTLIO ¢ HyNs (from scratch) < ncident

» Fabric Connector No3BongIoT BbINOMHATL 3a4a4M Ha

nogknto4veHHbix FortiGate n FortiClient EMS
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Security Operations

Playbook — Habop aencTeur aBTomaTmsauum B O4HOM
CLieHapuK, KOTOpble MOTYT BbIMNOMHATLCSA BPYYHYHO NMbo

aBTOMaTU4€CKn, COCTOUT N3

» Tpurrepa cpabatbiBaHua (Incident, Event, Schedule, On-
Demand)

+ Habopa gencTeuin aBTomaTm3aunmn, KOTOpbI MOXET
ncnosnb3oBaTtb NMB0 AaHHbIE C Tpurrepa nmbo ¢
npeaLwecTByOLWMX AeNCTBUA aBToMaTmM3aumn. [lencremd

MOryT ObITb BbIOUpaTbCAa n3:
* JlokanbHbIx gencteuin Ha FortiAnalyzer

» [enctBusa c kKoOHHekTopoB FortiGate (Automation
Rule / Incoming Web Hook), FortiClient EMS

=RTINET

FAZ - Local Connector

E:!! EMS - EMS Connector FortiDemo

FOS - FortiOS Connector 4
er
Actions
fctuid®
FGVMO4TM19002537
Automation Rule Automation Action(s) Parameters fctuid®
activate_strict_ips activate_strict_ips policyid
add_cnc_to_blacklist add_cnc_to_blacklist cncip
FGVMO2TM12002716
Automation Rule Automation Action(s) Parameters fctuid®
. L . L - pestamp
activate_strict_ips achivate_strict_ips policyid
add_cnc_to_blacklist add_cnc_to_blacklist cncip

Get Software  retrieve list of software and epid® or fctuid®
Inventory apps installed on endpoint
to enrich fortianalyzer asset

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

© Fortinet Inc. All Rights Reserved.
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Al-driven Security Operations

HoBbin cepBuc FortiSoC B FortiAnalyzer 6.4 — koHCTPYKTOp Playbook

RUN_REPORT ' z ATTACH_DATA_TO_INCIDENT
-
Run Report Attach Report to Incident
- GET_EVENTS ‘ ATTACH_DATA_TO_INCIDENT
-
Get Events Attach Events to Incident
EVENT_TRIGGER
STARTER
w h GET_SOFTWARE_INVENTORY

' - ATTACH_DATA_TO_INCIDENT
Get Endpoint Software Inventory A re Inventory to Incid

h GET_PROCESSES ) ATTACH_DATA_TO_INCIDENT
Get Endpoint Process B Attach Processes To Incident
CREATE_INCIDENT
B Create Incident

A
ATTACH_DATA_TO_INCIDENT
AV_QUICK_SCAN
' Attach Action Status to Incident
Run AV Scan on Endpoint

F:=RTINET © Fortinet Inc. All Rights Reserved.
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Security Operations

FortiSoC v ADOM: Lab 3 @ FortiSaC
@ Dashboards @ Dashboards
4 Playbooks
& Incidents
Total Playbooks Executed

Bevents B Events

A o
S Autornatio < Automation

- 280 280 e - -t
=& Playbook » On Incident 4 Playbook = Analysis 2 2 8

2 Playbock Monitor

Playbooks Execute # On demand FAZ Run_Report 2 Playbock Moniter = Response
Total Incidents Unsolved Incidents » low
© All Bvents Total Playbook Actions Executed Qe nitor = Closed: Remediated
@ Al Events
& By Endpoint > e
B By Threat & By Endpaint
o Thre
® By Thieat

v System Events
1 System Events

Handlers
Handlers Incidents Timeline

@ Incidents Total Executed Playbooks and Actions Dos)
' & Incidents . Coc al of Senvice (DoS) -

Mar
» Actions
® Playbook:

FortiSeC v ADOM:Lab I @ 5= Q1 (E)aiminv

@ Dashboards

% Playbooks Top Events by Type

Total Events Generated
&N Incidents
2 9 9 Application Control
£ Automation
Connectors

4 Playbook ot
G Playbosk Meniter Total E
G Event Monitor

@ 2l e

48 By Endpoint

ts Web Filter

Total Event
@ By Theest

W System Events

Handlers

Top Events by Handler

il Incidents
|

ritical

299 High
Default FOS System Events

= Medium

Events by Severity, e
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n mn I_"e H3U po BaHue 1.24x7 plus Advanced Senices TicketHanding 2. Availablewhen running ForiOS 6.4

FortiManager Cloud

FortiAnalyzer Cloud

SD-WAN Overlay Controller VPN Service

SD-WAN Cloud Assisted Monitoring

SD-WAN Orchestrator Entitlement 2

IPAM Cloud 2

FortiConverter Service

FortiGuard IoT Detection Service 2

FortiGuard Industrial Service

FortiGuard Security Rating Service

FortiGuard Anti-Spam Service

FortiGuard Web Filtering Service

FortiGuard Advanced Malware Protection (AMP) - Antivirus, Mobile
Malware, Botnet, CDR, Virus Outbreak Protection and FortiSandbox
Cloud Service

FortiGuard IPS Service

FortiGuard App Control Service

FortiCare (incl. Internet Service DB, Client ID DB, IP Geography DB,
Malicious URL DB, URL Whitelist DB)

Threat Unified Threat Enterprise
Protection Protection Protection

Bundles
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HoBble cepBUCHI U NULIEH3UN

 FortiGuard loT
Detection

&

+ Ob6ecneunBaeTt obHapyxxeHune
ycTpoucTB Ha FortiGate nytem 3anpoca
B obnayHbI cepBuc curHatyp loT

« [locTyneH Kak no oTaernbHOCTH
(standalone SKU), Tak BKOYEH B
noanuckn ENT n 360 Bundles

FERTINET

« SD-WAN
-@- Orchestrator

Entitlement

E>xerogHasa nognucka Ha KaXkabin
FortiGate, paboTtatowmi noa
ynpasnexHvem moayna SD-WAN
Orchestrator B FortiManager

[loCTyneH Kak no OTAENbHOCTH
(standalone SKU), Tak BKMNOYEH B
nognucky 360 Bundle

_@_  IPAM Cloud

Obecne4ynBaeT BO3MOXHOCTb AN
FortiGate aBTomMaraTnyeckn HadHavaTb
AnanasoHbl IP agpecoB ¢ NOMOLLLIO
DHCP gna Bcex nHTepdencos ¢
ponbio LAN B Security Fabric

[loCTyneH Kak rno OTAEeNbHOCTH
(standalone SKU), Tak BKMNOYEH B
nognucky 360 Bundle
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[TosiBUNUCb BOMpPOCHI ?
[TnwnTte Ham:


mailto:cis_se@fortinet.com
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