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Market Trends




Market Trends - |

Encryption —_[video 56

* As encryption
becomes ubiquitous,

ML/Al based DPl is a
must.

* Video (encrypted)
remains number 1
traffic generator
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Q“Oi’ See. Control. Secure.

* 5G sees initial RAN
deployments.

* Wider 5G core
deployments in 2021

* Video is 60%-70% of
total network
bandwidth, and
growing

* 32% CAGR in

_ * PoC may be required
consumer video

towards end of 2019

* BW opportunity
~
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Market Trends - i

Virtualization Net Neutrality

* Net Neutrality
revoked in the US

* Effects, if any, yet to
be determined

* Western Tier-1
operators are focused
on NVF/virtualization

e Others will continue
to buy appliances

* First NFV sales

* Potential new/larger
market/s for Allot

Home of

NFV Federal

® ‘ Communications
m Commission

Q“Oi’ See. Control. Secure.

* Procera and Sandvine
merger continues to
present opportunity
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Market Trends - lli

Technology Congestion Management _

* SD-WAN presents * Congestion * Showstopper in EU
threat and management demand
opportunity to Allot in @RAN and @backhaul
the enterprise domain rises

* Potentially larger
market/s for Allot

General
Data

Protection
Regulation

Q“Oi’ See. Control. Secure. @ §



Market Trends - IV

Analytics Regulatory Compliance Security, loT

* Clear market demand e Control and * Growing and inter-
for advanced analytics Censorship are related

* Insights, not Data.. growing

* Potential new/larger
market/s for Allot

Q“Oi’ See. Control. Secure.



2017 - Tender Types

Telco/ISP Tenders Received - 2017

E

4

| ——————
mPCC mAnalytics mTMF ®mSECaaS m Regulatory mloT mDDoS
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The Service Gateway




Allot Service Gateway

Allot’s fully virtualized, carrier-grade multiservice Allot Smart solutions leverage visibility and
gateways provides a range of services to optimize CSP control to make possible the rapid rollout of
and Enterprise network performance, Quality of revenue-generating services

Service, and end-user Quality of Experience
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11
@t



Allot HW Platforms for CSPs

New Chassis
ETA=2019
SG-Tera

32X100G
100 X 1/10GE

O —_
AL

8X100G
96 X 1/10GE

=
c

$SG-9700 0

”~ Lpejrgpefnge

o —_ 14U

2U

8X100G
40 X 1/10GE

$SG-9500

O —

2V

4X100G
24 X 1/10GE

$G-9100

16 X 1/10GE —

SG-9008 O -
(o]

8 X 1GE

Real Traffic 6G 40G 100G 250G 390G ~1zdoG
Forwarding Traffic 8G 50G 140G 300G 500G -
Q“Oi’ See. Control. Secure. @ < @ 1



Service Gateway Performance in a Table

* The table below summarizes the SG-9XXX performance per unit and
number of 10/40/100 Gbps interfaces

SG Variant 1/10 Gbps 40/100 Gbps Forwarding rate Size (height)
interfaces interfaces (Gbps

SG-9008
SG-9100 v2 16 -- 50 2U
SG-9500 24 -- 140 2U
SG-9500v3 8 4 140 2U
SG-9700 config A 40 -- 300 2U
SG-9700 config B 8 8 300 2U
SG-9700 config C 24 4 300 2U
SG-Tera 96 8 500 14U

Q"Oil See. Control. Secure. @ E @



Service Gateway is available as fully virtualized deployment

Our entire portfolio complies Enables flexible and agile deployment of Allot
with ETSI NFV-SDN solutions on CSP private clouds, facilitating
architecture and leading smooth and easy transition of legacy networks
virtualization platforms. to future-proof NFV/SDN architectures.
Benefits:
Faster Time-to-Market - Faster trial, Reduce CAPEX - All hardware is based on
deployment, and evolution of new services. COTS. No over-provision.
Agility & Flexibility - Easily scale up or down Reduce OPEX - Maintenance & Service
services to meet changing demand. provisioning from a central location.

Q"Oil See. Control. Secure. @ § @



SG-VE-200 - Virtual Chassis for NFV

SG-TERA

L)

AL

Q"Oil See. Control. Secure.

Modular Virtual
Chassis for NFV

SG-VE-200
4 A \
vHost vFB vCC

- Designed for NFV
- Up to 200Gbps
- Full LCM functions
* Bring Up
* Tear Down
e Scale Out
* Scale In

©
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SG-VE-200 - Virtual Chassis for NFV

SG-TERA SG-VE-200

A
4 A\

Host FB CC

- Designed for NFV

- Up to 200Gbps

e
?Vm'n\«r?ﬁ%,

- Atruly scalable Virtual Service |-t icw functon
: * Bring Up
”Im Gateway for NFV Networks | : Tearoowr
ALﬁﬂ“ﬂm"‘d * Scale In
Q"Oil See. Control. Secure. © § @



Allot Smart
Unique Value Proposition

o—




Allot Smart

Value Proposition

Save at least 10% of access
bandwidth costs, defer capacity
expansion by 1-2 years and
reduce revenue leakage by 15%

Allot Smart is used globally by
Tier-1 service providers to
deliver differentiated services
and increase operational
efficiency at the lowest TCO

Q"Ol. See. Control. Secure.

Key Benefits / Features

Fully NFV compliant multi-service
platform that delivers:

* Traffic management including
QoE-based congestion control &
automatic removal of DDoS traffic

* Flexible policy and charging control
and VAS delivery

* Granular, big data visibility into
network, user, and application
behavior

* Regulatory compliance by blocking
illegal content and applications and
retaining detailed data records

© = (g




Network Visibility with
SmartVisibility




SmartVisibility

Value Proposition

Turn detailed network, application,
and user data into actionable insights
that drive customer satisfaction and
service profitability

Proactively optimize network
resources and customer service plans
to maximize revenues

Secure revenue thru data-driven
detection of potential churners and
revenue leakage

Q"Ol. See. Control. Secure.

Key Benefits / Features

Turn any complex business query into
actionable, customized reports

Target marketing campaigns and service
bundling via data driven customer
segmentation

Enable informed and timely capacity
investments

Facilitate rapid and precise trouble
shooting

Retain detailed data records for
regulatory compliance

© = (g



SmartVisibility
ClearSee Overview
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» Streaming Data Records * ClearSee Network I\/Ietrlcs * Custom Data Exports
* Smart Data Source * ClearSee Network Analytics * Data Curation
* ClearSee Real-Time Monitor e Custom Analytical Reports

Q"Oil See. Control. Secure. @ § @ 21
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—
Allot Network Analytics — Data Flow ©,
L
ANALYTICS ANALYSIS + Dashboards i
TOOLS Allot ClearSee et rable s Trends, outliers, thresholds... .
Network Analytic *  Custom reports Action
* Real-Time monitor
Bl front-end
SMART DATA STORAGE # _ _ _ CVM, CEM
SOURCE Allot Data e N Customized by Allot data science service Big Data Projects
Warehouse S —— e Smart Data Sets (CSV/SQL) Use Case Viability
aggregated data
' ' SIEM y
SV [e0).y/: Wl PROCESSING
RECORDS Allot Data : Regulatory
Mediator e Granular and diverse xDRs (CSV) Compliance, Billing
Load (ETL) A

[ 4

N\ RS COLLECTION
CLASSIFICATION —
——

Allot Service Gateway

0“0* See. Control. Secure. @

Allot Proprietary & Confidential 2018

11
@t



Allot Data Sets

L _
— E— —
oot , 00y ,
Web °o0| Sessions °o°| Applications Policy
Subscribers Web Session metadata & Application volume Classified traffic usage
transactions activity usage information usage, activity, and QoE statistics per service
data plan and subscriber info

Oooo -
CEE: VolP > | Video @ Security
1 1 C—
VoIP minutes usage Video watch-level usage Malware, phishing, and
stats per service and QOE (under re-design) unauthorized access
events

o)
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Capabilities: Rich Set of OOB Canned Reports

ot ClearSee ® ed Reports = Network = Busy Hours
Top [1 v |Hours for Date | 2/8/2017 v | display by [Total Bandwidth (ava) ¥ |
Hourly Usage (> Traffic By Top Applications
Total Bandwidth (Ava) Filter by: @ Top Hours < Prime Time working Hours
9 Gbps
8 Gby
7 r
. | _J
4 Gbps .
3 Gbps
2 Gbps ]
o || [T lll
e ]
B, R, Fo, o, W, g, V0, Fo, o, 0, s, V0,
> e G G Go G G % G G G O n
. o kbp 500 Mop 16 Gop
fme M rop rours Total Bandwidth (Ava)
Daily Trend
Filtar by: @ Top Hours & Prime Time Working Hours Offline Hours
Total Bandwidth (Avg)
8.4 Gbps

* Heavy Users Top Applications BW
consumption

* Gain Visibility and Manage Heavy
users!

Q“Oi’ See. Control. Secure.

Allot Proprietary & Confidential 2018

The

offline Hours.

2.4 Gbp.

Web Administrator [

valld &

BitTarrent Enc

BitTorrent
BitTorrentoHT
Sharama
Other UoP

HTTP_Browsing
Steam
Other FzR

A

HTTR
BownleadManager

« of 26/03/2017 "

Network Busy Hours observed during late
night hours (around 10 to 11 PM)

Gain Visibility and Limit consuming
Applications BW during busy hours!

ime Frame | weekly

+ | [zo16-wz0 - [}

Top 15 Users

User ID
1260436557
1260436551

1255615135
1242661609
1260435788

1246327872

1260436529
1260435752
262471705

1260436533
1258049402
1262124093

0 Kbps

Activity Time (sec)

Mew Connections

1:
1260435789
1255615103

User Statistics forall

Metrics
Total Bandwidth (Ava)
1n Bandwidth (Avg)

out Bandwidth (Avg)

The data iz valid az of5/25/2016
weekly Usage Trend forl260436557

2 Gbps

16 Gbps

1.2 Gbps

Total Bandw]

800 Mbps

400 Mbps

0 Kby

2.4 Gbps

Mbps 1.6 Gbps
Total Bandwidth

3.2 Gbps

Top Applications forall

Top User Typical User 900 Mbps
1.08 Gbps 2.73 Gbps 880 Mbps
989.54 Mbps 3.44 Gbps

860 Mbps

93.21 Mbps 253.46 Mbps

362,052,849 313,264,998 40 Mbps
97,858,475 6,244,485 3

— 820 Mbps

800 Mbps

780 Mbps

760 Mbps
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Capabilities: Real-Time Network & Subscriber Monitors
What?

* Real-time traffic data for network
monitoring and troubleshooting

* Real-time traffic data for subscriber
usage & QoE monitoring

* 5-15 sec. sample ratio

* Variety of network and subscriber p— -
usage and QoE attributes and metrics All Network Aspects Different Views
. . « Usage Statistics * Per Network
Real-time Analytics & Data-Source - ao network + Per Device
Metrics e Per Plan

e Per Subscriber
* Per Service

e Top Applications

Q"Oil See. Control. Secure.



App. Usage Statistics by Gender, by Year of Birth, and by Location

-
Capabilities: External DS Enrichment (Combining Demographics w/Data Usage

tClearSee  ®
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3,547, 200 08
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Out Bandwiden

204,791, 339,53
5,007,401 .01
S.4677.HI6. 08
576737 85
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4502001 48
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Capabilities: Insights Engine >

L |
Outlier Shift
The current value is greater than + 1.5 X (Above/Below) — Last 7 consecutive values all
standard deviations from the moving average fall above or below the 30 day/hours/5 mins
for 30 day/hours/5 min units. The ‘1.5 is the moving average.
default and can be configurable to adjust the The number 7" is the default and can be
frequency of the alert. changed.
Trend Threshold
All last 7 consecutive values move (Max/Min) - Current value is above/below the
continuously upward or downward. maximum/minimum threshold value
The number 7’ is the default and can be (threshold can calculated for the last X
changed periods).

Q"Ol. See. Control. Secure. @ = @



Capabilities: Self Service Custom Reports L

SerdeiiaHERAIASFIGI®]e O x @ e E e h S (El] e e x
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T TA T A TR AT AT YAV AVATATATATE!
| ' ARAARAAARRARS Yy
———— -3°1 )

Custom Analysis Easy and Intuitive Report Community

Platform for any project * Drag and Drop interface * More than 2,000 reports and
* Ad-hoc custom reports and * Resultis just a few clicks away dashboards

dashboards
* Variety of dimensions and

measurements

hou
Q"Oil See. Control. Secure. Allot Proprietary & Confidential 2018 @ — @



Capabilities in Action: Layered QoE Approach L !

Layer 1 — Network QoE
v" Based on the Conversation Data Bucket @ @ @
v Attributes: Packet-Loss/Retransmission, Round-

Trip-Time Metrics Dashboards  SS Bl

Layer 2 — Browsing QoE
v" Based on the HDR data bucket

v Attributes: Response Time, Download Time, Page Errors :
i g Metrics Dashboards  SS Bl

Layer 3 — Video Streaming QoE
v’ Based on the VDR data bucket
First deployments supporting Encrypted Video QoE

v’ Note: Non-encrypted video only Metrics Dashboards  SS Bl

Q“Oi’ See. Control. Secure. @ § @
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Traffic Management using
SmartTraffic QoE
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Traffic Management using Allot SmartTraffic QoE {;Q

Value Proposition Key Benefits / Features
Our superior classification » Superior DPI Traffic Classification
, , based on Dynamic Actionable
enables traffic shaping to: Recognition Technology (DART) that
, employs multiple inspection
* Reduce congestion methods - sucﬁ as:
Save at least 10% of access Pattern & heuristic analysis

: Peer & machine learning
bandwidth costs Traffic identification of Layer-7

Defer capacity expansion by 1-2 applications, Users & devices, access
and video and contextual attributes.

ears
Y . _ * Policy driven QoS based on above
* Deliver high QoS and increase classification
end-user satisfaction. * QoE-based Congestion Management

* Application steering

Q"Ol. See. Control. Secure. © E @



Key Traffic Management Messages

o

The market looks for
smart cost reduction
solutions

@

Access/Backhaul
costs are high even in
developed countries

Allot’s granular

Allot assures QoE
@ Visibility & Control @ level & visibility

provides quick ROI

Q"Ol. See. Control. Secure.

D)

However, QoE level

Dcc;’) cannot be
compromised

during smart control



Saving BW whilst Maintaining QoE

Operator’s Request:

() S a Ve 1 O%_ 2 O% i n p e a k h O u rs NotEnforcor NKM:Z;;;;;s‘;;;:é;:‘mm Time Protocols

* Maintain high QoE

 “Touch” Video Traffic as last resort

* Solution is deployed!

::::::::

e ROl -9-12 months

-Parhner — fmn

Q"Oil See. Control. Secure.
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Maintaining QoE while Shaping

Avg annload per session
7o

Fovd Dowmio=d Tme par Session [sa0]
&
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= Adult Streaming
=1 Akamai

L = AmazonCloud l
™= Apple_Music

—

= AppleServices ]

What Traffic Should we Impact First?

= Backup

mm EBitTorrent Enc ]

m DailyMotion

NetEnforcer STG-RM - Most Active Over Time Protocols [

m Encrypt ]

Selection Based on: Total Bandwidth
Displaying: Total Bandwidth

PEAK HOUR

= Facebook App Browsing
= Facebook Chat

m Facebook Video

= Facebook

[ kContent
- Grail

13.6% of traffic that can

== Google Drive
= Google Play

= Google UserContent

be shaped with no visible
QoE impact

- GoogleCIoudStorage]
= GoogleHangout
=1 GoogleServices

= HTTP DownloadManager]

m HTTP_Audio
= HTTP_Browsing

=1 HTTP_File Transfer]

Gbps)

otal Bandwidth (¢

0
14:30 (20)

15:30(20) 16:30(20)| 17:30(20) 18:30(20) 19:30(20) 20:30) 0(20) 23:30(20) 00:30{21) 01:30(21) 02:30{21) 03:30(21) 04:30(21) 05:30{21) 06:30(21) 07:30(21)

Dec 20 2017 13:59:59 To Dec 212017 12:59:59

all¢

m HTTP_Streaming

m HTTPS

= Cloud ]

= Instagram

= iTunes

= Mobile_HTTP_Browsing

=1 Mobile_HTTP_File_Transfe

= Mobile_HTTP_Streaming
mm Musix_HTTPS

= MetFlix
= NG_Mobile_TV_Streaming
= Other P2P ]

= Snapchat

m SoundCloud
= SSL

= STUN

m SuperTY_video
= Thunder

= Yimeo

- W aze

m \Whatsapp Transfer l
= atsApp

= WhatsApp_Yoice

= WindowsUpdate ]

= YouTube

12:30(21)

Protocol

w Aduk Streaming

= Akamai

= AmazonCloud
Apple_Music
AppleServices

Backup

BitTorrent Enc
DalyMotion

Encrypt

Facebook App Browsing
Facebook Chat
Facebook Yideo
Facebook
FacebookContent

Gl

Google Drive

Google Play

Google UserContent
GoogleCloudStorage
GoogleHangout
GoogleServices

HTTP DownloadManager
HITP_Audo
HTTP_Browsing
HTTP_File_Transfer
HTTP_Streaming

HTTPS

iCloud

Instagram

iTunes
Mobde_HTTP_Browising
Mobie_HTTP_Fie_Transfed
Mobile_HTTP_Streaming
Musix_HTTPS

NetFlix
NG_Mobile_TV_Streaming_|
Other P2P

Snapchat

SoundCloud

SsL

STUN

SuperTY _video
Thunder

Vimeo

Waze

‘Whaksapp Transfer
WhatsfApp
Whatsapp_Voice
WindowsUpdate
YouTube
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Maintaining QoE while Shaping

l Frarm: |11,-"16.-"2I31? ] 77.125.38.97

To: |11/16/2017 ]

YouTube

WindowsUpdate

Retransmission
0.28%

0.24% /
0.20%

0.16%

0.2 % With Enforcement

0.08%

0044

WindowsUpd ate fouTube

Application
RTT
7o
G0

a0
40
=20
20
10

WindowsUpd ate fouTube

% Dropped Packets Ot

RTT External [m=]

Application
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Managing (Encrypted) ABR video
Cy

The Problem m—— The'Gc‘)aI

/N

With ABR streaming a
BW hungry client
chokes the network.

Give control to the
operator. QoE Vs. BW

Fair Share

3000 Kbps

2500Kbps

1000 Kbps

500 Kbps

Delivered Rate

235

375

560

750 | 1050 | 1750 | 2350

3000

235

0%

375

37%

0%

560

58%

33%

0%

750

69%

50%

25%

0%

1050

78%

64%

47%

29% 0%

1750

87%

79%

68%

57% | 40% 0%

Uncontrolled Rate

2350

90%

84%

76%

68% | 55% | 26% 0%

3000

92%

88%

81%

75% | 65% | 42% | 22%

Q"Oil See. Control. Secure.

D)

The Method

* Operator Network Control
Bit Rate Adaptation

* Select desired bitrate level:
video and QoE aware

* Very efficient and scalable

* Works for HTTPS (YouTube)
and DRM (NetFlix)

* Supports all ABR protocols

©
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Extend Infrastructure Capacity with
Congestion Management

TVeN=T*T=L
VOO
Belgium
CABLE OPERATOR

VOO is the leading provider of
broadband cable services in
Belgium. The company has been
one of the fastest growing service
providers in Europe, currently
serving 0.4 million subscribers.

Q“Oi’ See. Control. Secure.

CHALLENGE

BENEFITS

Reduce network congestion without frequent investment in

additional infrastructure. Reduce infrastructure
capex/opex

SOLUTION

Deploy Allot Service Gateway Tera with CMTS-aware traffic
visibility to identify and automatically alleviate access B lbarEE SR
congestion; and with DDoS Mitigation to detect and satisfaction

surgically block flooding attacks.

“By keeping DDoS traffic off the network and managing CMTS congestion precisely where
it occurs, we have been able to delay infrastructure expansion by 2 years and to save
millions.”

Tamara Leemans, /OO CTO

© =g




Dynamic Differentiation of Services in
Fixed Wireless Access

CHALLENGE

\ / BENEFITS

l I n ke m leI:erentéate its o;flermg by T:.ellverr]m.g faslterdspefed, and Optimized network
enhanced QoE while controlling the involved infrastructure e
costs.

Linkem SOLUTION

Italy Enhanced QoE for end
Allot Service Gateway Tera accurately identified different Users

FIX WIRELESS app traffic and dynamically created bearers per each app

OPERATOR

with different QoE Class Identifier carried over LTE ensuring

A leading wireless broadband good QoE for each app.
provider in European market

providing radio access for voice

and internet via wireless modems

installed in each subscriber’s

home in areas that lack fixed

infrastructure.

11
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Simplifying Your Core Network

* Traffic diversion to VAS is usually done by PBR or expensive LB
* The diversion is done based on L4

* Many times the diversion is not subscriber aware

WHY DOES IT MATTER?

Easy GUI with no difficult PBR
maintenance

Steering can be performed on
Allot SG backplane

Q"Oil See. Control. Secure. @

Allot steering is performed on
L7, thus reducing VAS capacity

11



Traffic Chained/Non-chained Steering {i@

-
RAD [e(0]]

Video Optimization

AT * TCP Optimization
nterne
- Access {JOPTENET . -Inspection

W > N| ° Caching
5 = - Openwave * Any other third-party device...
T, wMobtltty

* Common Use Case

T pequant with Allot

| FLASH

networks _J

* Proactive L7 first packet steering (PDPI)

LAN Network * Application Load Balance

/ CORE : =
* Service Chaining

* Transparent and Explicit Proxy

Q“Oi’ See. Control. Secure.



Improve Customer Satisfaction and QoE through a

Multiservice Platform

Yelefonica

Telefonica
Multinational

MOBILE OPERATOR

Telefonica is a Spanish
multinational broadband and
telecommunications provider
with worldwide operations.
Operating globally, it is one of
the largest telephone
operators and mobile network
providers in the world.

Q“Oi’ See. Control. Secure.

CHALLENGE
 Differentiating service by delivery of security &
privacy.
* Introduction of news VASs - Parental Control, Ad
blocking.

e Customer satisfaction by delivering excellent video
QoE through traffic optimization.

SOLUTION

Allot L7 traffic steering and service orchestration
allowed to accurately steer relevant traffic to security
services and video traffic for optimization to improve

QoE.

BENEFITS

Service
differentiation

Customer trust and
satisfaction

Reduced OpEx



Cutting Costs

Real-Time Usage measurement
* Application usage per AS

* Application QoS per AS

BGP Optimization

* Real-Time application-based policy
enforcement per AS

* Control transport costs while
improving application QoE

Q"Oil See. Control. Secure.

BGP AS Awareness

D)

Tokal Bandwidth {Mbps)

2000

1600

1200

o
=
(=1

s
=1
(=1

00:00 (25}

Line AS [SGS100] - Pipes Distribution

Total Bandwidth

06:00 (25) 12:00 (25) 18:00 (25} 00:00 (26) 06:00 (26)

Aug 24 2013 18:59:59 To Aug 26 2013 08:59:59

Pipe

= AS 13414 (Twitter)

=1 A5_15133 (EDGECAST)
- A5 15169 (Google INC.)
= AS 16265 (LEASEWEE)
= A5 _16276 (OVH)

=1 AS_19531 (NODE DIRECT)
1 A5_20940 (AKAMI-ASNI)
- A5 22302 (IMNOC)

= AS 29140 (GMEH Host)
= A5_37934 (FACEBOOK INC.)
01 AS_3356 (LEVEL 3)

= 45 _43515 (YOUTUBE -EL)
- A5 4651 (TH-GATEWAY)
B AS_4766 (KINS-AS-KR)

= 45 4537 (CHINALES_BAC)
- A5 62599 (IMIZ)

A5 _62713 (Punmatic)

U Taiwan Mobile KCE"COm

©
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Self Visibility/Control Business Customers Q_L_@

SLA report per

Geo-redundant Enterprise Customer

DataCenter with 2x SG  BW Shaping of
each to Offer 2 DataCenter Access

per Customer

QoS for Business

: : Critical Applications Allot @ Swisscom
Different Maintenance

Zones

* Customized SOAP
integration with portal

 New SOAP layer entered
GA product

ORACLE
E-BUSINESS SUITE

SMB customers can change their DataCenter Access via Self care-Portal (Bandwidth, IP clients)

0“0* See. Control. Secure. @ E @ 1o


http://de.wikipedia.org/wiki/Datei:SAP_2011_logo.svg

Policy & Charging Control
with SmartPCC
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Policy & Charging Control with SmartPCC =7
Value Proposition Key Benefits / Features
. Ena.bles increased ARPU through * Rapidly introduce new services and
rapid rollout of targeted, customer- enforce QoS and charging policy
segmented service bundles. across any mix of access
* Assures optimal performance of technologies on any set of network
applications and services to ensure and subscriber conditions.

customer satisfaction — helping to

reduce costly churn. * Accurately classifies and meters data

usage per application, user, device,
etc. and delivers these granular data
records in real time to the charging
function.

Q"Ol. See. Control. Secure. © E @



R
Combo Mobile BroadBand Plans g 5\ ) n
L 1

Sroedbond?. Srmdbend Srodband 10
[ [d
Mobile Network Charging Trends T e e T
- All-You-Can-Eat monthly plans

* Sometimes differentiated with bundling application package such
as Netﬂlx etc. MOBILE ESSENTIALS » &

* Reliance Jio, T-Mobile One, Verizon Unlimited, Vodafone RED, 3 CHERITED = STREAMING SEEOS "l cvori gingf  giugf ol giog
Monthly plans oD | Wil | wild | wild

250 500 500 1,000

* Usage-based plans with quota of Simple Pay-As-You-Go (PAYG) D D
* plans along with application-based bundles and packs to FEBEFLT

optimize expense
* Tigo Operators, Viettel, Globe

1day |Sat&Sun| 7days | 30 days

REQUIRES

% AT&T UNLIMITED CHOICE®

* Zero rate plans (Social, IM) smemn | | SOALNETTO
* Simple SIM-based pre-paid plans with Top-Ups 2 invncoda |« a
-%ﬁ%ﬂ-‘é‘ﬁmnnnﬁ \:'alid ro|-3d;;¢s = o
* Net Neutrality revoked in the US o 7 Pr00ny
B&s108 Create via GoSAKTO B s88

Communications
Commission

C Federal gounlimited’

All the data youneed on
America's best network.

Q"Oil See. Control. Secure. un"mited\’ — § @ 4



Mobile Network &)
Charging Challenges =

* Supporting All-You-Can-Eat plans with
protection against network abusers or heavy
users

* Growth of data needs impacts overall user-
experience during busy hour leading to
subscriber churns

* ARPU decreasing over time. Require smart
solutions to manage the CAPEX investment
to match customer usage and expectations

* NEPs are rigid with rolling out ABC (Apps
detection, complex policing, integration) —
exposed to high revenue leakage

Q“Oi’ See. Control. Secure. @ § @ 48



SmartPCC Solutions for Policy & Charging Control

Fair usage management Busy hour traffic management

Congestion detection and

management
Control bandwidth usage during busy hours Use dynamic allocation of available Track dynamic congestion per cell
for users crossing a threshold of usage bandwidth to different types of based on usage (RCAF) and observed

application groups to improve perceptible ~ QOE - apply selective traffic

Ex. Any user using more than 1 GB per day is user experience
throttled during busy hour

Any user to be throttled to reduced speed after
X Gb of usage per month

optimization to alleviate congestion

Ex. Reduce usage of P2P/application Ex. Reduce bandwidth usage per
downloads during busy hour subscriber for non-transactions

applications only for congested cells

Application Bundles/Zero Rating Tethering

Use Application Detection and Charging to
differentiate

Ex. Provide Streaming Applications Usage using
a different bundle add-on
Provide Free Facebook Usage

Q“Oi’ See. Control. Secure.

Detect Tethering Usage and provide
control

Ex. Limited QoS of tethering usage and/or
promote add-ons to promote tethering usage
without any restriction

©
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API to Facebook for 100% accuracy =7

I'Facel:'ool( Traffic Control Settings gw rAdd Facebook Category u-‘
- Credentials " ||
filled
FB APIURL:

hitps://graph.face book.comitraffic_pricing| ; Rk Select a category to add:
automatically
Vendor ID: 1035116109914080
/

] Iﬂ' Category Mame: io(g _/ -
Carrier ID: | Based on operator i

iorg
paceword: ? 'L_agreement with Facebook nsiagram rj
! W [ OK H Cancm_\ @

- Periodic Revision Updates Turn Facebook L -

con eor updateson/off | iorg has the following packages:

e el ment et o Pk Update deployment * Free Basics: visit basic websites for free through the Free Basics mobile app and

memenEne revision to Facebook website
"

- Categore * Free Facebook: access Facebook without photos or videos for free, or pay for data

Name - Revision ID Timestamp

* Facebook special: access Facebook without photos or videos for free, or purchase a
data pack at a special, reduced price

Add categories

N QIEZS2a0080 &- ANQt
Host x
Name -
™ Any Global 12/30/04 200 AM
i Any IPva All Pv4 hosts Global 41012 1.01PM
& AnyIPv6 APV hosts Global 41012107 PM Once enab|Ed' hOSt
il Biock Senvice Plan Service Plan Subscribers Host Growp Global  2/28/07 200 AM
8 Default Service Plan Service Plan Subscribers Host Group Global 12/6/07 2:00 AM | H I | b
‘J fotc_instagram_special_ipvd  Facebook Traffic Control - instagram spedial ion Global 6/1117 851 AM Ca ta Ogs W I e
& totc_instagram_special_ipv6  Facebook Traffic Control - instagram special ion Global 6117 851 AM .
il oic_lorg_tree_ipvs Facebook Trafic Conra -kra feeovd  Global 611117 846 AM created automatical |y
\a totc_jorg_free_ipvé Facebook Traffic Control - iorg free ové Global 6/1/17 8:46 AM
i Mic_iorg_special_ipvé Facebook Traffic Control - lora specalipvé  Global 6/1/17 8:45 AM
il totc_iorg_special_ipve Facebook Traffic Control - ioraspecaliové ~ Global  6/1/17 8:46 AM
- fotc_whatsapp_free_ipvd Facebook Traffic Control - whatsapp free ov4 Global G117 915 AM
i motc_whatsapp_free_ipvé Facebook Traffic Control - whatsapp free pvé  Global 6/1/17 915 AM
8l Unlimited Senvice Plan Service Plan Subscrbers Host Group Global  1/1/07 200 AM

Q“Oi’ See. Control. Secure. @
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The “Perfect Package”
brings MM USD for Pelephone

* A Subscriber can pay additional
2.5 USD from basic package and get:

* Snapchat, Waze, Facebook,
Whatsapp, and Instagram for free

* 4 categories of most popular apps in
Israel (Shopping, News, Economics,
and Sports)

* Already 300 K Subscribers opted in!

0 =

NI79Qm NFXPYIONA NJ2aN X979 nwIa 0PN A

(N7220 X27 DA .2 .J2) DANIX DNXW NIXPYI9OX NN 0NNia 2

V90 NY'an D N9 nYan D niwTn nYan AoIw nHan
o

" " \
T L | AN peis
2
ONE 3 UVSo o I9N91Y) IO Ynet aliexpress  ebay
orn
1 UNMO0 oores36s B0°3273 P T ATVR W ONT yad2
\ J . J \ J . 7

I NNAN P ONK Win'w 727 Qon nwJa N9 00N 3

2599 26. 23. 20

Q"Oil See. Control. Secure.
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Securing Revenues with
Fraud Prevention & Analytics

C&W

Caribbean

CABLE & MOBILE
SERVICE PROVIDER

More than 10% of the
revenues were saved by
fraud prevention on the
mobile business

Q“Oi’ See. Control. Secure.

THE CHALLENGE

* Decline in fix line business (competition.
churn) —

* Revenue leakage i
charging frauds

40%

% of Total Total Volume

* Lack of visibility wi

20% \

0%
THESOLUTION - ™33 sesiteaziis é
333333 R0 S8
3333333333333
 Allot Data Source hc:lpc:u galll giaiuial VIdIVIILY 111wV

effective, relevant customer engagement
 Allot ClearSee Analytics helped pinpoint reasons for
 Allot SmartPCC eliminated charging fraud (domain fc

BENEFITS

Stop revenue leakage

Accurate visibility of
customer usage

» DNS traffic grows to 12.5%

of total volume (1.2 TB per  yed for
day) in just two weeks, but
total volume stays the same

» Top 20 DNS users have DNS

connections lasting longer
than expected (>10min)

©zTY =



Revenue Assurance

Service Plan Rating Distribution

Rating Groups Distribution

)
=

Revenue Assurance Insight Center, is a powerful
solution that detects anomalies and insures the
integrity of the charging solution in ISPs. The solution
is able to notify upon detection of suspected traffic,
by analyzing trends and behaviors of portal traffic,
zero-rated traffic, fraudulent protocols, and
additional information that is collected by the
system. The insights are provided for events that
occur along the network or by a particular
subscriber, providing rapid response to fraud

attempts.

Anticipate 10%-15% Revenue
leakage prevention

Prefaid Rating Group Total Volume Rating-Group Precentage
200 165 53.23%
202 31.29%
23 48 15.48%
L Redirection Usage
. aOug
$ >
3 -
- . 2
5
8
:
.-
§ 4
kY
- [n‘r
Insight Center
Date Sevorty Innigt
LA Crtcel An Incrementing trend was foond for Rating-Grocp 202 duning ihe 188t 4 weeks
Warnng 5% Of the sl wlacrDenrs Usage, was POt redirecind or reported
12017 Cebe sl 2% % of he 1018 sUDSINDEC'S USA0S Witd NOL radreciad or reponed

© > g 53




Architecture for Delivering Innovative Service Plans ?

PCRF OCS
File Transfer: Block ~Facebook: Zero rate
WEB: Steer to Anti Malware VOIP: Charge 15 cents/min

All Others: No Action All Others: Charge 5 cents/min

= & e
§§§ §§§ coo| users Allot_Service_
—j =222 Gateway
Metering & Charging per: Integrating Billing Systems
* Application * Online charging — Real time billing (1 sec
* User/users granularity)

 Offline charging

Q“Oi’ See. Control. Secure. @
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Delivering Application Based Charging =7

Allot TDF Data Plans:

* Pre-paid Additional Use Cases:

* Post-paid * Tiered Data Rates
* Quota

Allot TDF Trigger * Premium Content

Actions: * Heavy User Control

* Block * Application Control

* Throttle HotSpotting | Zero Rating Roaming Congestion . Pare?ta' .

* Portal Redirect Data Avoidance ontrols an

Anti-Malware

Increase ARPU & Customer Loyalty

)
Al |Ot * Global Experience

Know How * Fast Time to Market (<4 mos) Proven Success
Q“Oi’ See. Control. Secure. @ § @



Working with Partners in the PCC domain =7

o
ORACLE Hewlett Packard = alial, REDSNEE
. Enterprise ERICSSON cIsco.
HCSg 257%‘1/ L comptel
SmartPCC RN ZTE
Solution |
Parli oyniverse DigitaRoute () recnormee NOKIA
- KAJPZR)KKY 8 Bitdefender McAfee % 3- amdocs
Technology
partners NEC /NetCracker MicroStrategy SOPHOS (RAD [ee] 9 teclo

Q“Oi’ See. Control. Secure. @
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Regulatory Compliance
with SmartRegulator

O =




Allot’s SmartRegulator offering __
for Regulatory Compliance v

NETWORK
INTELLIGENCE DATA RETENTION CONTENT FILTERING CYBER SECURITY
Q"Oil See. Control. Secure. @ § @



SmartRegulator: Regulatory Compliance Eﬂ

Value Proposition

The Allot SmartRegulator solution is specifically
designed to enable CSPs to meet national law
enforcement and/or homeland security authority
requirements — cost effectively.

It is a flexible, powerful, and scalable solution that
resolves current and future threats through
adaptive machine learning of malicious behavior
with a dynamically expansion in threat
identification.

Policies are centrally deployed across the entire
network at a national scale and steering/chaining
capabilities easily integrate 37 party products for
enhanced solutions.

Q"Ol. See. Control. Secure.

s

Key Benefits/Features

Allot offers a unique, unified solution based on
massively scalable, in-line protection that
inspects every packet and delivers the following
key benefits:

e Granular, big data visibility into network, user
and application behavior

* Blocking illegal content, such as pornography,
violence, drugs, child abuse, fake and
untruthful content and illegal applications

* Unlimited retention of detailed usage records

* Protection of network infrastructure against
DDoS attacks

© = (g



Regulatory Compliance: Visibility —|

* DPI traffic awareness overcoming encryption

* Automatic classification of application, user,

session, device, location, content, and type of o—
interest (browsing category) -O- @

* Thousands of applications and protocols

expandable through frequent updates 2
* Detailed extraction of Web traffic information

* Recording and storing of online usage records
for data retention projects

* Unified GUI for reporting and analytics

Q"Ol. See. Control. Secure. @ ﬁ‘_: @ e0
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Q"Oil See. Control. Secure.

e

Data Retention/Web Activity Log __
(Allot ClearSee) )

* Per subscriber detailed web activity log

* Which URLs were accessed?
* Which applications?

* For how long?

* On which device?

* Big-data scalable for long data retention
* Built-in high availability

* Simple interface for retrieving user online
web log

©

11
@t



Regulatory Compliance:
CONTENT FILTERING

* [llegal URL filtering
* Restricting access to app

* Parental controls — category-based
blocking of inappropriate content

* Tethering control

Q"Ol. See. Control. Secure.
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App Restriction |

* High precision block (100%) of social
network services, VPN, and anonymity

* Out-of-the-box library of thousands of
applications and protocols expandable
through timely updates or self-service
interface

* Disrupt (rate limit) instead of blocking
* Device tethering awareness

Q"Ol. See. Control. Secure.




URL Filtering (Service Gateway) E_]

* URL filtering using IWF blacklist

* Import blacklist policies from a national
regulatory organization

 Automatic distribution and activation
* Encryption agnostic

* Varied content management actions;
block, redirect, and disrupt (rate-limit)

Q"Oll See. Control. Secure.



Regulatory Compliance: Cyber Security

* Comprehensive threat intelligence
* Blocking of Dark Web access tools

* Protecting infrastructure against DDoS
attacks

* loT botnet activity monitoring and
containment

Q"Ol. See. Control. Secure.
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Restricting access to Dark Web j;

* Blocking access to a variety of Dark Web access
tools, anonymity, and VPN services

* Machine learning technology

* High precision DPI identification (100%)
sustainable over time for a variety of services

TOR

Psiphon

Ultrasurf

Spotflux

Yandex Turbo
* Opera

Q"Oil See. Control. Secure. @ § @ o6



Q"Ol. See. Control. Secure.

Anti-DDoS (Allot DDoS Secure) Eﬂ

Scalable inline volumetric anti-DDoS

Rapid mitigation (10-30 seconds)

High precision - all traffic is scanned

Takes care of both inbound and outbound attacks

Network Behavior Anomaly Detection (NBAD)
technology

Rate limiting

BGP Black holing
Asymmetry support
Centralized architecture

Detailed threat intelligence on attackers and their
targets in the networ

O
jo1
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Q"Ol. See. Control. Secure.

Anti-Botnet (Allot DDoS Secure) E:]

* Anti-botnet behavior-based detection and
isolation

 Variety of actions: Block, redirect, report

e Host Behavior Anomaly Detection (HBAD)
technology

* Out-of-the-box behavioral patterns
* Address-scan
Port-scan

Flow-bomb
SMTP-bomb



Q"Oil See. Control. Secure.




