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Network Performance Monitoring
(oH Bce elue aKkTyaneH? unm yxe ycrapen)
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5% Bcero «bapaaka» crny4yaeTcs
n3-3a CETU — a BOT OCTarllbHble
95% KporTcAa B caMux

NPUNOXEHUAX U HACTPOUKaX UX
) CepBEpOB...

TaK TOBOPAT KIMMEHTbI Y KOTOPbIX BHELPEHA

BCECTOPOHHAA KOHUENMUNA MOHUTOPUHIA
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[Tpn3Hakn «Bapocnbix» KnneHToB

Bbipocnu na coctosdgHnsa “3T1o He y Hac, cmoTpute y Bac...”

Network team — He «Manb4uK Oong OUTbAY», a pa3BeaUmK...
BbIMOJIHAIOLWMN OLICTPOE U TOYHOE CYXXeHUe AoOMeHa NoucKa npobrnemsi.

\ N

N ouTBa
aBTOPUTETOB

pa3pO3HEeHHble
cpeacTea

OTO He y Hac...

\\ \
NHTerpmpoBaHHble h A
cpencrea CoTpyagHN4ecTBO / BbIFO,D,a/

Ponb Network team: noMmmMo npegocTaBeHnNst CepBUCa «BCE
paboTaeT», KOHTPOSb COCTOSIHUSA «BCE paboTaeT ObICTPO»

riverbed -
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YTO NnpuknagHuUKn XoTAT 3HaTb NPO CeTb?
...KpOMe OTMa3KM YTO Yy Hac BCE HOpMalbHO?

NnakeToB
10J10Chbl L

Lack of
Caching

Huge
ghiects

9TO NPobrembl BOOBLLE cpean Bcex -
npunoxenun nnn KOHKPETHO ¢ monm
npunoxeHnem n STUM KnveHToMm HeaddeKkTMBHO HO «BbICTPOY...
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AHaTOMUSA TpaH3aKunmn

Client Browser

WAN

OS TCP/IP Stack
IIS Web Server

‘ .NET Worker
Process

LAN

VMware

o OS TCP/IP Stack

Apache

Java App Server
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Page Render Time
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oeanbHasa nMHTerpauns
1.

2.
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Koppenaumsa Bcex MeTpuk 1 0ObeKTOB.

rno epemMeHuU

KoHTeKCTHbIN nepexon n3 NPM B aHann3 TpaH3akuun
no 3anpawueaembiMm URL (NPM=2APM)

KoHKpeTnsauma n3 aHanunsa TpaHsakuum B Npon3BoanUTENbHOCTb
cetn (APM=>NPM)

no 3anpawueaembim URL (APM=NPM)

riverbed °
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Portal: nHdpacTpyKkTypHasa Tononorus
KpacuBaga KapTUHKA ONd oTaena akcnnyartauum

= LIBeT onpenensieTcs METpUKaMmM OObEKTOB

= MeTpukn obbekToB bepytca ns cpegctes NPM n APM
OOHOBPEMEHHO

fif ws#CTStock

& tfdndataaccess 01
& tfdnconnec 101
ne
J e tfdnsecure0 arr ws#CTAuth

e
o wsHCTSecure fat ws#CTTraderD ...

™ ws#CTCommo._.

& tfdnportal01
‘::'f ws#lradeFast
Al
F‘I & tidnsteela ——
- - o ws#CTTrading...
H————}‘EI & tfdndb01 ‘
End Users —

riverbed =




riverbed

Portal: KOHTEKCTHas Koppenauus F@RCE

Npn NOAKJTIOHEHNN K MNMopTalty BCEX NCTOHYHUKOB aBTOMAaTtnU4eCKu

N «N3 KOPOOKM» OOCTYMHbI KOMOUHNPOBAHHbIE METPUKU
TFDNSecureO1.rpm.riverbedlab.net: Host Details (A...

@ Recenthour (] G H & [

CPU Usage (%) / — #iaq Chart (Incoming Request...
1004 A NOMKUMO KapTbl NPUIIOXKEHUS 1 geTarnen xocTta

\\ '.'/ _\'\‘
50{ \\\ BO3MOXHbI NpedcTaBfeHUs: . &
. '\,/\,J I ~| CeTeBOW NPOU3BOAUTENBHOCTH, , , : :
1510 15:20 15:30 15:40 COCTO;‘HM;‘ MHCbpaCprKTypbl 5:40 15:50 16:00 16:10

Disk I/0 Usage (%) obLyas oueHka 300poBbs hart (Outgoing Request...
pisk 1o Uiization| W T.M. C BO3MOXXHOCTbHO KaCTOMU3auunuun

0 l.\ 24 y.’ : ""v &‘/ ..v T 14 v l‘ l | .\ = ‘ IA - .."’ ..-v" ..— 1 0 T T T T T T 1
1510 15:20 15:30 15:40 15:50 16:00 16:10 1510 15:20 15:30 15:40 15:50 16:00 16:10
Memory Usage (GB) Inbound and Outbound Throughput (kbps)

154 1000
R e
o V\ d &
054 }—\Mﬂ\/\/"/ \/\ \NW\
0- T T T T T I 11




MHTerpauunga: xody sngetb NPM n3 cpeacts APM

) |<a>|_<nom TpaH3aI-<LI,I/II/I eCT.b KHOIMMKaA... Netching TrEnssstans
B “VIeW TransaCtlon Deta”S”: Response ¥ Completion  Transaction

Time Time Type

Hac nHTepecyeT pasgen Resources

OVERVIEW URLS TOP CALLS CALLTREE EXCEPTIONS SQL ENVIRONMENTAL PERFORMANCE AJAX RESOURCES ANALYSIS OPERATORS

@ AJAX (no data)
& Resources
‘ Filter by URL ‘ ® All O Documents O Style O Scripts © XHR O Images O Media O Fonts O Other Show server-to-server
URL Status Content Type Size Duration 9s 100 200 300 470.786s
@ tfdndataaccessO1.rpm.riverbedlab.net/CTStock/Se¢ 200 text/xmil 1.5KiB 0.120s |
@ tfdndataaccess01.rpm.riverbedlab.net/CTStock/S¢ 200 text/xml 1.5 KiB 0.092s |
@ tfdndataaccess01.rpm.riverbedlab.net/CTStock/Se 200 text/xml 1.5KiB 0.102s |
@ tfdndataaccess01.rpm.riverbedlab.net/CTStock/Se 200 text/xml 1.5 KiB 0.098s ]
@ tfdndataaccessO1.rpm.riverbedlab.net/CTStock/S¢ 200 text/xml 1.5 KiB 0.102s |
@ tfdndataaccess01.rpm.riverbedlab.net/CTStock/Se 200 text/xml 1.5 KiB 0.093s |
@ tfdndataaccess01.rpm.riverbedlab.net/CTStock/Se 200 text/xml 1.5 KiB 0.153s [
@ tfdndataaccessO1.rom.riverbedlab.net/CTStock/S¢ 200 text/xml 1.5 KiB 0.134s \
@ tfdndataaccessO1.rpm.riverbedlab.net/CTStock/Se 200 text/xml 1.5 KiB 0.122s \
B @ tfdndataaccessO1.rpm.riverbedlab.net/CTStock/S¢ 200 text/xml 1.5 KiB 0.102s | I

@ tfdndataaccess01.rpm.riverbedlab.net/CTStock/Se 200 text/xml 1.5 KiB 0.084s ‘ Irlverhed 13




MHTerpauunga: xody sngetb NPM n3 cpeacts APM

N gaxe eLle rnyoxe

= KHornka launch BblgacTt naketbl B AppResponse

® AJAX (no data)

= Resources

‘ Filter by URL ‘ ® All © Documents

URL
tradefastdn.rpm.riverbedlab.net/T radeFast/Orders.asp:
% tfdnconnectO1.rpm.riverbedlab.net/CTTradingHouse/Tr
@ tfdndataaccessO1.rpm.riverbedlab.net/CTTraderDataAc
@ tfdnconnectO1.rpm.riverbedlab.net/CTTradingHouse/Tr
@ tfdndataaccessO1.rpm.riverbedlab.net/CTTraderDataAc

O Style O Scripts O XHR O Images O Media O Fonts O Other

Status
200
200
200
200
200

Content Type

text/html
text/xml
text/xml
text/xml

text/xml

Size
11.6 KiB
4.6 KiB
5.1 KiB
723 B
763 B

Duration
33.910s
17.636s
0.102s
11.636s
0.022s

Show server-to-server

0s 10 20 33.910s
|

riverbed
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N BOT KakK 9TO paboTaer...

F"E@S“'RC = riverbed

FORCE FOR BUSINESS | RUSSIA
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Bot ecnu bkl y Bcex bbin SteelCentral

= Slides are in Appendix B of this presentation

B Connection Setup Time (TCP Servers) B Payload Transfer Time (Servers) [ Retransmission Delay (Outbound) B Server Response Time (Servers)

224

K
1

16:55 17.00 17:05 17:10 1715 17.20 17.25 17:30 17.35 17:40 17:45 17:50 17.55 18.00 18:05 18:10 1815 18:20 18:25
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Y kaxgoro ceon Mediamarkt...

HaudnHaa ¢ 1998 3akasuuk aBnsgeTcs cambiM KPYnHbIM
npencTaBUTENEM e-Commerce B CBOEM pernmoHe

hepsiburada.com ‘m [ o Girig Yap ‘m

18 MecTo cpeaun Bcex po3HUYHbLIX ceTen EBponbl

4 MunnuoHa nognucumkos, 8.5 MunnmoHoB noceTuTenen,
27 TbiCS14 3aKa30B eXXeaHEBHO.

.Net Hatde nx Bce, okosrio 800 cepBepoOB MPUNOXKEHNI

B 2013 rogy HECMOTPS Ha CTapaHUA KOHKYPEHTOB dynratrace; — Al g
AppByramies Obin BoIbpaH Riverbed = _ ,(1

|
A

WHTerpupoBaHHocTb NPM 1 APM 6bino peLuaroLwmm dakTopom oo o

Applinternals 80 agents + AppResponse 4200 7 - W :
+ Transaction Analyzer + Portal

© 2017 Riverbed Technology. All rights reserved. riverhedﬁ 20



riverbed

C yero sce Ha4yanocob FQRCE

* B koHuUe 2013 roga KoMmnaHua pelunna TpaHcopMnUpoBaTh
CBOM ecommerce busHec 1 3akasana nporpamMmmHoe peLleHne y
KpyrnHoro paspabotyumka codpra (+3000 nporpaMmMmncToB)

» KoMy nHTepecHo paspabotka ctomna $6 MunanoHoB
HenocpeacTBeHHO y 3aka34vunka pabotanu 112 pa3pabos
OHOBPEMEHHO.

» Uepes rog pabota Obinia rotoBa v 3akasduk NpucTynun K...
* Harpy3o4yHOMY TECTUPOBAHMUIO...

riverbed



...Haw koa noeaneH. Haw
MHCTPYMEHT KOHTPONA ABHO

yKa3biBaeT Ha MPUYUHY
npooremMbl B BaLlLlEeM MONCKOBOM

OBWXKe, KOTOPbIA KPpMBO HanncaH
n Tpebyet 3ameHbl!!!

Muctep: Camn Bbl NporpaMmMmpoBaTh HE YMEETE

Apxumekmop KooOa ripuanawéHHbIU 1Mo KOHMpaxkmy
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A 4TO ecnu Bawl UHCTpymeHT APM BPET?!! F@RCE

* yran npegMeT Ha BEHTUNATOp... NapTHEpPOM pa3paboTymka
6bin dynaTrace

« dynaTrace ybeautensHoO ykasbiBan B cTopoHy SDL Fredhooper
Search Engine, kotopasi nog Harpy3kom nokasbiBasna
3amMeqneHne BCEX BOBMIEYEHHbIX TPaH3aKUUN.

« Ha CIO gaBunu ropucThbl nNof yrpo3on HeyCTOeK noarankneas K
NnoanMcaHnlo «KpUBOro corar

* Ho y CIO obin otyeT Riverbed AppResponse o
npoussoautenbHoctu Fredhooper noaToMmy OH CONPOTUBIANCS..
riverbed
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—l

= — <4 e
= ® E|4E

= 4 =]

«Ctapas» .Net pa3spaboTtka «3aMOpPCKNN NPOAYKT»
.Net Application Servers

CepBepa Front n Back-end

il
il

[

Fredhooper nonckoBuk

N

(]

Riverbed === dynaTrace
==
Y |
B (Esepa

© 2017 Riverbed Technology. All rights reserved.
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yTo Xe Bmaen Riverbed n He
Buaen Dynatrace?!! NAKETBI

M Connection Setup Time (TCP Servers) B Payload Transfer Time (Servers) O Retransmission Delay (Outhouncd) M Server Response Time (Servers)
2.24

2_
158
16
1.4
1.2

14
05
06
0.4
0.2 !

U_

r—

T I I I I I I I I I I I 1 I I I I 1 I I I I I
16:55 17 : 17:10 1715 17:20 17:25 17:30 17:35 17:40 17:45 17:50 17:55 18:00 1805 1810 1815 18:20 1825 18:30 1835 18:40 18:45 1850

Tak BbIrna4eno BpeMA OTKITMKaA MNMpn SKCrityataunm
NMONCKOBWMKA CTapbIM MPUIOXKEHNEM

© 2017 Riverbed Technology. All rights reserved. riverheda 25
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FORCE

yTto yBuaen Riverbed APM (korga ynomanu...)

FORC

iﬁ-]Transaction Trace Analyzer: 2302033672 _crosstier.zip
File Edit Wiew Reports Scripks Windows Help

E FOR BUSINESS | RUSSIA

Tree Yiew ]Layout View] Sequence Diagram
Arrange by I Tranzactions with hierarchy LI ethod £ Start Ti.| End Time | Diuration |Active Time| Component| Thread ﬂ F’S, ' Z?s L 4'?5 L 6?5 L s?s L .m.'bs. L .uF'S. i 14|€'S. i 1'5]05
29 7 1 u 2] | 5erialize T o5team 0000000 151424000 151.42.. 0.000000 | Geneic  ‘windows Thead: 4740 [ |
¥ ‘writeProperties 0.000000 151.424000 151.42.. 0.000000 Generic  ‘Windows Thread: 4740 [ Blamed "Get"
“WriteGenercEnumerable 0.000000  0.000000  0.000000 0.000000  Generc “Windows Thread: 4740 | method which
WwhiteGenericEnumerable  0.000000  151.424000 151.42.. 0000000 Generc  “wWindows Thread: 4740 [ is calling
Get 0000000  96.848000 86.848.. H6.790000 Genherc  ‘Windows Thread: 4740 backend server
WwWiriteProperties 86548000 86.543000 0000000 0.000000  Generc  ‘wWindows Thread: 4740 |
13 Get B6.548000 151424000 64.576.. B4.544000 Generic  ‘Windows Thread: 4740 9 Async Hitp Call ]
[
—— WriteProperties Generic  Windows Thread: 4740 |
af H 00
— | | R ] EndGoesporse 2976000 2975000 _ 0000000 Q000000 v i Tiegd 217
- Systemn Net Sockets Socket DobeginReceive 2376000 2376000 0000000 0000000  Remote  ‘wWindows Thread: 2128
- Spztem. Met. Sockets. Socket DoBeginFeceive 2408000 2408000 0000000 0.000000  Remote Windows Thread: 2740
'1 5|:| ------- Syztemn. Met Sockets. Socket [oBeginfeceive 5235000 5235000 0000000 0000000 Remote  ‘windows Thread: 5160 -
------- Spstem. Met Sockets. Socket DoBeginReceive 5256000 5.256000  0.000000 0.000000  Remote  Windows Thread: 5180 SENverin -
------- System Met Sockets. Socket DoBeginfieceive £.849000 E.849000 0000000 0.000000  Remote  ‘Windows Thread: 3704 sec (within SLA )
1 [”:l ------- Syztern Met Sockets Socket DoBeginfeceive 9.873000  9.873000  0.000000 0.000000  Remote  ‘Windows Thread: 3520
------- Spstem. Net Sockets Socket DoBeginfieceive 14520000 14520000 0000000 0.000000 Remote  ‘windows Thread: 4472
SU ------- Syztern Met Sockets Socket o DoBeginReceive 14535000 14535000 0000000 0.000000  Remote  ‘Windows Thread: 5132
P e | Systemn. Met Sockets. Socket DoBeginfeceive 14568000 14568000 0000000 0.000000  Remote  ‘windows Thread: 1832
------- Syztern Met Sockets Socket DoBeginReceive 14858000 14.8538000 0000000 0.000000  Remote  ‘Windows Thread: 50E2
[l ------- Spstem. Net Sockets. Socket DoBeginfeceive 17.868000 17.868000 0000000 0.000000  Remote  ‘wWindows Thread: 5836
e e | System Net Sockets.Socket Ocdd Long running | DoBeginfieceive 17.909000 17.909000  0.000000 0.000000  Femote ‘Windows Thiead: 5436
221 E ------- Sustem Met Sockets.Socket gockets where the DoBeginFeceive 17961000 17967000 0.000000 0.000000  Remote Windows Thread: 5836
------- System et Sockets.Socket HTTPE data are still [oBeginfeceive 17953000 17.983000 0000000 0000000  Remote  ‘windows Thread: 4676
------- Spstem. Met Sockets. Socket streami ng halti ng | y DoBeginReceive 18085000 18.066000 0000000 0.000000  Remote  Windows Thread: 1508
------- Swztemn. Met Sockets. Socket DoBeginfieceive 21.853000 21.853000 0000000 0.000000  Remote  ‘windows Thread: 3224
------- Spstem. Met Sockets Socket DoBeginfeceive 25182000 25183000 0001000 0.001000  Remote  ‘Windows Thread: 3552
------- Systemn. Met Sockets. Socket DoBeginfeceive 25.740000 25.740000 0000000 0000000  Remote  ‘windows Thread: 3504
------- Syztern Met Sockets Socket DoBeginReceive 25800000  25.800000 0000000 0.000000  Remote  ‘Windows Thread: 5468
Spstem Net Sockets Socket DoBeginfeceive 25858000 25858000 0000000 0.000000 Remote  ‘windows Thread: 1900
- Spstern.Met. Sockets. Socket DoBeginReceive 2h872000 25872000 0000000 0.000000 Remote  ‘Windows Thread: 1900
- Spstem.Met Sockets. Socket DoBeginFeceive 28473000 28473000 0.000000 0.000000  Remote windows Thread: 6064
- System. Net Sockets. Socket DoBeginReceive 2809000 28609000 0000000 0000000  Remote  ‘windows Thread: G072
------- Spstem. Met Sockets. Socket DoBeginReceive 28654000 23654000 0000000 0.000000  Remote  ‘Windows Thread: 1396
------- CSustem Meat Sacket: Snrkat T NP eninParaie DR RRANON 28 RREAON. AAOOONA. 0 ANnonan. | Pernnke Swhindriws Thread: RO72 -
i | ;lJ l | ;lJ KN i
Component colors: I I Generic Remote “web
Dizplay Pie Chart Help I

) 2230

—— ——
2243 2245

riverbed




nccnegyem otobpaHHble nakeTbl B Packet Analyzer

|TEPE|mDmrT|mé

q b

=
220.00
200.00
180.00
160.00
140.00
120.00
100.00
80.00

50.00

40.00

20.00

0

|©

Errorsis

MAX

Packet Analyzer was saying
"all TCP anomalies started
after "Zero Window"
syndrome ( yellow }"

¥ TCP Window Size Over Time

| Filter - TCP Traffic

W Cuplicate Acks
A Zerc Windows
W Retransmissions
B ACKed Missin...
B Lost Segments
W'Cut of Order

| Minimum Client Adverised Window Size Average Client Advertised Window Size Maximum Client 2. NPOOIEMa Ha ypoBHe TCP (4To onsiTb CeTb? HE COBCEM)

Min VWindow Size (Bytes)

15.00K

Q:Minimum 0 all the time?
Q'Who is client ?

10.00K

Q: Is this a network issue
A Not necessarily

500K

A:Qutsourced application server

N yx To4HO He Ha cTopoHe Search Engine

TCP 6ydepe yepes ACK's... BCE Bpems.

© 2017 Riverbed Technology. All rights reserved.

KnuneHTt ( HoBasi paspaboTka) NnOCTOAHHO coobLan O NofHOM

nopa yoeauTtb paspaboTumnka ncnosnbadysa Transaction Analyzer...

riverbed =



BCce 4YTO Transaction Analyzer 3HaeT o0 nakeTtax

Tree View | Tier Pair Circle  Data Exchange Chart I

Application Message Chart 5 7 6 K B X 1 O O O t p S 1 and network charts ﬂ [~ Show Dependencies
0 2 4 32

————1+ =576 MB OXX1OaeMbIX JaHHbIX B ——————
cekyHay — 50% LAN throughput -
ana 1Gig. S

This is a 576KB response \

stream from backend search
server to app server. It took
28.4 sectotransmit in LAN

HO BOT A/1a cepBepa ( a BepHee
ansa ctaHgapTtHoro cteka .NET)

L+ 576 KB fns cokeTa Gbino yxe announcing oy Dufor 15l fo
o o get it. These announcements
Networ Paet Crat MHOrO, NO3TOMY KaXabl HOBbIA | made via O window TCP acks.
P a i s ey are everywhere 11 ® 3
socket «oTroBapuBan» search /T
frme= | engine nocbinatb 6onbLue
d cniiss  TAHHBIX.
1
';m =nd AC[5YN and ACK { A zero-window pre ov A zero-window pro... (Retranzmission of{A zerc-window pro... Ammndowpr{
eI BOMPOC Ha 6 MWNNOHOB: a s AT e T e e L e = :
) ﬂ 3a4eM CTOSbKO JaHHbIX B \‘ll | m ;
zanpoce?!!! _of
TCP: * Carries Data * Dataless ACK Retransmission 1 Conn. Control Mot TCP
Dependencydela}rs:| _Ne_thJrk_Dflay - Application Delay User_'_l'hir?ll('_l'!me_lill_elay

2

18:57:54 3354 Maon Sep 29 2014
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B Hawen komnaHnu paboTaeTt HU
oanH CncagMmH U HA OOUNH He
BCTpe4van npobrnemy ¢ pasmepom
naHHbiX B TCP. To 4TO BbI
rosopute Yywb !l Haw anropntm
He OyaeTt paboTtaTb 6e3 BCeEX 3TUX
OAHHbIX, KOTOPbLIE Mb
3anpallnBaemM.

Mr. Knows Everything

Outsourcer Companies Military Grade Architect
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HO Transactlon Analyzer 3HaeT Aaxe Oonblle..ceRCE

AppDoctor - T i - o IEE
FORCE FOR BUSINESS | RUSSIA
Summary of Delays | BExecutive Summary | Diagnosis IStatistics | HTTP |
Protocol Decode Viewer - fredhopper_converted_from_guickview_from_quickview = =
|5 Frame |Source | Destination |Size |Send Time | Recw Time | Decode | Labels | Decode Summary ﬂ
J—
A~ 1 GE 0.00000 0.00000 TCP S5YNflag is set. This is the first step in the TCP connection open 3<way handshake. D= S5=0"7775YN SEQ=805121964 LEN=D WIN=8152
0.00033 0.00039 TCP SN and ACK flags are set. This is the second step in the TCP connection open 3w... D=_.__8 5 SYN ACK=805121965 SEQ=3585902620 LEN=0 WIN=3150

M O B Pss | - (099658 [ 099668 JHTTP | ]

1487 1.07761 1.07761 HTTF 200 OK [Chunked] ,I
»

ETH Ethernet II, Src:
ETHERTYPE Internet Protocol wversion 4, Src:
Transmission Control Protocol, Src Port:

Mo compression capability announcement in
----------- ) GET request's HTTP headers.

TCP D= 5= ACK=3585302621 SEQ=305121955 LEN=239 WIN
MHETTR GET /i T T e - = = = P F . - W . P
- HTTP: GET /i S == % e - = = = = = -_— E HTTP/1.1
i - HTTP: host: T— - -
- TER TAptured DyTtes
Request Caching Total 3 100
MNone 3 100

JlagHo bor ¢ Bamu n ¢ Bawmmn aaHHbIMK,
HO B crieumukaumm ckasaHo 4To Bbl
nogaep>xmBaeTe KOMNPECCUo AaHHbIX...?

Per Content-Type statistics for 3 Objects downloaded
Content T','pe| Numberl Percent | Average llbyles)l Mae {b}’tes}| Total (bytes)
ket ) 100 529,022 569,896 1,587,066

Content-Encoding and Compression statistics:
Contert Encoding | Mumber | Uncompressed Bytes ||Cornpression Percentage | Potentially Compressible Bytes || Potential Coipression Percentage

MNone 1 |der|tﬁl 3 1,610,146 N/A 1,610,146 30.81

Generate Webpage Peformance F{eport...l Help

Refine Metwoark Eﬁeds...l Update | Close |

riverbed

© 2017 Riverbed Technology. All rights reserved.
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Cpenctea NPM

N3 YEro COCTonT JII0OON MOHUTOPUHT

Net Flow SNMP [TakeTbl

MOHUTOPUHT B3aumogencteue ¢ [eTanbHbin aHanm3
KaHanoB C TOYKN KOMMOHEHTaMU ceTeBoro Tpaduka
3peHuns NHJPaCTPYKTYpPHLI
NPOXOXAEHUSA
Tpaduka

© 2017 Riverbed Technology. All rights reserved. riverhed 31
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NPI\/I B peaanom KN3HK
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Request PaM Response Payload
Network/Bandwidthatency Network/Bandwidth/Latency kets kets kets
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Mniocobl: < ) )@
*

NetFlow only

- OyeHb NpoCTO M OOCTYMHO

- Hepoporo

- MHhbopmauma o6 ncnonb3oBaHnn ceTu (Kem,
yeMm, Korga)

MuHychbl:
- Het oTBeTa Ha Bonpoc kak ObICTpo paboTtanu
nonb3oBaTenm

- MHTennekTyanbHble YCTPOMUCTBA + CNYXEOHbIN . 4

Tpaduk. \ L

- BHeceHune nameHeHuin B KoHpUrypauuto %10/100 Mbps

YCTPOWCTB + [OM. Harpy3ka Ha »eneso. Ethernet

- CteneHb getanmsaunmn obpaTtHo R
nponopLUnoHansHa CTOMMOCTM E1 "

- KONMYeCTBEHHBbIN, HO HE Ka4yeCTBEHHbII FrameRelay

aHanus Tpaduka.
B G
Riverbed NetProfiler — i g

MNponykT Ans aHanusa NetFlow  Netprofiler  Flow Gateway
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SNMP only

Mnwochbl:

- OYyeHb NPOCTO AELLEBO U AOCTYMHO

- MHdpopmauma o nosefeHnn KnodeBbIX
YCTPOWUCTB

- Bapbupyemas cteneHb getanmsauum

MuHychbl:
- CnyxebHbIn Tpaduk + CnyxebHbIN
HocTtyn

OTcyTCcTBME MOHUMAHUA TOroO, KTO U
YTO BbI3BaJIO TO UM UHOE CObObITHe
-YcpeaoHeHue nokasarterneu...

Riverbed NetIM
[MpoayKkT onga paboTsl C
KOMMOHEHTaMU
NHPPACTPYKTYpPbI C
NCNonb3oBaHNEM
SNMP

© 2017 Riverbed Technology. All rights reserved.
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SNMP enabled =

Authorization
Access allowed
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Packets F@RC E

Mniocobl:

- ABcontoTHas rnonHast BUAMMOCTb KTO,
4YTO, Kyaa, 3a4em

- PeanbHoe Bpems

MuHychbl:

- KaK 1 rge nepexsaTtbiBaTb?

- TOHHbI gaHHbIX B KOTOPLIX HAOO
YMETb pa3bupaTbCs U rae-1o XpaHnTb?

Riverbed NetShark
Riverbed AppResponce eXperrt

Wireshark
PacketAnalyzer-
TransactionAnalyzer
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Service Health

Servic

Service Tree
= PH-CIFS
Other-CIFS
CIFS-over
RDP-over-
= LDAP-over
Conneq
User B
Efficien
Inner-CIFS

Service Maps

Cthar-CF3S

Oithe - GIFS-Cli

RD P-ovar

smnEndUSI

Service Even
| Event ID | Alert L
40 ™ High

Bitsss

=L
=14 |
| Traffic Volume by Avg Bils/s
4
2M am ~—\
’ \\
0 . .

May 12, 14 - / Y

45 am k {
= HTTF S5L

HostsStarting 1 min ST AT ENEER

10.24.14.17
102414121
10.7.231.40

10.205.239 ‘
10.24.14.15 L
10.7.230.34 .
10167176 B
10.7.231 244
10.7 23067

10.246.11

i} Sh

PortsStarting 1 min|
| Host Group Pair with Port 1 - 200 of 711

Tratfic Broakdown by Host Group Pair with Port

Top 10 Host Group Pairs with Ports by Avg Bits/s

top/ad5 (microsaft—gla) LS8V Giow | Clent G | Pos

P4 Server -t DataCaortior P wpa345 (macrosch ds)
top 433 (ms—3gl—3)  PeSermet  PHilses ApALE (mcrosoh ds)
tcp.|25 (sm‘tp) OutaCortor MY DataCorsee I £pfi0 i)

OstaCurtor PH P Lisers ML (microsct) da)
uclpfd500 ipsec—nat—t)  OseCermer M DasaCarmer 0 wp0 40 (mewge
1epiBOE0 {webcache) OutaCartr-PH  PH-Users P ETD (ctvomagrate)

PHSeet  PHUsen P/ (retos ey
teprBl (hith)|  DetsCosterPH  DetaCorter P pdas (microsehde)

1opi338E (Me—whi-geryer) — DeeCemesrPH L PHlses PO )
OataCortor PH PH Users P40 (o epa

topd 1373 (Chromagrats)  OuseCester P10 DeteCorme 790 wpm00 (e
tepB00T (113 OeCaer il DutaCarmer 0 S0 (when teps)
OutaCortor-PH  DataCorter $%0  £p/1362 (whamrotn)
TCRU3ET (1030 DuteCenter PH DatCanter P4 wpidss pags)
DutaCorter-PH  DataCarmer P4 Wpotass (mef 9ol

DataCortor PH PH Users P 562 (lotarvie)
DutaCortor PH  PH Lners RS aveyp)
OataCartor M PH LUsers Ep/100% (blackjack)
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88 Service FH-CIFS = LOAP-over-Ly

riverhed Traffic on interface-group MWAN/Optimized.

Overall Traffic

Tratfic Volume by Avg LAN Bits/s, Avg WAN Bits/s

Hars
I

'
SugE, 11
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= Lok Bits iy WO Rl

'
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(IS 1] lim i1} 1n

Inbound Traffic Breakdown by Application

Top 10 Inbound Applications by Avg WAN Bits/s

n:
=

Reduct - Total Bitz 1 | Avg Net. ATT (ma) |

Su=23 1 S 3,14 ETTR B 201, 1d Sep 3, 14 Sep A, 14
LG ) [ RESN} 1.1 121 o 1

= Ciliiz_r 57 nclassified el —_CIFS - ST — WER - LOAR

= Cilrie_lC e Shos Painl ]
Inbound Tratfic by Application 1 - 200 of 350

Application Avg LAN B'm.-s| Avg WAN Biteiz %% Raduct - Avg Brlal % Reduct - Total Packets
WEB 207,146 (15%) 140,743 (@) 40.61% | | ] 0w [ ]
SMTP 271,841 {13%) 152873 (10%) 43.75% | [ ] 0% | ]
Gitrix_CGGP 580,757 (28°%) 501332 (31%) 14.88% [0 ] 0% | ]
SharaPaint 42813 (22%) 16,260 (1%) 62.02% 40m |

CIFs 175,472 (@%) 153436 (10m)  1256% [ ] 0w | ]
IPP 8,231 f= 1%) 2362.22 [<1%) B95.60% | [ ae% | [ 1
‘WebDav-HTTP 0,986 f 19%) 3282 [<1%) ©67.14% | [ 1 4e= | | ]
Gitrin_IGA 21,948 (1%) 16,809 (1) 2342% [ ] o | ]
NetBI0S_Session_ssmvice-CIFS 5814 f=1%) 1.256 [<1%) 7B40% | [ 1 o= [ ]
unciassifisd 244,708 {12%) 240,742 (15%)  1.62% [ | 0w ]
Googla_Analytics-HTTP 5,009 f 1) 2224 [<1%) 5560% | [ ] 4w [ ]
Wah_proy 6,868 [ 19) 4,090 [=ioe) 4D4Be. [ | me [ ]
Googla-HTTP 7543 f=1%) 4 866 [=1%) 3540 [0 | fme [ ]
Rambler ru-HTTP 3,460 f=12¢) 1.483 [<1%) 57.82% | | [ | ]
Doutsledlick-HT TP 4,130 f=1%) 2204 [=1%) 48645 | [ ] e ]

80,140,374, 464
71,951,974, 400
53,470,432 192
16,059, 170,008
13,327,785,084
4,750,166.456
4,054,670,752
3.108,307.056
2,756,748.832
2,368,355, 456
1,684,487, 7356
1,680,457, 392
1,618,932 224
1.213171.216
1.164.957.432

(34%)
(27%)
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