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Tpun Kntouesble GyHKUNMU T ey ‘-

- Cneu,manmmposaHHaﬂ CnNctemMa O6pa6OTKM 3dABOK Ha AO0CTynN

- WHCTpPYMEHT NpeBeHTUBHOM OLEHKM PUCKOB

- MexaHM3M KOHTPO/IMPYEeMOro aBToMaTU3MPOBaAHHOIO
BHeApeHMA ceTeBbIX NPaBUA U MNOJUTUK AOCTYNOB
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Cuctema o0bpaboTKM 3aABOK Ha ceTeBOM AOCTYN ' ,"
O6LWwmt PyHKLUMOHAN

MbKkn GUI-KoHcTpyKTOp NnpoueccoB (workflow) no waram
BHECEHUA U3MEHEHUMN:

* 3anpoc,

* yTBEPXKAEHME PYKOBOAUTENEM,

* Y1BepKaeHue cnyxobom UB,

*  TexHU4YecKkuin amn3aiH,

* BblnoNHEeHWEe 3MEeHEeHUN,

e [lpoBepKa u NoaTBepPXKAeHUE U T.1.
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MNogaya 3aABKKW Ha 4oCTyn BWsHec cornacosaHme Y TexHWHeckHni gusanH }  ClueHka W ogoBpedme no WMB :- EHegpeHne npasun gocryna
/ [HaYanNEHKE] /  [MT-nogpasgeneHule / .-'" (MT-noapazgeneHmne]
! / |
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Cuctema o0bpaboTKM 3aABOK Ha ceTeBOM AOCTYN ' “
O6wmnit GyHKLMOHAN ufin

M6Kuim GUI-kKoHcTpyKTOp npoueccos (workflow) no waram
BHECEHMS U3MEHEHUN:

- [AaTb MexaHNU3MOB Ha3HAYEHUA U AeNerMpoBaHMA LIAros
- Ponesasa mopenb pacnpeaeneHuna 3agav

- Cuctema BeTBNIEHUA YCNOBUN («TO — ecnn»)

- Pepaktupyemasa KOHCTpyKumAa SLA

- Web-uHTtepdenc n nuterpauma ¢ email

- Co3pgaHune cobCcTBEHHbIX KOHCTPYKLMI, NONEN, YCNOBUN

Task Mame

1

Condition Participants ¢ Assignment mode %\
rf‘\, A [P— B

| if: | Application Name - !1 Contains v| mobile (=] (=) | Select.. | | Self-assigned
| | And ~ | | Application Mame - | _Contains '| fraud =l i S

And i"Source - | o request intersects with - i !_IP - ! IP: 50.1.1.0 fim= T =]

Metmask: | 555.255.255.0
ifs | Applicatioﬁ Name - | | Contains - i tos = + ! i Select.. | i_gé-l;’;signed 'I
: And - ! : Application Mame ~ | | Contains ~ | | mail & | Byl
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Cnctema 06paboTKM 3aABOK Ha CETEBOM AOCTYN e ‘.

CneunannsmpoBaHHbIN PYHKLUMOHAN

- npl/IBFBKa laros npoueccos K peaJibHbIM TEXHUYECKMUM A dHHbIM CETU 3aKa34mKa

- ConpsaxeHune «n3 Kopobkm» ¢ moaynem Tufin Secure Track (He TpebyeTca MHTerpauua)
B pe3ynbTraTe — Ha 3a4aHHbIX Warax 3aaBoK no obpaboTke goctyna:

- Cucrema onepupyet ob6bekTamu 13 6a3 M3, KOMMYTAaTOPOB, MapLLUPYTU3AaTOPOB U T.N.

- Cuctema MUHUMUBUPYET U ONTUMUINPYET NAHUPYEMOE N3MEHEHMe (an3anH
N3MEHEHUN)

B yem otanume ot cuctem Service Desk? Il
I

Cisco

ol PP

“@ JUﬂIPE'F @ Security @

Check Point




MHCTPYMEHT NpeBEHTUBHOM OLEHKM PUCKOB | ‘
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- BbiiBAeHME NOMNbITOK BHECEHUA N3MEHEHMUM B CETEBbIE YCTPOMUCTBA,
NPOTUBOPEYALMX 3a4aHHbIM NO/IMTUKAM B KOMMaHWUKU (NpeBEeHTUBHO)

- B0O3MOXHO co3gaHue NoATBEPKAEHHbIX UCKAOYEHUM (Npy HeobxoammocTu)

Giskhnaly;is.}| Designer... || Verifier... | | Security Zones... | | Import...
Target Source

| &~ pe2 192.168.3,105/32

| 2 | Pe_1
Palo FW 02 Migrated
| RTR1

S

Destinaticn Service/Application |dentity Action
172.16,120.80/32 ssh Accept
172.16.130.98/32 telnet
tftp
Security Policy
Severity Violations
B citical  Trafic

Sources in zone Default/p_PM: 192.168.3.105/32

Destinations in zone Default/Amsterdam_SiteB:A 172.16.130.98/32
Violating services: 55
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MexaHWU3M KOHTPO/IMPYEMOTO

A 4

dBTOMATN3NPOBAHHOIO BHEAPEHUNA NMPaBU

Mogaynb SecureChange obpauaerca K moaynto SecureTrack u nposepser:

- TeKyLLyo CTPYKTYPY NPaBUA Ha KaXKA0M CETEBOM YCTPOMCTBE B NyTH

QA

- BblbupaeT onTUManbHyO CTPYKTYPY POPMUPOBAHUA N3MEHEHUS B KaXKAOM YCTPOMUCTBE B
COOTHOLUEHMMW TOFO, YTO B YCTPOMCTBE Y¥Ke ecTb

- OTobparkaeT nnaHMpyemoe n3meHeHue B rpaduke u Ha Aasbike OC

- Hpe,u,naraeT MeEXaHN3MbIl MPaBKUN U NoATBEPKAOAEHNA USMEHEHNA

- CamMoCToATENBbHO MOXKET KOPPEKTHO NPOMNnUCaTb npanmo!

~ Bxternal_access_out

[ Inserted [ Deleted

Customize rule

Action

Source
Host/Network

Destination
Host/Network

ACL

1SG-Bordeausx 4

192.168.3.110

NetworkGroup_40

Datacenter_access_in

smtp/tcp

€

I5G-Bordeaux

>

set address "DMZL" "Hest_10.100.562° 10.100.5.62 255.255.255.255

set address "LAML" "Haost_1000.05.207 10.0.5.20 255.255.255.255

set podicy id 2 frorm "DMZL" to "LANL" "Hest_10.100.562" "Hest_10.0,05.20" "HTTPS" permit log
set address "Untrust” "Hest_10.100.5.62" 10.100.5.62 255.255.255.255

set address "DMZL" "Hest_10.0,05.207 10.0.5.20 ¥55.255.255.255

set policy id 3 from “Untrust” to "DMZ1" "Host_10.100.5.62° "Host_10,0.05.20° "HTTPS® permit log

SRk set policy id 4 from "Untrust” to "LAMNL" "Host 10.100.5.62" "Hest 10.0,05.20° "HTTPS" permit log
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