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CoBpemeHHbIn SOC
HEBO3MOXEeH 0e3 ceTum.

Network-based technologies enable
technical professionals to obtain
quick threat visibility across an entire
environment without using agents.

4 4

Source: Applying Network-Centric Approaches for Threat Detection and Response
March, 2019
ID Number: G00373460
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All statements in this report attributable to Gartner represent Vectra’s interpretation of data, research opinion or viewpoints published as part of a syndicated subscription
service by Gartner, Inc., and have not been reviewed by Gartner. Each Gartner publication speaks as of its original publication date (and not as of the date of this presentation.

The opinions expressed in Gartner publications are not representations of fact, and are subject to change without notice.
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Mcnonb3oBaHue N nomoraet 60poTbCHA C N3BECTHLIMU U '
HEWU3BECTHbIMWN aTakaMy U BEKTOpaMM aTak

tools

Transient

A
' Durabl ver hr h Vectra Al
learning v Focused on what the threat actor is doing
. | v Both novel and known attacks
% v Cover attack vectors: IT, IoT, laaS & 0365
©
3 Labeled coverage of known threats
- Threat _ _
=] : Intel v Vectra Threat Intelligence is fully managed
o Domain and curated by Vectra
a - v Domains, IP addresses and in-use attacker

Known Threat Coverage Novel

TTP = Tactics, Techniques and procedures VECTRA
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Threat Detection & Response

IDENTIFY

Asset management
Business environment
Governance

Risk assessment

Risk management
strategy

Source: NIST Cyber Security Framework
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PROTECT

Access control
Awareness and training
Data security

Information protection
and procedures

Maintenance

Protective technology

DETECT

Anomalies and
events

Security continuous
monitoring

Detection process

RESPOND

Response planning
Communications
Analysis

Mitigation

Improvements

RECOVER

Recover planning
Improvements

Communications

VECTRA
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Vectra octaHaBnmBaeTt npegoTepallas B3nIOMbl.
,U,eTeKTI/IpOBaHI/Ie dTakKM no nosegeHumio

Discover and
_ Cleanup
Security Gap

Event Incident Breach

VEGLRA
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TunoBasa ataka Ha KOMMaHuKo

What a sophisticated attacker, an APT group and malware do through the Cyber Kill Chain

Initial access and

compromise

* Inside attacker

« Phishing emails and websites
+ Exploiting vulnerabilities

« Hardware additions

* Removable media

« Compromised accounts

« SaaS control plane

CONFIDENTIAL

Hidden communication
with attacker’s systems.

Setting up utilities on
the compromised systems.

Searching the network for
for accounts, hosts, service
and data.

Gain more
privileges and access

Move laterally

Steal or delete
data

Elevating privilege levels
and moving towards the
objective.

Accessing and compromising
additional systems
and accounts.

Encrypt and
manipulate data

Hijack resources and
build botnets

The breach.

VECTRA
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O6'be|ul NHAeM aHalinms Data scientists and security researches build

and continually tune self-learning behavioral

yrp03 7 HayKy O models that enrich metadata with machine
learning-derived security information.
NAaHHDbIX.

Security Research Data Science
Fundamental attacker behaviors @ Team of PhD data scientists who
sourced from securing the world’s codify behaviors across unsupervised,
most sensitive assets supervised and deep learning models

Security Analyst in Software
97% of the MITRE ATT&CK framework
Security enrichments (e.g. privilege)
Automate Tier-1 activities: 34X workload reduction

VECTRA

CONFIDENTIAL SECURITYTHAT THINKS® 8



Vectra ncnonb3yeT HayKy O AaHHbIX

Global Learning

&S

UTto: HanTtu ckpbIThle YepThl, KOTopble
eCTb y Yrpo3 B obLuem

3ayem: bbicTpoe aeTtekTMpoBaHue
NS0Xoro noBeaeHusl, He TpebyeTcs
nokanbHoe oby4eHune

Kak: Supervised machine learning

Mpumep: Random Forest (anropmtm
MaLUMHHOIO 0By4eHus)
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Local Learning

®
Y, oW

e

Yto: OByyeHne HopmarbHOMY
NOBEAEHMNIO M MOUCK NPU3HAKOB
atak

3adyeM: BbigBuTb crnegbl ataku,
YHUKarnbHbIE B CETU

Kak: Unsupervised machine(
learning

[Mpumep: K-means clustering
(MeToA knacTepusaunn)

Integrated Intelligence

¥
*’:‘:
by

UTto: ABTOMatn4eCcKuim CKOPUHT XOCTOB
4TO6bI NOKa3aTb OBLLNA YPOBEHb
3apaxeHHOCTU B CeTU

Why: BbICTpO 0TBpPOCUTbL HEHYXHbIE
coObITUSA, YTOObI NOKa3aTb KIoYeBblie
MOMEHTbI aTtaku

How: OTcnexuBaHune cobbiTui BO
BpPeMeHU BO BCex (pasax aTaku

[Mpumep: Bayesian network
(rpadpoBasi BEpOSATHOCTHAA MoAesb)

VECTRA
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Vectra getektupyer
noBegeHue 3rfI0yMbILLNeHHUKOB MO BCEW LIENOYKE aTaku

Command and Control

External Remote Access

Hidden DNS Tunnel

Reconnaissance

Internal Darknet Scan

Hidden HTTP/S Tunnel

Port Scan

Lateral Movement

Privilege Anomaly (multiple)

Multi-homed Tunnel

Port Sweep

Suspicious Remote Exec

Suspicious Relay

SMB Account Scan

Suspicious Remote Desktop

Suspect Domain Activity

Kerberos Account Scan

Suspicious Admin

Malware Update

File Share Enum

Shell Knocker

Peer-to-Peer

Suspicious LDAP Query

Automated Replication

Pulling Instructions

RDP Recon

Brute-Force Attack

Suspicious HTTP

RPC Recon

SMB Brute-Force

TOR Activity

M365 Suspicious activities
(several)

Kerberos Brute Force

Kerberos Server Activity

Threat Intel Match

Stealth HTTP Post

M365 Account compromise
(several)

CONFIDENTIAL

Ransomware File Activity

SQL Injection Activity

M365 Prilege & account
anomalies (several)

Data Smuggler

Smash and Grab

Hidden DNS Tunnel

Hidden HTTP/S Tunnel

0365 Power automate

0365 Mail forwarding

Botnet Monetization

Abnormal Web or Ad Activity

Cryptocurrency Mining

Brute-Force Attack

Outbound DoS

Outbound Port Sweep

Outbound Spam

VECTRA

SECURITY THAT THINKS 10



Hn3kun Wwym & BbiICOKad TOYHOCTb

v

Vectra Oaem eam amo

19286 29827

Events Flagged
Hosts Observed

1249

Detections

wn:hD t ct

Automation Eff‘mency Boost: 44x
Vectra automatic [Iy identifie

I helping your team foci threat mitigat and rapid
t b

hreat response

\ l
|

BonbwuHcmeo NDR denarom amo

v 200K hosts monitored
Sophisticated detection capability
Accuracy/relevance of detected behaviors

BusHec nony4yaet = CHMxeHune Harpy3km Ha SOC

Host Severity Summary

FIEI-

B 28 ..

1 467 ..

hﬂ_

[Note: Peak severity over POC range]

CRITICAL,

63 oo

Ed

U Hosts

Cognito otaensieT BbICOKOTOUYHbIE CUrHarbl OT eXXeAHEeBHOro Lwyma

Source: Actual customer environment in a large multinational enterprise
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Hanbornee To4HOE N 3P PEKTUBHOE peELLEHNE _

Anda AeTeKTnpoBaHnNe M3BECTHbIX N HEU3BECTHbIX YIpPoO3

SIEM/logs He gatoT nonHbIn, rmy6okuin, AeTanm3npoBaHHbIN BUA.

@i EDR He Be3ge ycTtaHOBMEHbI 1 MOTyT ObITb 0O6MaHyThl. Korga 4To-TO crnyvaetcs,
9TO BCerga BUaHO B CETW.
- Vectra MoXeT AeTeKTMpOBaThb Takue aTaku, KoTopble Apyrue He MoryT Detect On-prem & Cloud

No decryption of traffic

Vectra’s Al koOMOUHMPYET Kak noBedeHne aTakyoLwero, Tak CETEBbIE
aHomanuu npu nOMoLLY NPOABUTON aHaANMUTUKU U KOppensaunm No signatures

-> Jlydwee getekTtupoBaHue “signal to noise ratio” B peanbHom _
BpeMeHMU Maps 97% Mitre Att@ck

Vectra vHTerpupyetcsi B akocuctemy SOC Can run 100% air-gapped
- MpsimMo N3 KOpobkun ¢ 6ONLLUMHCTBOM CUCTEM, OTKPbITbIU API

BesareHTckoe BHeapeHne, camoobyvyeHne, UHTYUTUBHbIN
Nnonb3oBaTeNbCKUN MHTEPdENC
‘:

Comes with curated threat intel

Vectra is a pioneer in Al & NDR
- MpoaykTMBHOCTL paboTbl aHaNUTUKa BbipacTaeT B pa3bl

Trusted by 500+ organizations

MuHUMYM NOXHbIX cpabaTbiBaHUW, NpuopuTe3auuns yrpos, asTomatmsaums
pearmpoBaHust Ha UHUWMAOEHTbI
-> 34X cHUXXeHue BpeMeHHbIX 3aTtpaTt SOC Level-1,

lNMepexoa oT aHanu3a MHUMAOEHTOB K TPUaXy BCel aTaku

3a CYUTaAHHbIe MWHYTbI

VECTRA
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be3onacHOCTb, KoTopada AyMaer.
CueHapvwl NCNONb30BaHUA U NONOXUTENbHOE BIIMAHME HA DU3HEC

c YBenuyeHue BbinonHeHne TpeboBaHUN E 5
HUXxXeHne puckKka B3JiomMa €e30MaCHOCTb B OOJiaKe
P achdekTtnBHoctu SOC perynstopos
N\ d o= >
1 a— <,
[leTekTpoBaHue ataku B Ontummnzaymsa ROI ApanTtauus K Busyanusauyus
npouecce; npegorspalleHne CTaHOapTam npunoXxeHnn SaasS
B3noma perynsitopos
MoHMMaHMe macwTaba ataku PearnpoBaHune Ha npaBusibHble [MpocTas nHTerpaumsa c 3awmTta umdposomn
WHUWAEHTbLI B NpaBUIbHOE CyLLECTBYHOLLUNMU TpaHchopmMaunm
BpeMs peweHusamu Nb

VECTRA
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[TnaTtdopma Vectra Cognito SIEM, Data Lake

PN

Vectra Ul Security enriched
_ - Vectra Apps for
with Dashboards, Investigation, SIEM solutions metadata
Reports and Response Automation Streaming and Events
AHanuTtuka
Pre-trained Constantl EDR
OboralleHune Aftacker earnin y Advanced Integrations DNS
MeTadaHHbIX . 9 analytics Threat intel for context AD
behaviour Unsupervised : :
algorithms enrichment
models models
[TonyyeHune ceTeBoro Tpaduka ns cetm n obnakos VinTerpauus co
Physical Sensors Virtual Cloud M365 cpencTsamu
(HW or SW) Sensors Sensors syslogs aBTOMaTuU3aunnm n
pearmpoBaHuns
Port mirroring (SPAN), Network tap, Virtual tap, Office365 logs EDR, Firewall, SOAR, ...
VECTRA
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NHTerpauna Vectra c nHgpactpyktypou b

Radar splunk> \'LOGPOINT :*LogRhythm

ArcSight<C &= elastic stack P
An HP Campany - ot chronicle

Veotra Anps f Security enriched

ectra Apps for

Vectra Ul SIEM solutions metadata
Streaming and Events

Analytics

¥ \
NS

: Advanced Integrations for cybereason crowostrike

Metadata Attacker learning analytics Threat intel context _—

behaviour Unsupervised ; ;
algorithms enrichment
models models Carbon Black. Ll |
Active Directory

Security Enriched Pre-trained Constantly

) SentinelOne
Capture and Digest Traffic from the Network and Cloud

Physical Sensors Cloud M365 Integrations for.
(HW or SW) Sensors syslogs response automation
1 \ @
. RS
-- Microsoft G @ vmware: aws ] DEMISTO hewneTRIKE
N

. Hyper-V ) R Active Directory
Gigamon

A Azure  [Joffice36s  IXiQ

servicenww Carbon Black. <) FORESCOUT

B llIlllll.
Splunk> clsco. CheckPoint

'SOFTWARE TECHNOLOGIES LTD.
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Busyanusauusi cetn n obnakos Ha 360°

288
— I8
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Network Traffic
Analysis Capability

Data soure=

Metadata streaming to

data lakes and SIENS

Alderved metadata

snnchments

Dam=n l=aming

Supervicad machine

=aming detections

=y e -

Unsupervised machine
=arming detections

mparts loCs for detection

UVECTRA

Security-enriched
network metadata

OcHOBHblEe KOHKYpeHTbI - NDR

% DARKTRACE

Read datalled compartaon

Network metadata

® ExtraHop

Read datalled compartaon

Network packst capture
and NetFlow

e
CISCO

Read datalled compartaon

MNetSiow

C_ corelight

Fead datalled compartaon

Network metadata

VvEC | RA

SECURITYTHAT THINKS®




Kyoa npogaem?

»3ameHa IDS/IPS
»S0C (Gartner)

»[lepexon B obrnaka

VEGIRL 8

NNNNNNNNNNNN



PoiHOK IDS/IPS gBmxetca B ctopoHy NDR

Market Size: Enterprise Network Security Equipment, by Segment, Worldwide, 1Q20 (Millions of Dollars)

Vendor Vendor Vendor

Revenue, Revenue, Revenue, Revenue Revenue
Segment 1Q20 4Q19 1Q19 Share, 1Q20 Share, 4Q19
Enterprise Network Security Equipment 2,772.0 3,554.6 2,668.1 100.0% 100.0%
Firewall 2,218.5 2,738.8 2,151.8 80.0% 77.1%
Network Detection and Response’ 164.9 206.5 120.2 5.9% 5.8%
IDPS? 216.6 371.2 230.7 7.8% 10.4%
Network Access Control 172.0 238.0 165.4 6.2% 6.7%

' Network detection and response (NDR) was previously referred to as network traffic analysis (NTA) by Gartner.

% IDPS = intrusion detection and prevention system
Source: Gartner (June 2020)

VECTRA
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[Mpobnemsbl pbiHKa IDS/IDPS

IDPS BepeT k yctanoctu IDPS HepocTaTkm IDPS rpomo3akm

OT TpeBOIn BN3yalrin3ayuunn

AN 2
/A =
(N AA -:-é-:- 4;©2\/° 1o
NS

v IDPS ocHoBaHbl Ha curHatypaxn v IDPS B coctaBe FW He moryT v [pasuna n curHatypbl IDPS
CTaTU4HbIX NpaBunax angd netektuposartb Lateral TpebyroT NOCTOSAHHOTO
OEeTEeKTUpoBaHNA yrpos Movement OBOHOBIIEHUST N HACTPOWKMN.

v bes gpononHutenbHoro KoHTekcta v CurHatypbl MOryT v TpeboBaHus perynatopos
(kak Hanpumep NoBeaEeHUSsT XOCTa) OEeTEeKTUPOoBaTb TOSTbKO TPebyoT cTaTUYHbIE YCTAHOBKY,
reHepAT OrpOMHOE KONMYecTBO N3BECTHbIE aTakn; HEU3BECTHbIE YTO He JaeT MOMHOLEHHO
NOXHbIX cpabaTbiBaHU K aTakn UNM CoOBPEMEHHbIE aTaku paboTaTb peLUeHnto, a CUrHaTypsbl
HMU3KOYPOBHEBbLIX arepToB OCHOBaHHbIE Ha YYETHbIX ObLICTPO yCTapeBatoT.

3alnncax ocTaroTCcAda HeBUANMbI

VECTRA
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Value Proposition

Key Ideal Customer
Criteria Profile

* Any organization
that has an IDPS
deployed

* Director/Manager
of IT/Security

* |T Security
Analysts

et
(8)
=}
©
o
[
o
S
=)
o
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Product Pitch Use Cases

Vectra Cognito, with its real-
time automated threat
hunting capabilities, is the
ideal replacement for today’s
IDPS products that cannot
block contemporary cyber
attacks and cannot detect
hidden attacker behaviors
inside your network.

* Detect advanced, post-
compromise behavior

* Reduce Alert Fatigue

« Visibility into
Unknown threats

* Network-based
Intrusion detection
The Cognito Platform
focuses on detecting and
mitigating active threats
inside the network — from
users to loT devices to data
centers and the cloud.

+ Shifting to a behavioral
approach for threat
detection

Competition

 IDPS Vendors

* NDR Vendors

| For | Productisi | ldealfor | Better than

Differentiation and
Proof Points

Attacker behavior instead of
Generic Anomaly Detection

Proof point: American University
“We want to spend more time doing
what’s beneficial for the university,
which is protecting it — not upgrading
custom software and sifting through
signatures”

Prioritize Threat Detection and
Investigation

Proof point: ED&F Man Holdings
"Cognito was to install and we get
immediate visibility into attacker
behaviors that hide in traffic"

Proof point: Gartner MG for IDPS
“Vectra addresses the issue of alert
fatigue. This solution excels at the
ability to roll up numerous numbers
of alerts to create a single incident to
investigate that describes a chain of
related activities, rather than isolated
alerts that an analyst has to piece
together.”

VECTRA
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|deal Customer Profile

Target Market (who they are)

Annual Revenue $50M - $500M+

# Employees 500 - 50,000+
Industry Manufacturing, Healthcare, Energy & Utilities, Financial Services, Higher Education, SLED, Government, Technology
Needs Meet Compliance Regulations, stop attacks that have made it past perimeter defense, reduce workload on security analysts
Environment (their situation)
Technology Existing IDPS Users, has implemented or looking into next generation technologies (CrowdStrike, Splunk, etc.)
Landscape
Business Buyer Persona Technical Buyer Persona

Title Director/MGR of IT, IT Security, SOC Title Security Analyst, SOC Analyst, Network Analyst, IT Analyst
Responsibility = Responsible for IT infrastructure/security Responsibility Manages IDPS
Tec.:hnology Basic understanding of IT/security tools. Tec.:hnology _Runs the cybersecurity arm to protect the businesses
Skills Skills infrastructure

Poor ROI on existing security investments, staff burn-out, Pain-points Too many alerts, too many signatures to maintain, lack of
Pain-points incomplete understanding of the attack surface, reactive to P visibility into what'’s inside of the network

threats Positionin Behavioral approach, automation, prioritized threats and
Positioning Position SOC efficiency, improved ROI across security 9 high-fidelity alerts

program, increased staff productivity

VECTRA

CONFIDENTIAL SECURITY THAT THINKS 22



Qualification Criteria

Annual Revenue
Contact

Buying Stage
Need

Desire
Technology fit

Actions

CONFIDENTIAL

50M — 500M+

Manager, Director, VP, or C-Level Decision-Maker

Evaluation/Purchase to be completed within 9 months

Adhere and meet compliance, detect and respond to threats that have passed perimeter defenses
Actionable alerts + guided response, less maintenance and tuning work for security analysts

Any organization that currently has an IDPS deployed

Prospect Agreed to an introduction call to discuss their pain (Before Scenario/Negative Consequence) and
discuss their ideal state (After Scenario)

VECTRA

SECURITY THAT THINKS 23



KntouyeBble MOMEHTHI ANs pasrosopa o 3ameHe |IDPS '

Uem HegoBoneH 3akasduk?

NU3BeCTHbIe/ C
YcTanocTb OT TpeBoru oAepxaHue u
P HeunsBecTHbIe aTaku nogaepxka
(OTHOLLEHWEe curHan/wym)
IDPS reHepsT o4eHb IDPS ocHoBaHb! IDPS Tpebytot
> MOCTOSAHHOW HACTPOWKM U
MHOIO COBbITUN Ha CUrHaTypax THOHVHIA

VECTRA
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Where's the IDS
comparison™***

IDS vs IPS vs Firewall vs NDR

Host 1
Abbreviation for  Firewall/Intrusion Intrusion Detection Network Detection
Prevention System and Prevention and Response
System Host 2
Usage Filters ingoing and Monitors traffic, Monitors all
outgoing traffic based sends alerts on policy  network traffic, )
on manual rules + violations or known uses Al combined : @ |
Inspect ingoing and attacks. with signatures to -
outgoing traffic, stops stop threats = Firewall
known attacks based
on signatures
Principle of Filter based on IP Looks for traffic Leverage Al with
working and Port + Looks for patterns or signatures to look
signatures of attack, signatures, generate for known and
prevent that attack. alert. unknown attacks
and stop them Host 1 @
E=H
Placement Inline at network Non-inline via Span Non-inline via Host 2 Firewall
perimeter (Firewall) port, or tap Span port, or tap
Vendors Palo Alto » Cisco (Sourcefire) Darktrace
» Alert Logic ExtraHop
Checkpoint + Trend Micro Corelight / Zeek
(Tipping Point) Awake V
Cisco * McAfee PAN — Cortex
(Intrushield/Network Bricata Host1 @ AN
Security Platform) P B=d ¢~/
* Bro Host 2 v Switch Firewall Router

VECTRA
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YTto naet NDR

Ncnonb3oBaHne NDR anga 3amenbl IPS/IDS

BoinonHeHne

ApdekTnBHoCTL SOC ¢
TpeboBaHUN PErynATOPOB
v AHanuTuK nepekntoyaeTcs v Al-based triaging
C HACTPOEK cuUrHaTyp Ha (npropuTesaums
aHanus npuopure- NHUNOEHTOB)

3MPOBaHHbIX COOLITUN U
rnoucka yrpos. v [lpwn BbINONHEHUN

TpeboBaHU perynaTopos
v OObeagnHeHHOEe peLleHne

ona 4O n obnakos

Vectra will provide a 90%+ efficiency
improvement from current anomaly-
based detection approaches

And (PA-DSS)

CONFIDENTIAL

Compliance with (PCI DSS) v3.2

CHMXeHne pucka

[leTekTnpoBaHmne
N3BECTHLIX U
HEN3BECTHbIX aTak.

[MepeBoq BbICOTOYHbIX
anepToB B NoOBeAEHME

[Moka3 nonHoro
NnoBeaeHns B KOHTEKCTE

Automate Tier-1 activities:
34X workload reduction

VECTRA
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This i1s Vectra.

Hundreds of

global customers.

Deloitte.

Technology Fast
‘ _ _

Highly

recommended.

9 7 0/0 GARTER

Dozens of
five-star ratings.

Gartner
peerinsights.

Vibrant
cybersecurity
community.

oo
‘ ﬂun\nmu

Created by security professionals
for security professionals.

Our core team consists of security researchers,

data scientists, platform engineers, and Ul designers.

CONFIDENTIAL

Recognized innovator and industry leader.

Only visionary in
2018 MQ for IDPS

Gartner

== Magic Quadrant

Deloitte 500 fastest
growing technology

Deloitte.

Technology Fast
r _ _

IDC Innovators: Al
Security Solutions

IDC

e

Technology innovator Visionary innovation
by EMA research by Frost and Sullivan

OEMA FR(;)’ST

SULLIVAN

Approved for CDM Red Herring Global

Phase 3 DEFEND 100 Winner
Q)
o
100
WINNER =
CyberSecurity Computing

Breakthrough Awards Security Awards

Ease omputin
“" §Secﬂnd :
Awards

WINNER

%VEGERAN
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VECTRA
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