Tufin Orchestration Suite:
LlerieBOM KOHTPOJSIb NOrMYECKOro 4ocTyna B CETU



CTpyKTypa npe3eHTaumu

v’ NMpodunb AENCTBYIOLLNX KNMEHTOB B Poccum
v Kntouesble 6/10KkM PyHKLMOHANA peLleHus
v' Tononornyeckmnin aHanums AaHHbIX

v' UcTopua N3MeHeHU AOCTYMNOB

v ONTMMm3auma KoHOUrypaLmin ycTpomncTs

v MNpenmyluectsa peweHmsa Tufin

tufin



Mpodunb KnneHToB B Poccuu:

v' ®UHAHCOBbIN CEKTOP

v' HE®TEFA30BbIN CEKTOP

v' TENEKOMMYHUKALUN

v' MIPOMBILUTIEHHOCTb U AP.

@ NETWELL



Cuctema KOHTPONA U ynpas/ieHUA N0rMYecKMM AOCTYNOM:
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KntoueBou nyn noaaepuBaembix peweHni (npumepsl)

Mopaep»KKa KOHCoNEen ynpaBaeHUA U OTAENbHbIX YCTPOMUCTB OT BeAyL X
BeHaopoB: Palo Alto (PA — Services/Users), Fortinet, Cisco, McAfee, Stonesoft,
Forcepoint, Checkpoint, BlueCoat, Juniper, F5 BIG IP u gpyrue...

Bce, yTto Linux Ha ocHoBe Red Hat - IPTables

KommyTtatopsbl, NLB, Generic Type
@ NETWELL



KntoueBblie 610ku pyHKUMOHana Tufin TOS:
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CeTeBas TononormMyeckaa Ka pPTa
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Cloud 10,100.6.104
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Coud 01005 10 , .ﬁ.

palole

CoA,
=N

10,100.0.0/15
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10.232.2453.0/24 Cloud 10.232.245.15

v Yuutbisaem mapuwpytusaumio, VPN, VRF, MPLS, NAT u T.4.



KoHTpo/b IorMyeckoro AocTtyna no Bcen cetu

Kakum obpasom 3To genaem c peweHunem ot Tufin?

* 3Haem apxXUTEeKTYpyY, CMHTaKcuc u ctpoeHme ACL obopyaoBaHuA
* [loHMMaem ypoBeHb 0H6BEKTOB (cepBuC, XOCT, rpynna)
e CMOTpUM, KakoU TPaPUK AEUCTBUTENBHO €CTb

5 o 1.1.1.5 [e] NewDest £ ospE M inside in asdasd
6 « B8 35020024 BB 54.0.2.0/24 icmp/0/1 @] inside in  zorik test1
7 o 2B All-pva-Addresses B 192.168.120.98 2 TFTP-UDP |w#| inside in sds
TCP
— http
4t Ll * Toe @ * *
LANZ_172.16.2.0 = sky_192.168.3.70 Any i~ ftp Accept Log Any Any
1 (| . T #R - - *
Name Source Zone Destination Zone Source Address Source User Destination Address Application Service Action | Options Comment
1 | Oracle_36 zl zl Dev_IP_Range Any Orace_server_36-1 oracle application-default & Access of Dev to Oracle
siebel-crm N X
2 | CRM_47 z1 ral Dev_IF_Range Any CRM_Server_47-1 salesforce application-default & Access from DEV to the CRM on 47
. Crace_server_36-1 :
3 | Block_Critical_Apps any zl DMZ Any CRM Server 47-1 Any Any [ Protect Oracle and CRM

[NpunoxxeHune




KoHTpo/b IorMyeckoro AocTyna no Bcew cetu

Mo BCeM BO3MOXKHbIM NYTAM MPOXOXKAEHUA TpadUKa
NoJly4aem OTYET TO/IbKO O PeNieBaHTHbIX NpaBuaax AoCTyna

10.100.0.0/16

NSX -Edge-RTR

e "INT
(- T

Internal-5MC

cpmodule

[ NSX-Distributed-Router ]

Takoro goctyna He byaeT, cpaboTtaeT npasuio N2 36Z

Cpabotaet npasuno Ne 13, «nporigem» <
Web01 - Network adapter 2 By DC_test2 )
. ﬁ MGMT 7" Data Recovery Appliance
¢ e DNS
& |l|GMT-I'-"ort(;n‘.hllnﬂ UDP 500
& MGMT-PortGroup & none -

Takoro gocTtyna He byaeT, cpaboTaet npasmao Ne 53




AHaNN3 N3MEHEHUNIN B pealbHOM BpeMeHu (1 nuctopms)

Rules | Objects | Running Config | Show IP Route | Interfaces | Routing | Zone Baszed Policy Legend: J Deleted J Inzerted J Modified J Modified fields

Access Rules | VPN Rules |

Access List: 121 - Access List: 121
Inbound Interfaces: FastEthernet0/0 Inbound Interfaces: FastEthernet0/0
. Source Destination . . = . Source Destination . .
# | Action HostNetwork HostNetwork Service Log Level Description = # | Action HostNetwork HostNetwork Service Log Level Description
1 ¢ 192.168.5.35 10.100.5.159 telnet/tcp | 4 1 ¢ 192.168.5.35 10.100.5.159 telnet/tcp
2 192.168.5.36 10.100.5.160 ssh/tcp ﬂ 2 J 192.168.5.35 10.100.5.159 ssh/ftcp
3 192.168.5.37\ 10.100.5.161 www,tcp ﬂ 3 J 192.168.5.35 \ 10.100.5.159 K www/tcp
ﬂ P,
4 Any \ Any A~ ip || 4 of |Any am\ \Qe

NMapy MMHYT Ha3aa B npasunax2,3um 4 Ceivac B npaBunax2,3un4

Bblnu Takue agpeca Ctano «paspewnTb» Cenyac Takue agpeca

tufin



E,EI,MHaFI KOHTPpOANpyemad TO4Ka BHeCeHWUA N3MEHEHNN

- These changes are recommended for your access request:

I5G-Bordeaux

ISG-Bordeaux

set address "DMZL" "Host_10.100.5.62" 10.100.5.62 255.255.255.255

set address "LAN1" "Host_10.0.05.20" 10.0.5.20 255.255.255.255

set policy id 2 from "DMZ1" to "LANL" "Host_10.100.5.62" "Heost_10.0.05.20" "HTTPS" permit log
set address "Untrust” "Heost_10.100.5.62" 10.100.5.62 255.255.255.255

set address "DMZL" "Host_10.0.05.20" 10.0.5.20 255.255.255.255

set policy 1d 3 from "Untrust” to "DMZ1" "Host_10.100.5.62" "Host_10.0.05.20" "HTTPS" permit log
set policy id 4 from "Untrust” to "LANL" "Host _10.100.5.62" "Host 10.0.05.20" "HTTPS" permit log

v' ABTOMaTu4eckoe HanucaHue n BHEAPEHUE Tpebyemoro npasuna

v' Ona obopynosaHua Palo Alto, Fortinet, Checkpoint, Cisco, Juniper,
Forcepoint (ex.Stonesoft)

v BbibupaeTca camblii ONTUMAabHbIN CNOcob

@ NETWELL



E,EI,VIHaH KOHTPpOANpyemad TO4Ka BHeCeHWUA N3MEHEHNN

- External_access_out

[ Inserted [] Deleted Customize rule x
. Source Destination
Action ACL
Host/Metwork Host/Metwork:
# 192.168.3.110 MNetworkGroup_40 Datacenter_access_in smtp/tcp

€

v Kakoe npasuso byaert: a3bikom OC 1 rpadmyeckum npeacrasieHmem
v' CoobpasHo «poaHbIM» MHTepdelicam NnponssoauTenen

v |_|p0I'IMCbIBaHMe Nnpasna aBTOMAaTUYECKNU, UTU MNMOCNE YTBEPHKAEHNA




OnTumunsaumus 6a3 npasun

- YacTMYHO U MNONHOCTbIO «MNepeKpbiBatoLlmecs» npasuia
- [lybnnpoBaHHble CEPBUCHI, XOCTbI, TPYMMbl U Ap. 06bEKTHI

- «OTKNtOYEHHbIE» OT NpaBua 0O6BEKTbI U AP.

= . . SecureTrack Dashboard | Risk | Change | Cleanup ‘ Violations
OrchestrationSuite Home

CLEANUP | Internal-SMC (90)

s e

01 Fully shadowed and redundant rules
Disabled rules
4 3 Al Devices | == ;
L o Unattached network objects
“ gy Default

“ & CheckPoint Duplicate network objects
(1) Internal-SMC \ §
SMC-Perimeter | Ml | e
“M Cisco
E:J asa-paris
(&) Cisco-10S1
(&) Cisco-10S2
(®) Ciscoll
4 % E;;Dlz Show: | Internal-5MC
4 (@) CSM-ASA9
() CSM-ASA9_ASA9_admin
(@) CSM-ASA 9 _ASA9 devices
(@) CSM-ASA9_ASA9 Topology
() CSM-Cisco2800
E:J Router_w_IPV&
4 %78 Fortinet
f-;.l fortigate-Dallas

mn

Standard

SOURCE DESTIMATION

PCL_APP 2 AD_SERVER

I:I

PCI_APP 1




PacnpeneneHne oTBeTCTBEHHOCTU (BU3HEC-npoLecchl)

Kaxkabin oTBeYaeT 3a cBoM ob6bem 3a4au

1 a2 "\ A3 A"\ A 4 "\ A5 |

Mogaya 3aAEKK HA JOCTyn BWIHeC cornacoEaHHue TexHUYECKUA Au3aiH JueHEa W ogobpedHde no Wb EHegpeHKWe Npasnn goCTyna
[HaYanEHME] [MT-nogpazgeneHme] [NT-nogpazgeneHmne)

v’ PasHble CUCTEMbI MMEIOT Pa3HYI0 CTeNeHb KKPUTUYHOCTUY - pasHble
npoueaypbl (workflow) n yncno yyactHukos

v [1nA KasKA4oro y4acTHMKa — «Ha CBOEM A3bIKe»

v’ TpuBA3Ka K OLLEHKEe PUCKOB M AM3aHY CaMUX MPaBu

tufin



MpenmyuwectBa peweHus Tufin B AaHHOM ceKkTope

RO

v’ [lonyyeHne n3MeHeHu B pexxmme oHNaMH

v JIMLEH3UN MYNbTU-BEHAOPHbIE U NepemeLlaemble

v’ KoHcTpyKTOp 3asa80K B GUI (He ckpunTbl 1 Professional Service)
v AKLEHT B pa3BuUTMUM peLlleHnsa — Ha aBTOMaTU3aumio 40CTYMNOB

v’ EcTb nopaepxka offline-ananunsa

tufin
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