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Haw aAeBus

EAVHCTBEHHbIN NYTb
3alUNTbl BaXXHbIX AQHHbIX
— 9TO XpaHeHUue AaHHbIX

B 3alMLEeHHON dpopMe
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Kak Mbl 3alimuiaeM AaHHble?

B nokoe
B nyTtn

B akcnAyaTaumnn
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AaHHble, KaK LeHTp 6e30nacHOCTH
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Kak MO>HO 3aluTUTb LeHHble AaHHble?

O  MeToaAbl 3aWUTbl N Ae-UAEHTUPUKALNN AQHHBIX:

* HeobpaTtumoe 3amelieHne NyTeM peAaKTUPOBaHUA
* HeobpaTtumoe xawmpoBaHue

 O6patnmMoe wmnpposaHue (AES)

 O6paTtnMaa TOKeHU3aLuUA (3aMeL,eHNe AaHHbIX Ha OCHOBE TEOPUU CAyHarHbIX YMceA 6e3 coxpaHeHUA Nap COOTBETCTBUA)

I'IepCOHaan ble AaHHble / [1aHHble 3a0paBOOXpaHEeHUd 'V'°>'<”° HE salmiaTs
Apapec Aarta Homep HomMmep kpeautHoM AApec SAEKTPOHHOM MOMTbI Homep 3aMeTKun
poXKAeHus nacnoprta KapTbl TenedoHa
UNBaH 1 MaaaTtbl, MockBa 25/02/1841 07674277841 3678 2289 3907 3378 prince@moscow.ru 492-00-8000 AaHHble, He
F'po3HbIN oTHocAlMeca K
UYYBCTBUTEABHbI

M
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YMeHbLINTE PUCK U YIPO3Yy YTEUYKM AAHHbIX

lMonb3oBaTenn n xakepsbl, y
KOTOpPbIX €CTb JOCTYn K
MHGOPMaLNKN O KpeaUTHbIX
KapTax

TokeHnsauma 6e3 xpaHunumiya

* npeobpasyeT AaHHble B 6ennbepay

* UCXOAHble JAaHHbIE MOTYT ObITb MPOYMTAHbI
YMNONTHOMOYEHHbLIMM NOMbL30BaTENAMMN

* MPUMEHUMO IyuLlEe, YEM LN pOBaHME

PaboTHMKK, KOTOPbIM
AOCTaTO4HO 3HaTb
nocnegHue 4 undpbl
HOMepa KpeauTKu

CCN
Mocn. 4 undpsl

PaboTHukn, KoTopble B
060CHOBaHHO MMET NpaBo
AocTtyna K uHdopmMaumm n
KpeauTHbIX KapTax

—
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Granularity of Protecting Sensitive Data

KpynHo3epHucT MeAko3epHucTa
df 3aumTa A 3alumTa

(paviabl 1 TOMA) (MoAsa AaHHbIX) E

Ha ypoBHe noaen

* MeToabl: wndpoBaHue ¢panAoB U TOMOB

 “"Bcé nam Hmnyero” * MeTtoAbl:
* TokeHusauma 6e3 xpaHMAULLA
* He 3awmuiaer BO BpeMA NCNOAb30OBaHUA « XswwuposaHue

» WundpoeaHue (AES, FPE c AES)
« WudporaHume Ha ypoeHe OC
» AaHHble 3aWwmLEeHbl HE3aBMCUMO OT MecCTa
* WWn¢posanume HDFS XpaHeHus

« 3awmTa AaHHbIX B MOKOE U B NYTH CoxpaHeHue paboumnx npoueccoB

T
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MeAKo3epHUCTana 3awmTa AaHHbIX

HewndpoBaHHbIN

BUA,
Nma MNBaH Npo3HbIN
Aapec 1 ManaTbl, MockBa
Aata 25/02/1841
poXXAeHuA
Homep 07674277841
nacnopTa
Homep 3678 2289 3907 3378
KpeAUuTKu
Moura prince@moscow.ru
Homep 492-00-8000
TenedoHa

— .
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O630p waros

Mownck un
Kaaccu- 3awumra NMpuMmeHeHn KoHTpoab
obHapy>xeHu

duKauus o AQHHbIX € NpaBuUA UCMOAHEHMA

A
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[ToAnTHMKA 3aWMTbI AQHHbIX

Poiicy| [TONINTMKA 3aLUMUTBI JaHHbIX XpaHUT MpaBuJia 1 ypoBH OOCTYNa.

—> ONeMeHT faHHblX:  HabGop npaBun 3awmTbl AaHHbIX CUSTOMER_CCN

» MeToab! 3aWnTbl JaHHbIX

* TokeHusauma 6e3 xpaHunuiia
» LWndposanne (AES, FPE c AES)

« XawwmnpoBaHue

— Ponb

—> CCN_Full: ABTOpun3npoBaHHbIe NOSIb30BaTENU UMEKOT NOSHbIA AOCTYN K HOMEPY KPpeauTKn

. & Ansha-Nawa

—> CCN_Last4: AsTopusnpoBaHHble Nonb3oBaTenn BUaAT nocnegHme 4 umdpbl KpeauTKu

& KpacoTka JleHa

T
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LleHTpaAnn3soBaHHOe ynpaBAeHMe — Pa3BepTbiBaHNE NOAUTUKM
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LleHTpaAn3oBaHHoe ynpaBAeHune — Co6op KypHaAOB ayAUTa
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KoHeuHble noAb3oBaTeAn — [TpMep paboTbl aHAAUTUKMU

TERADATA.
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ToKeHU3MpOBaHHbIe (3aLULLEHHbIE) AaHHble
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[lpuMeHeHMe npaBuA pAocTyna

14

. BHumaHuve: [aHHble B akcnnyaTauum

Monb3oBaTenu

Bes3onacHo: [JaHHble 3alMLLEHbI & & &
|:| ABTOpU3upoBaH: [JaHHble 4OCTYMHbI ANs Anbda-lMawa KpacoTka JleHa He aBTOpM3npoBaH
aBTOPM3MpPOBaHHLIX NoNb3oBaTenen
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MNpoTterputn

KTo 3anpawwvBaet?

Kakve paHHble 3anpawumBaeT?

EcTb nu y Hero pgoctyn?

BepHyTb AaHHblE B COOTBETCTBUM C JOCTYNOM
Mpou3BecTy NpoTOKONMPOBaHWE
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O6AauHbin wato3 MpoTterputun
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HoBbi MexaHM3M 3alnTbl AQHHbIX B NOTOKE...

CepsBep

KnueHT

> XpaHunuuwa
HaHHBbIX

3awura
JaHHbIX

B noTok AaHHbIX MeXay KNMEeHTOM U CEPBEPOM BCTpaMBAETCS LLUMO3 3aLLUUTbI AaHHbIX.
Hu cepBep HM KNNEHT He TPebyroT Kakon-nnbo HacTporku. LLUN3 BbinonHaeT

crnepyrowmne PyHKUNK:

3awmTa
JaHHbIX

3awmTa
JaHHbIX

3awumra
JaHHbIX

» [lepexBaTblBaeT cTaHOapPTHbIE M KACTOMU3MpPOBaHHbIE NpoTokorbl TCP/IP ypoBHSA
npunoxenus (Hanpumep HTTP, SMTP, SFTP, SSH)

» CkaHupyeT nonesHyto Harpysky npotokona (XML, HTML, JS, JSON, DOC(X), PPT(X),
XLS(X), TXT, CSV, ZIP, PDF) Ha Hanunuyne KoHdmnaeHumManbHbiX AaHHbIX (MOCPEeaCTBOM
ncnons3oaHna REGEX, XPath, JsonPath n 1.4.)

« [lpeobpas3oBbiBaeT JaHHble 3aluLeHHble<->He3alluLLeHHbIe NPSMO B NOTOKE.

O protegrity
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% CoobLeHNs ¢ He3aLUMLLEHHbIMM Coo6LLeHns ¢ KOHPUAEHUMANbHLIMW AaHHLIMY,
J KOH(MAEHLMANbHBIMU AaHHbIMM 3aLLMLLEHHBIMU LUMGPOBAHMEM UMW TOKeHU3aL e



Tepapata u [lpoTterputun
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YcnewHoe crpaterndyeckoe naptHeépcteo ¢ 2004 roaa
CoBMecTHbIe UCCAepOBaHMA U pa3paboTku

PeweHus MNpoTerpntn BbiICOKOMHTErPUPOBaHbl, ONTUMU3UPOBAHbI U
cepTudULMpPOBaHbI AAS BCEIO CEMEUCTBa NPOoAYKTOB Tepaaara

o Teradata, Aster, Hadoop, o6AauHblie cepBucbl, DwaaS cepBUCbI, XOCTUHT MPUAOIKEHUMN

i TOKeHVI3aLI,VIFI, I.IJVI(I)pOBaHVIe, XawunpoeaHme, MaCckKnmpoeaHme "M MOHUTOPUHT

N\erko nHterpupyemMoe, ckaaAmpyemoe n BbiICOKONpPOn3BOAUTEAbHOE peLleHune
AAA TepapaTa

Boaee 60+ 06WNX KAMEHTOB MO BCEMY MUPY

Paa BeAMKoAenHbix cneunaamncrtoB B LleHTpe dkcnepTtoB MHopMaumoHHOM
BesonacHoctu Tepaaara (InfoSec COE), Kak noMolLub BO BHEAPEHUM

Hauwe Bcero AAA 3awmTbl pAaHHbIX KAneHTbl TepaaaTa Bbibupatot lNpoterputn

'7 protegrity



Hawu cnAbHbIE CTOPOHBI
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He3aBUCMMbIN KOHTPOAb AOCTYNa U XXYPHaAUPOBaHMUE

O

QO

LLInto3 6e3onacHocTu AaHHbIX (DSQ)

avBbicLLaA rMO6KOCTb B MeToAaX 3allUTbl AQHHbIX

O

O

H
CaMasa wmnpoKasa poaHana NoAAepPXKKa MHOXKecTBa NAaTdopM
C

O

aMasn LUMpOoKaa KOCBEHHa NoAAepKKa nAaTdopM
NOCPEACTBOM LUAIO3a 6e3onacHOCTU AaHHbIX (DSG)

O 3anaTteHToBaHHaga, 6e3onacHana, PCI-DSS coeMecTuMasa
TOKEeHun3auus

O KpynHoO- h MeAKO3epHUCTaA 3almMTa AAHHbIX OT AMAEPOB
PblHKa C) protegrity



ObuweeBponenckaa Ampektuea 3awmTtbl AaHHbix (GDPR

European Commission - Fact Sheet

Brussals, 21 December 2015

G
O O6HoBAsAeT n pononHaeT aupekTuBy EU Data Protection Directive 19! s oo

Stronger data protection rules for Europe: the EU adopts the data protection reform package

The European Parliament and Couneil have reached agreement an the data protection reform proposed
by the Commissian. The reform is an essential step to strengthen citizens' fundamental rights in the

~ digital age and facllitate business by simplifying rules for companies in the Digital Single Market.
O OAbLLUE KOHTDOASA U 3alUUTbl AAS HACeAeHUMAa
the Data Protection Directive for the police and criminal justice sector.
Why did the Commission propose a reform of EU data protection rules?
EU legislation on data protection has been in place since 1995. The Data Protaction Directive
guarantees an effective protection of the fundamental right to data protection. But differences in the
way that each Member State Implements the law have led to Inconsistencies, which create complexity,
—_— legal uncertainty and administrative costs. This affects the trust and confidence of individuals and the
L4 competitiveness of the EU economy. The current rules also need modsrnising - they were introduced
. at a time when many of today’s online services and the challenges they bring for data protection did
not yet exist. With social networking sites, cloud computing, location-based services and smart cards,
processing of persanal data has grown exponentially, We need a robust set of rules to make sure
people’s right to personal data protection - recognised by Article B of the EU's Charter of
Fundamental Rights - remains effective in the digital age. This will at the same time be beneficial
for the development of the digital economy.

1 i What will change under the Regulation?

a B o H a 3 a B e H M e The Regulation updates and moderises the principles enshrined In the 1995 Data Protection Directive
to guarantee privacy rights. It facuses en: reinforeing Individuals® rights, strengthening the EU Internal
market, ensuring strenger of the rules, ional transfers of personal
data and setting global data protection standards.

The changes will give psopla more control over thalr parsonal data and makae it easler to access It.

They are designed to make sure that people's persanal information is protected — na matter where it is
sent, processed or stored - even outside the EU, as may often be the case on the internat.

e« O6AeryeHHbIV AOCTYN HACEAEHUA K CBOUM AaHHbIM

The reform provides tools for gaining control of one's persenal data, the protection of which s a
fundamental right in the European Union,

The data protection reform will strengthen citizens’ rights and build trust. Nine out of ten
Europeans have expressed concern about mobile 2pps collecting their data without their consent, and
seven out of ten werry about the potential use that companies may make of the information disclosed,

 [lpaBo paHHbIX Ha cBO6OAY NepeMelleHNN e

provided that there are no legitimate grounds for retaining it, the data will be deleted. This is
about protecting the privacy of individuals, not about erasing past events or restricting fraedom of
the press.

- Easier access to one’s data: Individuals will have mare Information an haw their data Is
processed and this information should be available in a clear and understandable way. A right to

 YBepOMAEeHME BAACTEMN B CAyHae HapylleHunn 6esonacHoCcTU

- The right to know when one's data has been hacked: Companies and organisations must
notify the national supervisory authority of data breaches which put individuals at risk and
communicate to the data subject all high risk breaches as soon as possible so that users can take
‘appropriate measures.

- Data protection by design and by default: * Data protection by design’ and "Data protection by

e 3awmTta AaHHbIX MO YMOAYAHUIO N B AU3aUHE

* bBoabwue wWTpadbl 3a HecobAaloaeHMe NpaBuA (Ao 4% oT obopoTa no BceMy MUPY

@
Y

€KTMBA NOoAAEP>KMBAET:

e AHOHMMM3aALUIO

e [lceBpoOaHOHMMM3ALUIO (TOKEHM3ALMUIO)

LLinpposaHue

protegrity
1 9 (Source European Commission Fact Sheet 21December 2015 - MEMO/15/6385)



Hawa ¢unocodpus

EAVHCTBEHHbIN NYTb
3alUNTbl BaXXHbIX AQHHbIX
— 9TO XpaHeHUue AaHHbIX

B 3alMLEeHHON popMe

'7 protegrity
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[ecoHcTpauua [NpoTterpnt

21

O ESA

O 3awwmTta ana BA TepapaTta

O 3awmTa ana Hadoop Big Data

O TpacHdopmaumm aaHHbIX ¢ ETL (FPG)

O O6AaUYHbIN LLAIOS

') protegrity
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TokeHun3auuns
6e3 coxpaHeHus
nap COOTBETCTBUA

'7 protegrity



CAyyaunHble, nepeMellaHHble, cTaTU4ecKkue Tabamubl Nnonucka

23

0000
0001
0002

3844
3845
3846

9999

10,000
3anucen

CnyuanHoe
nepemelUnBaHve

9378
6625
2673

([
8290
6782
5591

4592

Cny4anHas, ctaTuyeckas
Tabnuua 6r10KOB TOKEHOB

Brnok TokeHa

CnyyainHble, nepemelLlaHHble,
cTaTun4ecknue Tabnuubl nomcka
c 6BAOKaAMUM TOKEeHOB

T

J

protegrity



TokeHusauyma lNpoTterputn: MHO>KecTBO NOUCKa

3845| 9802 4484 7126
2791 4393 8350 7861

9378
2673

O()
7483

i

8500
4592

—_— .
rotegrity
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TokeHusauma 6e3 xpaHunamuwa: lNNoctpoeHne TokeHa

Homep KpeauTkn 3845 9830 2984 7126

7462
Cly4YanmHo

Bnok TOKeH?, 2938 2364
Nony4YeHHbIN U3 0495 4769
Tabnuupbl, 9698 9582

cliyyaeH. 0436
7462 | 7462 8321
3726 0916
9320 8842
1033 5598
CTtaTnyeckas CTtaTnyeckas

Tabnuua noucka 1 Tabnuua noucka 2

—_—
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TokeHusauma 6e3 xpaHunamuwa: lNNoctpoeHne TokeHa

7463 21
cny4¥anHo
2938 7364
0495 4769
9698 9582
0486
7462 8351
3726 0916
9320 8842
1033 5598
CTtaTtunueckas CraTtunyeckasn

Tabnuua noucka 1

26

3845 9830 2984 7126

8321

Tabnuua noucka 2

—_—

JP

rotegrity



TokeHusauma 6e3 xpaHuauwa: NocrpoeHne TokeHa

3845 9830 2984 7126

7483 2486 3359 4852

ClyYanmHo

2938 7364

0495 4769

9698 9582
0486 | 0486 TOKeH, nony4vyeHHbIN '

) nyTemM NoaMeHbl _
7462 OINOKOB 13 8321
3726 0916
9320 HEeCKONbKMX Tabnuu, 8842

] CllyyaeH. _

[Mpoxoa cneBa Ha
1033 npaBso 1 obpaTHoO, 5598
9TO OAMH payHA.
Kaxkgas
CraTtnyeckas TOKEHU3aums CraTtnyeckas

Tabnuua noucka 1

27

Tabnuua noucka 2

TpebyeT 3 payHaa.

A

J

protegrity



TokeH

nsauma lNporerpmntu
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-

-

~

[MpunoxeHue <
J

873456

-

-

N 2

55!39
[MpunoxeHue < 035947,

J

2,000,000 : TokeHunsauus

-

-

) 2,000,000 : peTokeHmsauus
I_lpVIJ'IO)KGH ne < Bcero 4,000,000 6nokoB
J

NoTpebnsemasa namMATb:
3 cumBona = 11.3 Tbicayd ouToB
6 cumBonoB = 33.5 MMNNMoHoB OUTOB

v

V)

BAOKU TOKEHOB

CTaTu4HbI: OCTAlOTCA TOTO Xe pa3sMepa, YTO U B
Ha4vane, He3aBUCMMO OT KOAUYECTBA
CreHepMpPOBaHHbIX TOKEHOB.

CreHepupoBaHbl 3apaHee: MTHOBEHHO roTOBbI K
paborTe.

Aérkne n maneHbkume: Tpebyetca scero 4,000,000
6AOKOB AAA TOKEHM3ALMU U AeTOKEeHU3auum

TabAnubl copepaT TOAbKO BAOKM AAA TOKEHM3aLMN
M AeTOKeHu3auuun, a He AaHHbIe.

3awumueHbl: TabAnubl NoUcKa 3awmndppPoBaHhbI.

Ucn OAb3yeéMble TEXHOAOINN

CAyyanHoe nepemMellMBaHue No PeKOMEeHAALUAM
MNetepa NyTTMaHa c ucnoabzoeaHuem Cryptlib
(bnbAnoTeKka c UCXOAHbIM KOAOM U AnLeH3snen GPL)

LUnpposaHue AES-256 (ubamoreka OpenSSL)
TLSv1.2 - SSL 3.0 (Bnbamnoreka OpenSSL)

O protegrity



