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DDoS atakun 2020

* Tonbko B 1 nonyroauu 2020 o6Hapy:keHo 4.83
MUIIMOHA aTak.

* Yacrora DDoS atak BoBpema nangemuu
ysenunyumnace +25%.

* Yacrora DDod atak Ha onepaTopos cBA3m
sBo3pocna go 437 807

* |3 HoBbix reflection/amplification BekTopos 6binm
ncnonbsosaHbl B atakax ¢ 2017 no 2020 roga,

« Oxknpaembinn poct lol go 20,4 munnnappos
yctpowcts 8 2020 rony.

NETWELL

o In DDoS attack frequency
A o during pandemic lockdown

FREQUENCY

/@\ 432 807

DDoS attacks in
the first half
of 2020

4,33M

loT: Botmaster’s Dreams
Come True

Devices forecast to
connect to the
internet in 2020

20,4B



Kntodesble anemeHTbl DDoS-aTakK

. 500,001+ Attacks Amplification factor

[ ] 50.001-500,000 Attacks
Risk 5 6,000,001+

Risk 4 4,000,001-6,000,000
Risk 3 2,000,001-4,000000
Risk 2 500,001-2,000,000
Risk 1 1-500,000

l:l 0-50,000 Attacks

Available devices
Attack vector symbol

Attack vector name
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355
ARMS
3.8:1 120:1 1,000:1 5.7:1
BitTorrent BACnet chargen Citrix-ICA
1:1 | 51,200:1 34:1 1.1:1 13.5:1
ISAKMP Memcached COAP p HTML5 IPMI p L2TP
4.35:1 25:1 556.9:1 SH 140.3:1 63.9:1 29:1 | 134.24:1 30.7:1
mDNS MSSQLS NTP p NetBIOS Q0TD Quake repbind RIPv1 Sentinel
33.9:1 880:1 30.8:1 10:1 46.5:1 4:1 2464:1 14:1 500:1
OpenVPN SNMP SSDP SIP p TFTP Ubiquiti Unreal VSE WS-DD N ETSC ( UT ‘ Arbo Ir




DDoS ataku u FnobanbHble TpeHAab!
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Arbor - nupep B HAyCTPUK no 3awmTe ot DDod aTtak

NETSCOUT Is 1%t Place in Overall 1

DDoS Prevention Appliance Market
22%

Number of years Arbor has been
L . . N e
delivering innovative security and Qy (/ Q

network visibility technologies & i = S

products b g e g https://omdia.tech.informa.com/
Percentage of world’s Tier 1 Amount of Internet traffic

98% service providers who are ( 1/3 ] monitored by the ATLAS

Arbor customers

Digital AttackMap ~ March 23 z015
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BHewHwme yrpo3bl - DDoS ataku

TCP State-Exhaustion Attacks

o [rashes stateful devices (Load balancers, firewalls, IPSs)
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Volumetric Attacks Application Layer Attacks
o large (up to 1.7 Thps) o Low and Slow, Stealth attacks
o Saturates links o [rashes application servers
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Yrpo3bl BHYTpu nepumetpa — Advanced Threats

o Malware, L7 communications

[ Outbound Threat Communications
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SwenoHuposaHHanA 3awwmTa Arbor ot DDos atak

B3aMMOAENCTBME MEXK Y

Arbor SP/TMS NIOKaNIbHOM 1 061a4HOM 3aLWMUTON.
4 2
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nouncka n obpaboTku H,L S ,\RBOR S E RT MOHMUTOPUHT U 3aLLMTa OT BCEX TMMOB
A 1
MHPOPMaLMK O r106asbHbIX Yrpo3ax, a TakK e 4 aTaK, BKAOYaA aTakM NPUKNaLHOIO YPOBHA
pa3paboTKM MeToA0B NPOTUBOAENCTBUA UM. Security Engineering & Response Team
Guardians of the Connected World

NETWELL



3awwmTa BHyTpeHHUX IT pecypcos

¢ ncnonbloBaHmem loC u
penyTauyoHHbIX 6a3 AaHHbIX 00 yrposax.

{, _________________________________ .
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I 20 =1 Vulnerable
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Q Fishing loT devices
@T Arbor AED g
\‘Q C2 Compromised

Malware

hosts /users )
nouncka n obpaboTkn )
MHPOPMaLMK O rN10BaNbHbIX Yrpo3ax, a TaK e l'XTLAS ARBOR S E RT
pa3pa60TKM MeTo40B NPOTU BO,LI,EVICTBVIFI M. Security Engineering & Response Team
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Arbor APS nepBaﬂ NNHUA 0O6OPOHDI

" Global Threat

BHeApeHue obecneunsaeTca Tem, Intelligence
4YTO MHCTaNNAUMA He TpebyeT nameHeHnA apXMTeKTypb| \ —
ceTn (ycTaHOBKa Ha nepumeTtpe cetu, nepes NGFW),

ANf Havana paboTbl 4OCTATOMHO MUHUMANIbHOM
Ha4ya/IbHOM KOHPUrypauumu.

MOHWUTOPUHT U 3aLLMTa OT BCEX TUMNOB
DDoS atak Volumetric, Application n Resources
exhaustion attacks T1.e. aTak Ha ucyepnaHue
NPOMNYCKHOM CNOCOBHOCTM KaHaNoB, HaLLeIeHHbIX Ha
ncyepnaHme pecypcos 1 aTak NPUKIALHOIO YPOBHA.

B3aMMOAENCTBME MeEXKAY
NOKaNbHOM M 0b61auHoM 3awmToi Arbor (Arbor
Cloud/MSSP/ISP) c nomouipbto Cloud Signaling
No3BONAET NPeA0TBPALLATb aTakM, Ppa3mMep KOTopPbIX
KpaTHO NPEeBOCXOAUT NPONYCKHY0 cnocobHocTb UPLINK
nHTEepdencos.
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Arbor AED nocneaHuit py6exx

oTCNeKnBaHME N BNOKMPOBKaA BCEX
yrpo3 Kak Bo Bxogauwem Tpaduke DDoS, Malware,
TaK U B UCXOAALLUMX CETEBbIX COEANHEHUM K
BPeAoHOCHbIM pecypcam C2, Malicious URLs Ha
ocHoBe 10C 1 YHMKaNbHbIX AaHHbIX 06
Knbepyrposax n3 6asbl ATLAS.

obHoBNEHME MHbOPMALMN O
rnobanbHbIX yrpo3ax n3 ATLAS — ATLAS Intelligence
Feeds (AIF) no3sonseT AMHaAMUYHO pearMposaTb U
610KMPOBaTb HOBbIE UCTOYHWUKM YIPO3, HaNpUMep
LEHTPbI YNpaBaeHUsa bOTHET ceTaAMM.

NETWELL




Arbor APS 2600/2800

Mnatpopma Mnatdopma
= 2 xIntel eon Ea-2608L v3 (G cares) - 2 x Intel Xeon ES-2648L v3 (12 cores)
- 268 DOR - B4GB DOR
= RAID 2x120 3D - RAID 2x240 SSD
- 2R, AL/DC - JRU, AC/OC
JInueHsnpyeman Npon3BoANTENbHOCTb! JInueH3vpyemasa Npon3BOAUTENbHOCTb:
— 100Mbps, ZaOMbps. a00Mbps. — 10Bbps. 20Bbps, 30Bbps 1 40Ghps
— |Gbps, 2Gbps, aGbps
- 10Gbps, 1abbps, 206bps CeTeBble UHTepdechI:

3 — 8 wan BXI0GE ¢ noapepxkon Hardware Bypass
CeTesble MHTepeiiChI: - 4 x BE uHTepdeiica c noaaepxkoi Hardware Bypass
— 4 B wnnlZxIGE ¢ noppepskkoin Hardware Bypass
- 4 x|0GE, 4 vnm 8xIGE ¢ noppepskkoin Hardware Bypass Newndpaums SSL/TLS:

- 06 HSM @ & Gbps

Oewndpauma SSL/TLS:
~ Ta0MHSM [ 750 Mbps
— SGHSME 5 Gbps

NETSCOUT | arpor
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Arbor AED 2600/2800

Mnatpopma Mnatdopma
= 2 xIntel eon Ea-2608L v3 (G cares) - 2 x Intel Xeon ES-2648L v3 (12 cores)
- 268 DOR - B4GB DOR
= RAID 2x120 3D - RAID 2x240 SSD
- 2R, AL/DC - JRU, AC/OC
JInueHsnpyeman Npon3BoANTENbHOCTb! JInueH3vpyemasa Npon3BOAUTENbHOCTb:
— 100Mbps, ZaOMbps. a00Mbps. — 10Bbps. 20Bbps, 30Bbps 1 40Ghps
— |Gbps, 2Gbps, aGbps
- 10Gbps, 1abbps, 206bps CeTeBble UHTepdechI:

3 — 8 wan BXI0GE ¢ noapepxkon Hardware Bypass
CeTesble MHTepeiiChI: - 4 x BE uHTepdeiica c noaaepxkoi Hardware Bypass
— 4 B wnnlZxIGE ¢ noppepskkoin Hardware Bypass
- 4 x|0GE, 4 vnm 8xIGE ¢ noppepskkoin Hardware Bypass Newndpaums SSL/TLS:

- 06 HSM @ & Gbps

Oewndpauma SSL/TLS:
~ Ta0MHSM [ 750 Mbps
— SGHSME 5 Gbps

NETSCOUT | arpor
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Arbor Virtual APS/AED

Virtual Appliances

Pre-installed
Pre-configured

0S & App Stack

vAPS/vAED

[MnepsBu3op
- VMware vSphere 0.0+
— KVM kernel 3.19 QEMU 2.0

Nopgpepxka Amazon AWS
— [a, Amazon EC2

AnnapaTHble TpeboBaHuUA: amazon Vmwa reO

— vEPUs: I; NICs: | to 10; Memary: b GB; Storage: 100 GB webservices™

NMpon3BoauMTeNbHOCTb Ha Instance: ®
- MNponyckHasa cnocobHOCTb Npu nHcnekTuposaHun Ao | bps m

- MakcumanbHasa ckopoctb notoka DDoS o BO0 Kpps

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
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Arbor SP = koHTpOAb ceTn

NMUPUHIOBOrO, TPAH3UTHOIO M MarucTpaabHOro TpadukKa,
a TaK *Ke BO3MOXHOCTb MOHUTOPUHIA TPapmKa KIMEHTOB Ha rpaHuLe
ceT No3BonsAeT H6bICTPO BbIABAATL AHOMANUN U BPEAOHOCHbIE YrPo3bl,
Takune Kak DDoS aTaku.

obecneynBaeT BbICOKYH CKOPOCTb CUTHANM3aLMN O
DDoS atake, aBTO-nepeHanpasneHme TpadmKa Ha CUCTEMY OYUCTKU NpU
aTake, B Tom uyncne aBto-Offload FlowSpec ¢punbTpos Ha
MapLUpPYyTM3aTOPbI, U COOTBETCTBEHHO, BbICOKYHO AOCTYMHOCTb CETU U
CEepBUCOB.

CeTeBbIX PECYPCOB Ha OCHOBE KOMMJIEKCHbIX OTYETOB O
TpaduKe, KNNEHTCKUX U reorpadrueckmnx AaHHbIX Ana 6osee pasymHoro
NAaHMpoBaHMA TpaduKa.

Ha nnaTtdopme Arbor SP, KoTopasa ncnonb3yeTtca Ans
BM3yann3aLMmM CETU U OBHaPYKEHUA Yrpo3, NO3BOUT NETKO
NPeAoCTaBNATb U NOAAEPHKMBATL HOBbIE YC/IYTU, TAKME KaK aHaNu3
KAMEHTCKOro TpadurKa n obnayHaa 04MCTKa OT BpegoHOCHOro TpaduKa.

Business
% Customers
Data Center Edge @

@%@

Transit Peer Backbone
Edge

Bruadhand
Customers

Mobile  Maobile Netwark Edge
Subscribers

Customer

Edge

Global Summary June 2018

» %

Foak Volume oy reger: Eroairan by Voluma:

Faak Speed iy regen Eroaicn by Speed

| =

NETSCOUT | arpor
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Arbor SP 7000/Virtual Appliance

Mnarpopma Mnatpopmbl:
- 2 x Intel Xeon Ea-2648L v3 (1 cores) - VMware vSphere / 8-32 Care, 16-32 GB RAM, 100 GB Storage
- 32GR DOR — KVM OEMU / 8-32 Care, 16-32 GB RAM, 100 BB Storage
- RAID Bx480 SSD - Xen Cloud Platform / 8-15 Core, 16-32 GB RAM, 100 GB Storage
- 2RU, AC/DC

|_|pOM3BOLI,VITEJ'IbHOCTb:

- \Mware vSphere go 300 000 Flows Per Second
- KVM (EMU g0 300 000 Flows Per Second
- Xen Cloud Platform po 120 000 Flows Per Second

MNponssoanTENbHOCTD:

— no 240 000 Flows Per Second

JlnueHsupoBaHue:
- Purchase 6eccpoutbie avuenzum Arbor SP Flex, npro6peTtaemblie no mepe HEOBXOAMMOCTH, Aanee ONAYNBAETCA TObKO EXKETOAHOE TEXHUYECKOE 0BCAYKMUBAHME U
noanepka. MaeanbHo noaxoamt ana 6eictpopactywmx ISP, opnenTtuposanHbix Ha CAPEX-mopents.

- Site License 6eccpoutbie anuensuu Arbor SP Flex, oxsaTbiBatoLme BCo MHCTanNALMIO (TEKYLLME UK MPOTHO3MPYEMbIE NOTPEGHOCTH), AaNee OMNAYNBAETCA TObKO EXKErO4HOE
TeXHMYecKoe 0bCNyXnBaHue n noaaepKa. MaeanbHo noaxoaut ana 6onbwmx, 6bictpopactywmx v GAPEX-opuenTuposanHbix ISP;

- Subscription rogosan noanucka, Kotopas BkAtOUaET B ceba 06CAYKMBaHME U NOAAEPKKY. OTAnuHO noaxoauT aAna IPEX-opueHTUpoBaHHbIX OpraHu3aLmii, aaanTUPYHOLLMXCA
K BbICTPO MEHAIOLLMMCA PbIHOYHbIM YCIOBUAM.

NETSCOUT

uardians of the Connected World
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Arbor TMS 2600/2800

Mnatpopma

- 2 x Intel Xeon E5-2608L v3 (B cores)
- 32GB DDR

- RAID 2x120 SSD

- ZRU, AC/DC

JInueHsu pyemaa npon3sogunUTe/IbHOCTb:

— |Gbps, 2Gbps, abbps
- |0Gbps, 1aGbps, 20Gbps

CeTeBble nHTEpPENChI:
— 4,8 vnn I2xIGE
- 4x10GE, 4 nnwn BXIGE

Mnhatpopma

- 2 x Intel Xeon E5-2648L v3 (12 cores)
- B4GB DDR

- RAID 2x240 SSD

- ZRU, AC/DC

nMLI,eHSMDVEMaFI nponsBoaANTE/NIbHOCTb:

— |0Gbps, 20Gbps, 30Gbps v 40Gbps

CeTteBble HTEpdENCDI:

— 4 wnwn BxI0OGE

NETSCOUT | arpor
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Arbor TMS HDI1000/HDIO00+

Mnatpopma Mnhatpopma

- 2 x Intel Xeon Ea-2648L v3 (16 cores) ~ 7 x Intel Xeon E5-2648L v3 (16 cores)

- 32GRB DDR - 32GB DDR

- RAID 2x480GR SSD - RAID 2x480GB SSD

- ZRU, AC/DC - ZRU, AC/DC

JIuueHsnpyemas npon3BOANTENbHOCTb: JIMLeH3VPYEeMas NPOV3BOANTENbHOCTD:
— 20 - 160 Gbps — 0o 400 Gbps

— 10 Mpps+ — 220 Mpps+

CeTeBble MHTEPDENCDI: CeTeBble UHTepdeiich!:

— 4x|00GE + 8xI0GE nnw 16XI0GE HTepdeitcsl — 4xI00GE + 8xIOGE mnw IBXI0GE mHTepdeitcsl

NETSCOUT | Arbor
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Arbor Virtual TMS

NETWELL

Virtual Appliances

Pre-installed
Pre-configured

0S & App Stack

vIMS

[MnepsBu3op
- VMware vSphere 0.0+
— KVM kernel 3.19 QEMU 2.0

AnnapaTtHble TpeboBaHUA:

— vEGPUs: 3-3Z; NICs: | to 10; Memory: 10-03 GB; Storage: 100 GB

NMpon3BoaMTeNbHOCTb Ha Instance:
- MNponyckHasa cnocobHocTb Npu nHcnektTnposaruu |-30 Gbps

NETSCOUT | arpor
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Kommepyeckune Bonpochl:

FeHHaaun CoKkonos

gsokolov@netwell.ru
+7.985.279.99.38

Anekcen NMUPOXKEHKO

apirozhenkoEnetwell.ru

+1.315.038.83.08

TexHnyecKkune BOMpoCHI:
Makcum bysmakos

mbuzmakov@netwell.ru

+1.303.664.25 68
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