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Netskope at a Glance
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Founded in 
2012

25% of 
Fortune 100

50 Billion 
transactions 
per day

1000’s of apps 
safely enabled

3X Gartner 
MQ Leader

Launched first 
CASB in 2012 and 
expanded platform 
from 2015 to 
present with Public 
Cloud Security, 
Next Gen SWG, 
and Private Access

The largest 
organizations in 
the world trust 
Netskope to 
secure their 
journey to the 
cloud

The Netskope
security cloud is 
accessible within 
20ms of most of the 
world’s population

Netskope enables 
organizations to 
move from 
traditional blocking 
to safely enabling 
the cloud

Recognized for 
vision and ability 
to execute
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The Network Inversion
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Digital transformation is driving network traffic
THEN NOW

Web Traffic
HTTP/S

On premises data and users

Cloud Traffic
API/JSON

Remote and mobile users

• Cloud apps have overtaken web 
traffic

• 84% of traffic is encrypted

• API/JSON is new language of the 
internet.

• The average enterprise uses over 2,400 distinct cloud apps
• 95% of cloud apps are not managed by IT
• 44% of threats were cloud-enabled in 2019

Выступающий
Заметки для презентации
Organizations are increasing their Digital Transformation to improve customer experience, increase operational agility, and innovate to win in the market.  
The use of cloud apps and services is at the heart of this transformation.

IT is leveraging cloud apps like Office 365 to fill a variety of productivity and collaboration needs. Lines of business and individual end users are bringing in their own cloud apps to address specific business requirements. This usage is often referred to as unsanctioned or Shadow IT. 
To further complicate things, most devices today are mobile and off the corporate network.

With most apps and data in the cloud and moving fast, organisations are losing visibility into the data and applications in the cloud – as the language of the internet has changed. 
85% of web traffic is now cloud services, 
95%+ of cloud services are unmanaged (Shadow IT)
Globally 84% of web traffic is encrypted

Reference:
The average enterprise uses over 2400 distinct cloud apps
34% of data breaches involved internal actors (Verizon)
1 in 36 mobile devices had high risk apps installed.�53% of companies had over 1,000 sensitive files open to every employee. (Varonis)
83% of enterprise workloads will move to the cloud by the year 2020. (Forbes)
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The Inversion Effect
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Data and users have dispersed

Cloud Traffic
API/JSON

Web
10%

SaaS
85%

IaaS
5%

↑ Phishing SaaS/Cloud (36%)

↑ Remote Access to 
Applications

↑ Data heavy network traffic

Выступающий
Заметки для презентации
Many organisations now have up to  85% of internet traffic that is cloud apps and services, or are trending in that direction. 
Cybercrime players are also aware of this shift and are rapidly moving to apply well known tactics to the cloud attack surface.
Attackers are moving to the cloud to blend in, increase success rates and evade detections 
For the first time, phishing attacks on Saas are 36%, leading over payment (27%) and financials (16%)
New attacks leverage trusted domains with valid certificates for cloud services, 
First generation cloud security controls like discovery and API’s are not sufficient for protecting enterprise data in the cloud

Second, with increasing remote and mobile workers, remote access directly to applications is increasing,  leaving private applications exposed to the internet
Lastly, the new internet traffic is more data heavy and Is under increase demand from mobile and remote workers to deliver speed as well as secure access. 
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A Secure Access Service Edge (SASE) Architecture  
Cloud Native, Context Driven 

SD-WAN

Hybrid IT  

5

NEXT GEN SWG
(CASB + SWG + DLP)

UEBA

ZTNA

Global Edge 
Network

Выступающий
Заметки для презентации
Looking ahead, as organisations move toward hybrid IT environments, the convergence of networking and security services becomes essential to providing all users access across cloud apps, services and web. 
Netskope has delivered the key first step of the SASE journey with the consolidation of CASB+SWG+DLP, our NG SWG service. 
Our Netskope Private Access (NPA) delivers zero trust network access, a second key component of the SASE architecture.
The Netskope Security Cloud, built on a cloud native microservices platform, is run on our global private cloud network, NewEdge network which delivers carrier grade performance.
This architecture will continue to evolve and deliver additional advanced security capabilities in the SASE framework, in support of the digital transformation journey that our customers are undertaking. 
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Personal Instance

Enterprise Instance

30,000+ APPS

Security Starts with Visibility
Speaking the Language of the Cloud

CCI

• Data
• App Risk
• Context + Activity

CLOUD

Zippy Share

High Risk

8 / 100

Issues

Total Files

CCI Score

3

3,876

8

No Real Visibility if you 
can’t see to this level

Выступающий
Заметки для презентации
Finally, you share data with a risky cloud app like zippy share.  Netskope can also tell you in real-time the data being shared, the risk associated with the cloud application, and what actions are being performed by the end user in the cloud application
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Rich policy context of CASB+SWG+DLP
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User, Group, OU

Pat from accounting on desktop using personal Box instance uploading files 🡪🡪 DLP check, coach if PCI, PII, etc.
Pat from accounting on desktop using company Box instance uploading files 🡪🡪 check for malware/threats
Pat from accounting on mobile using company Box instance to download files 🡪🡪 view only mode
Pat from accounting on desktop browsing web gambling site 🡪🡪 block site, coach user with AUP alert

Device

Managed

Personal
Accounting

Pat Smith Cloud 
Storage 

App

Managed
Unmanaged

App

Personal

Instance

Company
File

Sharing

100+
Categories

URL Category

Upload
File
(up, 

down, 
share, 
view)

Activity

AV/ML
IOCs

Scripts
Macros

Sandbox

Threat

DLP
Profiles

And
Rules

Content Policy Action

Allow
Block
Coach
Encrypt

Legal Hold
Quarantine

etc.

CLOUD XD

Risk
Security
Privacy

Legal/Audit
GDPR

50+

CCI 
Rating

36K Apps

97

Выступающий
Заметки для презентации
Here is an example the rich policy context when you unite CASB + SWG + DLP.
Cloud XD goes well beyond a legacy SWG solution, including granular policy controls for 1000s of unmanaged apps.
Pat from accounting has four examples to show how Cloud XD works…
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A Converged In-Line Security Architecture: 
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Protect mobile users, 
remote offices at scale, 
while advancing threat 
detection capabilities. 

See and control 
access and data to the 

Cloud (SaaS, PaaS, 
IaaS), with full 3rd

party risk visibility.  
Extend DLP 
capabilities  
across Cloud 
(SaaS, PaaS, 
IaaS) beyond just 
network or 
endpoint

Unify Threat and Data Policy across SaaS, IaaS & Web

Выступающий
Заметки для презентации
This creates the opportunity to reset the legacy security approach to meet the needs of new Cloud driven digital transformation 
What is needed is inline, real-time protection for cloud, that unifies threat protection, and data policy across all channels – Saas, IaaS (public cloud) and Web.
Cloud enabled threats/kill chain are now the number one attack vector (cloud enabled phishing) 
Heavy cloud service edge (SASE/ECG) is consolidating and simplifying defenses, aka SWG + CASB + DLP + ZTNA 

Key use cases that are enabled with this approach include - 
Enable Direct to Cloud & Web Access
Increase user experience with fast access to apps
Enable Business led Cloud Services 
Prevent Sensitive Data Loss (across all channel, including between cloud apps)
Permit Unmanaged Device Access to the Cloud
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Remote Working Increase Due to COVID-19

9

The New Normal?
Remote work has gone 
from 27% to 66%

User Dispersion before and after COVID-19 pandemic declaration
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API/JSON Decoding

Netskope Security Cloud
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NEXT GEN
SWG CASB PRIVATE

ACCESS
PUBLIC CLOUD 

SECURITY

Adaptive Access Control Data Protection Compliance

Security Microservices

SSL/TLS inspection Threat Protection

SSO/IAM

EDR/SIEM/SOAR

SD-WAN/MDM

Threat Intel Sharing

And more…

THIRD PARTY 
INTEGRATIONS

ENTERPRISE REMOTE USERS UNMANAGED 
DEVICES 

DIRECT TO NET

Single console for 
SaaS, IaaS, Web and 

Private Access

Deep Threat Research and Data Science (NTL)

Rich Context and Insight (Cloud XD)

Global Private Cloud Network (NewEdge)

Microservices platform on a hyperscale true private cloud

Выступающий
Заметки для презентации
The Netskope platform is cloud native from the start and is designed to enable organizations to make the transition to the cloud safely using cloud-native security controls.

Using Inline controls, as well as API controls, organizations can secure Sanctioned and Unsanctioned cloud services, Web traffic, and also private apps.  All from a single console with granular policy enforcement powered by our CloudXD engine and utilizing a common set of microservices 

These microservices include inline cloud discovery and risk assessment, advanced multi-layer data protection, analytics and forensics, post authentication access control, multi-layered threat protection … with the ability to add future services to address additional security needs.

Our comprehensive cloud security platform, integrates with other layers of your security stack. From SSO to SIEM to threat sharing, we offer a wide range of third-party integrations to help you get the most out of your other security investments.

Our most recent threat and cloud report showed that on any given day,  33% of workers are remote, across more than 8 locations. This continuing inversion of our corporate networks with data as well as users on the outside highlights 2 critical needs;
The need for secure remote access to private applications (hosted in private data centres or public cloud) to give workers the access they need, without exposing private applications to the internet. 
The other is the increasing need for high performance, secure access from any global location to any cloud or web destination. 
Netskope is building the largest and most performant security cloud network in the world. Our global private cloud,  NewEdge, is designed for our security cloud to be accessible within 15ms of 80 percent of the world’s population and within 50ms of everyone else.  Our network will soon rival that of a cloud provider and will be second-to-none in the security industry. This is important for customers because it enables us to continue to add robust, real-time security services without impacting end user performance
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NewEdge Global Private Cloud 2020 
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MANAGEMENT PLANES
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Accessing Websites and Cloud Apps
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Public Clouds Data Centers

PRIVATE APPS

Remote workers

VPN concentrator
VPN Client

Secure Web 
Gateway (Proxy)

WEBSITES CLOUD APPS 

Hairpinning

SECURITY

USER EXPERIENCE

PERFORMANCE

SIMPLICITY
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Public Clouds Data Centers

PRIVATE APPS

Remote workers

VPN concentrator
VPN Client

Secure Web 
Gateway (Proxy)

WEBSITES CLOUD APPS 

Split Tunnelling

SECURITY

USER EXPERIENCE

PERFORMANCE

SIMPLICITY
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The Cloud Enabled Kill Chain
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Cloud service APIs
Cloud data exposure
Misconfiguration

Compromised accounts
Cloud infrastructure

Cloud phishing
Cloud file shares

Fake Access Logins
Compromise Credentials

Cloud payloads
Whitelisted Domains/IPs

Facebook, YouTube, Twitter
Slack, GitHub (SLUB)

Cloud Data Exfiltration
Cloud Lateral Movement
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Accessing Private Apps
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Public Clouds Data Centers

PRIVATE APPS

(AWS / GCP / Azure)

Remote workers

VPN concentrator

Remote Access VPNs

VPN Client
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Public Clouds Data Centers

PRIVATE APPS

(AWS / GCP / Azure)

Remote workers

VPN concentrator
VPN Client

Remote Access VPNs

SECURITY

USER EXPERIENCE

PERFORMANCE

SIMPLICITY
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Public Clouds Data Centers

PRIVATE APPS

Remote workers

VPN concentrator

Scaling On Demand

SECURITY

USER EXPERIENCE

PERFORMANCE

SIMPLICITY
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Public Clouds Data Centers

PRIVATE APPS

Remote workers

Zero Trust Network Access

Netskope 
PublisherNetskope 

Client

SECURITY

USER EXPERIENCE
PERFORMANCE
SIMPLICITY
SCALE ON DEMAND
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Modern Solution for Securing Remote Workers
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Public Clouds Data Centers

Remote workers

Netskope 
PublisherNetskope 

Client

Security Cloud

Next Generation
Secure Web Gateway (NG SWG)

Data and Threat 
Protection

PRIVATE APPSCLOUD APPS WEBSITES

Modern Solution for Securing Remote Workers
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Public Clouds Data Centers

Remote workers

Netskope 
PublisherNetskope 

Client

Security Cloud

Next Generation
Secure Web Gateway (NG SWG)

Zero Trust 
Network 
Access
(ZTNA)

Data and Threat 
Protection

Fast and 
Scalable Access

PRIVATE APPSCLOUD APPS WEBSITES

Modern Solution for Securing Remote Workers
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Public Clouds Data Centers
PRIVATE APPS

Remote workers

Netskope 
PublisherNetskope 

Client

CLOUD APPS WEBSITES

Security Cloud

Next Generation
Secure Web Gateway (NG SWG)

Zero Trust 
Network 
Access
(ZTNA)

Data and Threat 
Protection

Fast and 
Scalable Access

SECURITY

USER EXPERIENCE
PERFORMANCE
SIMPLICITY
SCALE ON DEMAND

Modern Solution for Securing Remote Workers
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Thank You!
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