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NTabopatopusa FortiGuard

= ~215wuccnepoBatenen, aHanMTUKOB M MHXKeHepoB B 31

CTpaHe
= KMccnepoaHus | PaspaboTka | MHHOBaLmK = 200+ NapTHépoB (e.g. Interpol, Certs, CTA, etc.)
= OrtBeTHble Mepbl | ObyyeHne = ~450,000 4acoB nccrnegosaHU B roa

BURNABY (CANADA) OTTAWA, CANADA
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@ FortiGuard nabopatopus - nOANMUCKMW

MANAGEMENT-ANALYTICS

s
JlTabopatopusa FortiGuard npegocrtaBnsieT
cepBuChHI, 3almarome ort
3BOJTIOLUIOHUPYIOLNX Yrpo3 @
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Content Disarm v Delivering Real-Time Updates & Proactive Protection
s v At Machine Speed, Scale, with Extreme Accuracy
v Unparalleled Third-Party Certification and Validation
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O6BLEM, CKOPOCTb NU3MEHEHUSA N CITOXXHOCTb Yrpo3
HepocTaTok kKagpoB B b

Source: Forbes.com

= 50 Billion Events Ingested Per Day

The Fast-Growing Job With A
Gap: Cyber Security

= A 1.3 Million Malware Samples Processed Per Day
= 17,671 Unique Malware Variants Detected In One Quarter

21 munnuapa IOT yetpouncTts Kk 2020

’
A%

Somme experts prodict there will be a global shortage of heo million cyber secwnity professionals |+

Behind every new hack or data breach, there's a company
scrambling to put out the fire, That's good news for job
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FortiGuard B uncnax

24,000 o500
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MALWARE PROGRAMS GLOBALLY PER YEAR
P
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ApxutTeKkTypa pearmpoBaHus Ha HOBble OOpa3ubl

anMeHeHI/Ie MaLlLMHHOIO o6yqu|/|s| N UCKYCCTBEHHOIO MHTEJIJ1EKTA

= Augmenting pattern recognition and automatic signature creation technology
= Continued learning and feature improvement — higher accuracy of the system

Collection - Global

Collection

Cross Scanning - Perimeter
Cross Scanning

CPRL

Signature
GLOBAL CUSTOMER
Machine Learning Big Data + Analytics - Internal

UPDATES
auto-CPRL

Artificial Intelligence SEDS Analysis
SEDs Learning

Secondary analysis
and validation
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FortiGuard Al — HempoHHas ceTb

4-criouHaA apxXuTeKkTypa

1) Input layer — submit files for analysis

2) Hidden layers (one or more) — computation

« Connectedto every node in the previous subsequent

layer

* Produces an output value based on inputs, function,

and weighted valuation

« 1 hidden layer scans 2.3 billion nodes analyzing for

potential malicious features

» 1 hidden layer scans for 3.2 billion nodes analyzing for

clean features

3) Output layer —results of analysis - clean or dirty

Fortinet SEDS
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Input layer
Malicious Layer
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Clean Layer

utput layer

Consists of separate layers for either malicious or clean feature processing

Mathematical models compare samples and features to decide output
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Features, Nodes & Weights — lNpumep o6paboTku

1. We start with an input file — malicious or clean
2. Feature presence is calculated, re-weighted and passed forward to the next node

3. The analysis is repeated using the next layer feature, then passed to the next node
4. Result — the overall probability based on a score of feature presence

FEATURE FEATURE

INPUT LAYER MALICIOUS LAYER CLEAN LAYER OUTPUT LAYER
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FortiGuard Al B aencreunu

3roBpeaHbIin

YUncTtbin

UcxoaHble
obpa3ubl

Konuuectso FEATURES
YnydweHuna Feature Set To4yHOCTb
= KayecTBO cpabaTbiBaHUA
= Ctabunusauma konudyecTBa obecneyuBaeTt
features BbICOKYIO CTeMNneHb
= BaBelleHHasd AOCTOBEPHOCTHU
JOCTOBEPHOCTb KauecTBO
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Customer Secure Fabric
Pesyn bTaT
:

= CyLLIeCTBEHHOE MOBbILLEHNE &

CTOMMOCTU pa3paboTku U =

OGHOBNEHWS Ans mm@® 2 ©) <__

KnbepnpecTynHUKOB s AN
= HenpeB3onmgeHHaa TOYHOCTb @ ﬁ
= JlokazaHo 1 npoBepeHo - paboTaer

FortiGuard Al AutoCPRL

= AJanTuBHO Production CPRL “Ragh

Signature Set

Production
Feature Set

Knowledgebase Repository
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NMpumep kamnauum - RATANKBA Malware

North America Europe APAC

‘g Legitimate -
—— website infected Bl i

User connects %
‘ e to website -
- i - @0
Discovery of =
e fﬁ\ additional |2
machines in —
Redirect to ‘.' network
website with
payload
e Malware and other tools are
downloaded to machine
Fortinet's Machine-Learning Fortinet's machine-to-machine Trend Micro discloses Symantec releases additional Fortinet discovers several Several additional domains are
methods analyze millions of files  defensive system releases RATANKBA malw are. Fortinet hash information on malicious domains. published and determined to be
thru a sophisticated neural- dynamic algorithm customers are proactively RATANKBA w hich Fortinet is Customers are protected part of RATANKBA malw are
netw ork discovering new zero- (W32/Generic.AC.39AB6Dtr) protected based algorithm 4 already blocking based on through w ebfiltering and w hich Fortinet had protection
days and malw are variants. months prior algorithm created 4 months DNS engines.

prior

Prior Dates - 100 day Day 0 Day 1 Day 2 Day 6
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Pe3ynbraThbl Fortinet B Tectax NSS 3a nocnegHue 6 net

2012 2013 AN 2015 2016 2017
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JTO NO3BOJISAeT HaM BbIABMNATb yA3BUMOCTUN HYJ1€eBOro AHA

Cnuncok ys13BMMOCTEN HYJTEBOIO AHS, aHOHCMpOBaHHbIx1abopaTtopue FortiGuard B Q3 2017.
YpoBHU puUcka cornacoBaHsbl ¢ 0bLen metoankon CVSS

JULY ANNOUNCEMENTS

FG-VD-17-107 Multl-byt(_e_ Character Filtering Cross-Site Scripting Joomla CVE-2017-7985 High
Vulnerability Il
Line F h -Site Scripti :
FG-VD-17-108 Core |ne“ eed Character Cross-Site Scripting Joomla CVE-2017-7985 High
Vulnerability |
FG-VD-17-109 Core Llng .Feed Character Cross-Site Scripting Joomla CVE-2017-7985 High
Vulnerability Il

AUGUST ANNOUNCEMENTS

Embedded Open Type Font File Handlin : VE-2017-8691 ,
FG-VD-17-142 P . yp g Microsoft c 017869 High
Memory Corruption

AVG Self-protection Bypass by disabling AV
FG-VD-16-062 w O ONEYPESS DY EISEHIS AVG N/A Med

Bitdef AVC3 Dri L | Privil . .
FG-VD-17-018 itde er.]der C3 Driver Local Privilege Bitdefender N/A High
Escalation

SEPTEMBER ANNOUNCEMENTS

FG-VD-17-019 Bitdefender Kernel Driver Self-Protection Bypass Bitdefender N/A Med

e Clsgo .Web Securlty-Appllance Cross-Site Cisco N/A Med
Scripting Vulnerability

MoapobHee: hitps://fortiguard.com/zeroday

===RTINET. * Fortinet follows responsible disclosure policies


https://fortiguard.com/zeroday

N noHnmaTb TpeHAbl — npeackasaHnda Ha 2018 roa

PREDICTION: PREDICTION:

RANSOM OF '
’ HIVENETS AND. CERVIGESTS “"Eggg?ﬁg%
~ SWARMBOTS " BIG BUSINESS MALWARE'

\‘ b T T /\/A\/ P\ "/L

' PREDICTION / PREDICTION:

/

- CRITICAL THE DARKWEBQA""
enSRESruee [ B Rk
TO THE FOREFRONT | USING AUTOMATION -

MogpobHee : https://blog.fortinet.com/2017/11/14/fortinet-fortiguard-2018-threat-landscape-predictions
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https://blog.fortinet.com/2017/11/14/fortinet-fortiguard-2018-threat-landscape-predictions

HoBbin cepcuc - FortiGuard Threat Intelligence Service (TIS)
https://tis.fortiguard.com/

Detection
Metrics

268.57B
Total events INGESTED

= 73.61M

Botnet C&C attempts
INITIATED

7,382
Malware programs
§ _ DISCOVERED

Last Week’s Activity (01/12/2018 - 01/19/2018)

0 ‘ 31.15B
Network intrusion attempts
A\~ 4

12% FOUND
1% Unique Industries ANALYZED

EEN
mmm 2,792

B W @ Unique applications UTILIZED

Differences in percentages above are as compared with two weeks ago

o

22%

1%

Threat
Research
Commentary

==RTINET.

Industry Profile: Healthcare

Top Applications Within Healthcare Top Applications Overall
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[ToTpedbHOCTbL B HOBbLIX cepBUcax - ApanBepbl

QUICK STATS:
= 5,988 unique detections (+0.3%)
N ] = 274 detectlons per firm (+82%)

= OtyérT Fortinet - Threat Landscape Report - 7% saw severe explos (-7%)

= 379% stll seelng explolt attempts targeting Apache Struts
vulnerabllity (+2%)

= 33% recorded explolts of WI-FI camera devices (up 4x)

- Ve rl ZO n D ata B rea‘C h I nveStI g ati O n R e po rt Seceonds Minutes Hours Diays Weeks Maonths Years

» KomnpomeTaLu/m NnPoncxoanT 3a MUHYTbI B .
bonbLlUMHCTBE CrnyyaeB e A VA

= TexHnyeckoe pa3BnTne 3110yMblLLIITIEHHWUKOB

»

»

»

Newver

exfiltration /_/\_/'
- — 1§ — 4 _-—/\ — s ——

lcnonb3oBaHMWe aBToMaTu3aumm u
pacnpeneneHHbIX cCucTem

IBONOUMSA TAKTUK N TEXHUK ONSA COKPbITUA
dKTNBHOCTU

PbIHOK ycnyr knbepnpecTynHOCTH

Jul Aug Sep Oct
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Q42017 Threat Landscape Report:
OcHOBHbIe BbIBOAbLI N peKoOMeHAauunmn

Botnets

Firms typically have one or two different botnets active at any
given time — some 10 or more!

Firms need to eradicate the underlying issues causing
infections — find and fix root cause

@
Mobile Malware

Mobile is increasingly becoming a target— Q4 saw 14% firms ‘ \ Ensure mobile devices have appropriate security controls in

reportin place and are being monitored
Y g

@ IOT Exploits ontheRise

Exploit activity against IOT devices (like WiFi cameras) Identify ALL devices connected to your n/w. Segment IOT
guadrupledin Q4 devices into secured n/w zones with customized policies

Ransomware

Define pay or not-pay policies and process ahead of time

22% of firms detected some type of ransomware in Q4 ‘ |Minimize impact by ensuring you have a good offline backup.

F:RTINET



Q42017 Threat Landscape Report:

OcCHOBHbIe BbIBOAbI U peKoMeHpauum (2)

& N
,’s Cryptojacking

Sharp increase in cryptomining malware — systems infected so Regularly review system processes running on computers to
they can be leveraged to mine cryptocurrencies find/kill culprits

@ Steganography

Top reported exploit in December used steganography to Utilize a data sanitation service — like Content Disarm and
conceal hidden information with graphics file — distributes Reconstructionthat removes active content from files in real-
ransomware time

@ P2P Proxy Target

Firms with high utilization of P2P and proxy apps have up to 9x

Firms need to review policies, update software inventory, and
higher rates of botnets and malware scan for rogue applications

@ Vulnerability Swarm

37% of firms STILL seeing exploits targeting Apache Struts Utilize a security audit service that can identify vulnerabilities and
vulnerability — Attackers smell blood and swam. configuration weaknesses and help implement best practices

F:RTINET



HoBble cepBUCHI

@, Virus Outbreak Services
» PenyTaumMoHHbIN aHTUBUPYC — BbisIBNIeHNe HoBeuwero BpegoHocHoro O, anst KoToporo ewe HeT curHaTyp

» Ha npakTuke, oOHOBMEHME cuUrHaTyp NpoBOAMUTCA B cpedHeM oauH pa3 B AeHb — VOS r1o3gosisiem pewums amy
rnpobrnemy

@ Content Disarm & Reconstruction

» Ypanaer BeCb akTMBHbIN KOHTEHT 3 DArioOB B peXnMe pearibHOro BpeMeHW, CO3LaEeT «MMOCKUA» doans

» BecCb aKTMBHbIA KOHTEHT (CKPWNTbl, MAKpOChl M T.MN.) BOCNIPUHUMAETCA KakK MOA03PUTENbHBLIN U TpebyeT
noapo6bHoM NPoBEPKK

=

Security Audit Update Services

» [pegoctaBnsieT pekoMeHgauum no AusavHy, BHEOAPEHWMIO N NOAAEPXKAHMIO LIENEBON apXUTEKTYPbl CUCTEMBI
obecnevyeHnsa NbB

»  MoeHTndmumpyer Kputudeckume ys3BUMOCTU U criabocTn KoHdurypauum B Security Fabric, nossonsier
NPUMEHUTb PEKOMEHOAUMN, OCHOBAHHbIE Ha NyYLUMX NpakTuUKax

F:RTINET



FortiGuard Virus Outbreak Protection Service (VOS)

MeXay OOHOBIIEHUSIMU CUrHaTyp

MpenocTaBnseT BO3MOXHOCTM OrokvpoBaHust HoBeuwero BpeaoHocHoro MO, BbISBNEHHONO B MHTEpBarne

v 3aKkpbIBaeT HULLY, 06pa3yoLLyCs MeXxay CUrHaTypHbIM
aHTUBUPYCOM W «MECOYHULEN»

v Ecnun curHatypHbIi Noaxoq He BbISIBNSIET BPEAOHOCHOIO
MO, To nponssogunTcs nouck no 6ase Global Threat
Intelligence DB

v Global Threat Intelligence DB cooepxuTt nidopmauuto o
HoBewnLweM BpeaoHOCHOM 1O, nony4yeHHyo Kak 13
BHYTPEHHUX, TaK U U3 CTOPOHHUX NCTOYHUKOB

Result isreturned
Immediately for the
Submitted hash

Submit samples to FortiCloud
FortiCloud
DataCenteI.g Submit samples to

\ Sandbox cluster (backendg
Headqua’ —

’ / Sandbox cluster feedbacksg
scanning results to FortiClogg:

Branches

&

&

FortiCloud returns Data Center

Sandbox scanresults
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FortiGuard Content Disarm and Reconstruction (CDR)
CepBuC caHauMm AaHHbIX

YnanseT BeCb akTBHbIM KOHTEHT 13 (0annoB B peXume pearibHOro BPEMEHW, CO34aET «MIMOCKUA»
doann

Becb aKTMBHbI KOHTEHT (CKPUMTbI, MAaKpOCh! 1 T.N.)
BOCMNPUHMMAETCS Kak No403puTenNbHbIN 1 TpebyeT noapobHowm
NPOBEPKM

Ha cerogHawHU oeHb nogaepxuearotca dpansbl gopmaTonB
Microsoft Office n Adobe — Hanbonee nonynspHble y
3NOYMbILLIIEHHNKOB chopmaThl

CDR saBnisieTcqa 4acTbio nonnTmnku MO— AomMmnHucTpartop
MOXET BKITHOUUTb QOYHKLNIO TOSBbKO ANSt OTAENbHbIX
nonb3oBatenen/rpynn/y3nos

McX0QHBIN KOHTEHT MOXXKHO 3arpy3uThb Mo 3anpocy npw
Hanmn4um nokaneHoro FortiSandbox (ecnv npoeepka rnokaxer,
YTO OH YNCTbIN)

F:RTINET




Security Rating Service @

YcoBepLeHCTBOBaHHbLIN MeXaHU3M peanu3auun nyywmnx npakTuk

OpeaHusayusim CIriIoXKHO C80EBPEMEHHO UCMpasrsme Ho8ble ysi3sumMocmu. Hedocmamok pecypcos Ha
aOMuHUcCmpupogaHue 4acmo rpusoodum K rno8mopHbIM 3apaxeHUsIM

v rlpeLI,OCTaBJ'IFleT pekomMmeHdauunun no |El,l/|3al7|Hy, BHEOPEHNIO U [_E]
nogaepxKaHnto uesne BOW apxuTte KTypb| CnctemMbl O6eC|-|eL|eH|/|;| | secwityFapic ) Security Audit
Sl:n‘ii:rds nd Scorin
b . . ?’rocess Flfw

v \geHTnunumpyeT KputTnveckmne ysasBuMocTi 1 cnabocTtu

KOHJourypaumm B Security Fabric, no3sonser npuMeHnTb 2 Ll

pekoMeHOaunm, OCHOBaHHbIE Ha Ny4dLwmnx npakTnkaxGuides
customers to design, implement and maintain a target
security fabric posture

v OueHMBaEeT cTeneHb 3pernocTy apxuTekType no wkane 1-5

v" BO3MOXHOCTb CpaBHUTb CO CXOXXUMU OpraHn3aunamMmun
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Onuun komnnekToB noanucok FortiGate (Bundle)

LleHOBaFI ONTUMKU3ALIUA CTOUMOCTU BNOXEHNN N BbICOKadA NMMOKOCTb B Bbl60pe noaxoadawmx noanmncok

ABTOMaTM3aLUA 3aLLUNTbI OT COBPEMEHHbIXYIrpo3

TpaAVILII/IOHHbIVI KOMMNINEeKT NoANMUCoOK . .
«BCE B OJHOM» Enterprise Protection

UTM Protection FortiSandbox Cloud (incl. VOS + CDR)

BasoBas 3awumTta

ivi ' Web Filterin
MHEPACTPYKTYPbI OT Y rPo3 Antivirus + Botnet + Mobile g
. Web Filterin Anti-spam
Threat Protection 20 AiET P

Anti-spam Antivirus + Botnet + Mobile
Antivirus + Botnet + Mobile

IPS
IPS IPS
FortiCare + App Control FortiCare + App Control FortiCare + App Control

F:RTINET



MaTtpuua komnnekToB nognucok FortiGuard

Bundles Threat Protection UTM Enterprise Protection

FortiGuard Security Rating Service * .
 FortiSandbox Cloud (plus FortiGuard CDR* and VOP* service) e
FortiGuard Anti-Spam e e
Gt Wb Flrng

FortiGuard Antivirus + Botnet + Mobile AV Service . . .
FortiGuard IPS Service . e e
FortiCare + FortiGuard App Control Service =~~~ o e e

* Available when running FortiDS 6.0 and above

F:RTINET



HanomuHaHue - ®CTIK no HOBbIM TpeboBaHUAM

Hoseunwnin ceptngukat (ot 16-ro mapta 2017)

TpeboBaHusa kK mexcetreBblM akpaHam ~ PCTIK Poccun 20167
[Mpodounb 3alnTbl MEXCETEBBLIX 3KPAHOB TMNa A YETBEPTOro
krnacca 3awmTtbl (PCTIK Poccun 2016)

[Mpodunb 3aWnTbl MEXCETEBBLIX 3KpPaHOB TUNa b YeTBEpPTOro
knacca 3awmntbl (PCTIOK Poccun 2016)

[Mpodunb 3aWnTbl CUCTEM CUCTEM ODHAPYXEHNA BTOPXKEHUN
YPOBHSI ceTU YeTBepToro knacca 3awntbl (PCTIK Poccum
2012)

TpeboBaHus k cuctemam obHapyxeHns BTopxeHun (PCTIK
Poccumn 2011)

Knaccudumkaumsa no ypoBHIO KOHTPOSS OTCYTCTBUS
HeaeKapupoBaHHbIX BO3MOXHOCTEN — NO 4 YPOBHIO KOHTPONA
(Toctexkomunceus Poccun)

CUCTEMA CEPTH®UKAIIUU
_CPEJICTB 3AMUATHI UHO®OPMAIINHA

110 TPEBOBAHMWSIM BE30NIACHOCTH HH®OPMAILIMU
Ne POCC RU.0001.016H00

CEPTU®UKAT COOTBETCTBUS
Ne 3720

Boipan 16 mapra 2017 .
Heiictsirenes no 16 mapra 2020 r.

Hacrosmumii ceprudpmkar ynocrosepser, uro nporpavMmuo-annaparubiii Komirexe «FortiGatey,
) pyomnii nox y it cucrembr FortiOS 5.4.1, paspaGoraunsii
Kkomnanuel Fortinet u mponssomumeiii 3A0 «HatmonambHbiii MHHOBAUHOHHbIH Lentp» B coorBeTcTBMM
C  TeXHHYECKMMH  YC/IOBHS M TV 5015-003-95561296-15, sBasieTcs  MPOrpaMMHO-TEXHHYECKHM
CPeACTBOM 3alIHThLI OT p o ZIocTyna K MHpor He T i i
COCTABISIOMMX [OCYNAPCTBEHHYIO TalHy, COOTBETCTBYeT Tped( py! 110 TOB
«TpeGoBaHHS K MEXKCeTeBbIM akpaam» (PCTIK Poceuu, 2016), «Ipodune 3ammTel MexcereBoro
dKkpaHa THna A ueTBeproro Knacca sammtel. MT.MD.A4.1T3» (OCTIK Poccu, 2016), «IIpopuns
SAUMTEL MEAKCETEBOrO SkpaHa THNa b werseproro knacea saumwmtel. HT.M3.BA.I13» (OCTIK Pocciw,
2016), «Tp K cHcTeMaM oGHaf st propaeruiy (OCTIK Pocenn, 2011) u «lIpoduns sammrsi
cHCTeM  OOHapyKeHMs BTOpKeHHH ypOBHA ceTH uetseproro  knacca  sautel.  MUT.COB.C4.IT3»
(®@CTIK Poccnn, 2012).

Ceprudurar BEUIaH Ha OCHOBAHHH PE3yIIBTATOB CepTHHKALMONHBIX HCTIBITAHMH, NPOBEIEHHBIX
ucnbrratesbHoi naGoparopueii 3A0 «IOKYMEHTAJIBHBIE CHCTEMbly (arrecrar akkpenHTalEH
or 15.09.2016 Ne C3M.RU.0001.015H00.5010) TeXHH4ecKoe 3aKmouenne or 23.12.2016,
M OKCIeprHOro sakmouenws or 03.02.2017 oprama no ceprudukammn GAY «THUUM [TT3U
DCTIK Pocenmn» (arrectar akkpeautaumn or 05.05.2016 Ne C3U RU.0001.01BH00.A002).

3assurens:  3A0 «Haumonansubiii MiHOBALMOHHEI Llentpy
Anpec: 121471, r. Mocksa, 3emnenensseckuii nep., 1.12
Tenedon: (495) 204-2086

KonTpous  mapknpoBaHMs 3HAKAMM  COOTBETCTBMS CEPTHOUIHPOBAHHON  NPOTYKUMH |
MHCIIEKUMOHHBIH KOHTPO/Ib e€ CcooTBeTCTBHs Tpeﬁomnunm PYKOBOAAIMX JOKYMEHTOB, YKasaHHBIX B
HACTOAIIEM CEPTH(HMKATE, OCYIIECTRINETCH HCTBITATENLHOM naGoparopueii 3A0 «JIOKYMEHTAJILHBIE
CUCTEMBI».

S SAMECTHTENL TMPEKTOPA ®CTIK POCCHH
év/

4 B.JIiotukos

e

HacTomuImii cepTHGUKAT Buecen b [OCYIAPCTBCRITAN PECCTp CEpT CPeACTR 3AUDITLE
16 mapra 2017
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FORTIOS 6.0

Fabric Integration

Taggin e
Fabric J99ing ‘ ﬂeﬂ SD-WAN —_
Ready @ W —eo| Certs
Partners

* Automation Ic."b' Connectors
Developers
Network 1*{ 0
s @ CASB

Zzzrr']f D ‘ FortiGuard
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APXMTEKTYPA AD,AI'ITI/IBHOI/I BE3OMNACHOCTMW
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ObHoBneHusa FortiGuard
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BupTtyanbHas O6nako KoHTelHepbl
@ID MawunHa




BCEOBBbEMIIIOWAA SALLUUTA UHPPACTPYKTYPbI

3awurta

3awuTta cetn KoHEUHBIX . 3awuTta : i 3awmTta oT
BeO-NpunoXxeHuu erieHanpaBrieHHbIX
3awuta B y=tioB P agax
eTeporeHHbIX 3auwuTa 3aw i eHHbIN YnpaBneHue n
obGnakax coobLeHun YHU(PULMPOBaAHHbLIN aHanuTuKa

aocTyn

Advanced

e

\

==
Threat
Protection

4
S

FortiGate FortiClient FortiMail ] FortiAP FortiSandbox FortiAnalyzer
Virtual Firewall EPP Secure Email Fortiweb Wireless Advanced Threat Central Logging /Reporting
FortiGate Network Security Gateway Web Application Infrastructure Protection
Enterprise Firewall LEE E
e I I I S—

! ! : FortiManager

. QO FortiGate FortiSwitch Central Security Management

B X

Cloud Firewall G
Switchin
Network Security Infrastructl?re
IPS SD-WAN

1 FortiSIEM
Security Information &
Event Management

T
mD

Y

SWG VPN

FortiCASB



KOHTPOJIbHbIA CMUCOK UHTEIMPALIMU S
SECURITY FABRIC : N

NETWORK ENDPOINT UNIFIED ACCESS EMAIL WEB APPS MULTICLOUD

R

e

FORTIMANAGER

FORTIANALYZER - - 2019 Q1
PAONRS

EED?TURITY RATING 2019 2018

AUTOMATION

STITCHES 2018 2018

VULNERABILITY
SCAN

ADVANCED THREAT

PROTECTION
SANDBOX

FORTISIEM




FORTINET SECURITY FABRIC - TOMNOSOrs &

< N

Email WAF Manager Analyzer

&> e

SaaS / CASB Cloud NGFW

\ [ WiFi.1 ¢
: : T |
-'-2 - ¢ i 2

° ° °
ooooooooooooooooooooooooooooooooooooooooooooooooo

1
N

.-‘

e

L\
Virtual FW NGFW NGFW  : ISFW.1 Switch.1 WiFi.2 ,E |ﬁ|
r, | : : 3
|1 il
. .-.L .......... :...‘ ((.)) KﬂMEHTbl
: : : : w (YCTPOUCTBA)
N : ISFW.2 Switch.2 :  WiFi.3
-- |/ : .
A SD-WAN d‘ , e
penSUSE T &b NGFW L ’
4§ Z, Advanced Threat Switch.3
Ydj& Protection

al
3
=
N

A
R

(MPUNOXEHWUS)

i
r

y3nbl [

k== IEEC)




OUNEMMA PbIHKA SD-WAN SD-WAN
Features SD-WAN Vendors Security Vendors Combinations Fortinet
SD-WAN
Security

Cost




FORTINET SD-WAN - J1IYYHLLUEE COYETAHUE

®YHKLUN, 3ALLUTBI U CTOUMOCTH

Application
Aware

Visibility into more than
3500 applications

Application-level
transaction for better SLA

Multi-Path
Intelligence

Dynamic WAN link
selection using
Performance SLA

Automated fail-over
capabilities

Multi
Broadband
Supported

Transport independent
with support for
Ethernet, 3G/4G

Aggregate multiple

interfaces into single SD-

WAN interface

Simplified
Provisioning

One-click VPN to
connect multiple
branches to the
datacenter

Zero-touch provisioning
to bring up WAN at a
new branch
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Security

Most Certified Security
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High Performance
powered by Security
Processor technology
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