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Ho ceTteBas 6e30nacHOCTbL CTaAaHOBUTCH
BCe CII0)XHee

borbuwe cepBuncos, bosibwe 3agad,

bornbwe onepayuu Ha Kaxxoyro 3adady
=> gblWIE CIIOXKHOCTb PadoThl

=> MeHbWe KaHangatoB

PocT cnoxHocTu => dechuyum Kagpos U
3agayd obecneyeHmA
UE yCI1I0XKHeHuUe paboThbl
2007 2017 => aBTomMmatTmn3auungd
Xakepckux rpynn <50 > 1,000
Mpounssogutenen C3NM <100 > 2,300 ‘ pea FI/I pO BaH Mg

|
TpeBor/eHb (cpeaHee) < 1,000 > 1,000,000

Pacxoabl Ha B < $3B > $80B

Optiv research, 7 September 2017, Dave
DeWalt, General (Ret.) David Patraeus
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Bbi30oBbl KNOepbe30nacHOCTU U peLleHUs

Bbi30OB

- COBpeMeHHbIe NnpoadBNHYTbIE YIpO3bl N MOCTOAHHAA aKTUBHOCTDb

3J10yMblIUIJIEHHUKOB
PELUEHUE

» WMHcnekuyma Tpaduka pewleHnem IPS mupoBoro ypoBHSA

IPS
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YTto aHanuTukn nogpasymeBatot nog IPS mupoBoro ypoBHA?
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Y6eauTechb, UTO Y Bac UCNOMb3yIOTCA NpaBuUnbHbIe
MHCTPYMEHTbI UHCNEeKLUU
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[1Be pacnpocTpaHeHHbIX CTpaTerun pasBepTbiBaHUA

IPS KaK 4yacTb MeXceTeBOro 3KpaHa

(NGFW)

= |PS MHTErpmpoBaH C MeXCeTeBbIM
akpaHomMm (NGFW)

= MoTuBauus - kKoHconuaauusa

CamocTtoaTenbHbIU IPS
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FortiSandbox Y K
k /// -~
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- l \\/ | FortiGate”
: COB (IPS) \ FortiManager
eXxxceTeBOW 3KpaH
FortiAnal ' /> :
ortiAna yzer/

6.

IPS paboTtaet 1 ynpaBnsieTca oTaenbHO

MoTunBauymus - BblA€NEeHHanA npon3BognTENbHOCTb U
pa3geneHne rnormiHoOMo4Ynm

B0O3MOXXHOCTL MpUMEHeHNA COBMECTHO CO
CTOPOHHUMK M3
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Bbi30oBbl KNOepbe30nacHOCTU U peLleHUs

BbI30B
e COBpeMeHHbIe npoaBMHYTbIE YIpO3bl N NMOCTOAHHAA aKTUBHOCTb

3JIOyMbIUWJ1IEHHNKOB

PELUEHUE
» WHcnekuma Tpadmka peweHnem IPS mupoBoro ypoBHs

BbI30B
= PocT ckopocTen nepenayun aaHHbix B LIO

PELLEHUE
Q » HapgéxHas peanusauuns BbicokonpoussoauTenbHoro IPS

IPS
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OcTeperantecb BNMUAHUA Ha NPOU3BOAUTENIBHOCTb

Tunoeas gerpagauud
NPOU3BOAUTESIbHOCTU MNpK
BKITHOYEHUN
OONOSNMHUTENbHbIX
MHCNEKUUNN

1 Gbps

750 Mbps

500 Mbps

250 Mbps

HauvanbHas Touka
lNMponyckHaa cnocobHocTb 6e3
MHCNEeKLUNn

BkntoyeHne Yactn nHcnekuumn

_ MponyckHas cnoco6HocTb DPI

WUITU KOHTPONS NMPUITOXKEeHUN

— MuHnManbHas MHCNekuus
KoHTponb npunoxeHun + IPS
Nucnekuyma NGIPS

— KoHTponb npunoxeHuin

+ IPS +
AeTeKTUpoBaHue
NPOABUHYTLIX YrPo3
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Kak goctnyb BbicOKOU npoussoantenbHoctn? OTBeT Fortinet

CeTeBOM npoueccop

 OdPEeKTUBHO NOBbIWAET MPONYCKHYHO
cnocobHocTb [1AK

« AnnapaTHOe yCKOpeHne TUNOBbIX 3aaau

M9, Takux Kak yCTaHOBIEHUE U KOHTPOIb
coeanNHEHUS

KOHTeHTHbIN npoueccop

« ObGecnevnBaeT BbICOKYHO
NPON3BOAUTENBLHOCTb MPU BKIOYEHUN
OOMOMNHUTENBbHbIX NUHCNEKLNIA

« AnnapaTHoe yCcKopeHue rinyoboKoro aHanmsa
nakeTtoB - pasrpy3ka CPU ot
BbIYNCNUTENBHO-UHTEHCUBHBLIX dOYHKLMI
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Joka3aHHasa nHcnekumsa IPS mmpoBoro ypoBHS

LABS

= PerynspHble BbICOKME
pe3ynsTaTtbl B CTOPOHHUX
CpaBHUTENbHbIX TecTax

= ObpaTtnute BHUMAHME Ha
9P PEKTUBHOCTb
OETEKTUPOBaHUA U
CTOMMOCTb BrnageHus

Hos6pb 2017

NSS Labs Next Generation Intrusion Prevention System (NGIPS) Security Value Map™

PeBpanb 2018

2 . e
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Honabpb 2016
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Bbi30BbI KNOEepbe30nacHOCTU U peLueHuns

&

IPS
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BbI30B
. COBpeMeHHbIe npoaBMHYTbIE YIpO3bl N NMOCTOAHHAA aKTUBHOCTb

3JIOyMbIUWJ1IEHHNKOB

PELUEHUE
» WHcnekuma Tpadmka peweHnem IPS mupoBoro ypoBHs

BbI30B
= PocT ckopocTen nepenayun aaHHbix B LIO

PELLEHUE
» HapgéxHas peanusauuns BbicokonpoussoauTenbHoro IPS

Bbl30B
= OrpaHn4yeHHble pecypcbl N CTPEMIEHME OpraHn3aunm K
MaKcManbHOM 3P EKTUBHOCTH

PELLEHUE
» IPS, BbIxogawme 3a

TPagnunOHHbIE PAaMKH



OrpaHu4yeHMe BpeMeHHbIX pecypcoB Ha paboTy co
cpeacTBamMm 3alWUThbl

BbizoB PeweHue - nogxon,
OrpaHuyerne pecypcos nHTerpupytowmin NOC n SOC

|
Kak Ham y3HaTb = N3mepumas oueHKa

HaCKOIbKO XOPOLLO Mbl SallnlieHHOCTH
3almLLEHbI?

= Kak 6bICTPO NPUMEHUTB = ABTOMaTU3auus B3aumMoaencTBus

BbIBOAbI? noapasaeneHun
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N3mepumasa oueHka
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ABTOMaTM3aUua B3ammoaencTBus
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aHannTuK pernctpupyet nHunaeHT (SOC), KoTopbIn 3aTEM
Hanpaensetca B ITSM
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ABTOMaTMU3auuda B3auMoaencTBuA

onepartop ITSM npuHnmaeT 3asiBKy 1 3anpawimBaeT Tpedbyemble
NEencTBus
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ABTOMaTMU3auuda B3auMoaencTBuA
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ABTOMaTMU3auuda B3auMoaencTBuA

[ o [ c L4 (< c [ (< c

3anpoLllueHHoe n3meHeHne astomatnyeckm npumeHdaetca (NOC) B nHppacTpykType
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CoBpeMeHHbIe BbI3OBbI KubepbesonacHocTu - coBpeMeHHbIn IPS

" |PS mnpoBsoro ypoBHsi

» IPS pormkeH akTMBHO pa3BuBaTbCs, YTOObI 3alymLLaThb
OT aKTyanbHbIX Yyrpo3

* Bbicokas npon3BoANTENIbHOCTb
» IPS pgormkeH obecneunBaTb BbICOKYIO 3phEKTUBHOCTD

N BbICOKYHO NMpon3BoanTesribHOCTb OAHOBPEMEHHO

= CriegyeTt oueHmBaTb He TonbKo bpoLlutopsbl (data sheets), HO K
CTOPOHHME TECTLI NPON3BOAUTENLHOCTU U (B uaeane)
NpoOBOAUTL TECT B CBOEU cpeae IPS

» IPS gomkeH aBonoUMOHUPOBAaTL BCred 3a pacTyLumm
TpeboBaHUAMU OpraHn3aLmnn
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Use case — 3alymMTa aKkTUBOB, NOAKNIOYEeHHbIX K UHTepHeT

= Ckonbko B opraHusauuu 'K, cepsepoB, NpUHTEPOB, TernegoHOB, KOMMYTaTOpPOB., ...7?7

= A CKONbKO BUPTYaribHbIX MaLLUVH N KOHTEMHEPOB B YaCTHbIX 1 00LWMX obnakax?

= Kakue BMabl AaHHbIX 06pabaTtbiBaloTCs opraHn3aumMen 1 Ha Kakux aktusax?

= [1lpyumepbl MHUMNOEHTOB:
» Equifax gencreutensHo B3nomanu vYepes 6ar B Apache Struts, HO ys3BMMOCTb OKasarnacb CTapom

https://xakep.ru/2017/09/14/equifax-dejstvitelno-vzlomali-cherez-bag-v-apache-struts-no-uyazvimost-okazalas-staroj/

HewnsBecCTHble 3N0OyMbILLNIEHHUKN 3aBnageny nuYHon nHgopmauuen 143 mnH amepukaHues

MpoHnkHoBeHME B Mmae 2017 roga, npucyTCTBME OCTaBanocb He3aMeYeHHbIM BNoTh 40 KoHua uions 2017 roga

Okcnnyataumsa yassumoctn CVE-2017-5638, ycTtpaHeHHon B Havane mapta 2017 roga

Y komnaHuu 6bino gBa unm 6onee mecsua Ha ycTaHOBKY OOHOBMNEHNSA, OOHAKO NO KaKOW-TO NPUYNHE STUM HUKTO He o3aboTuncs

» Bnactn AtnaHTbl noTpatunu 2,6 MnH 4OonNnapoB Ha ycTpaHeHne NocrneacTsui ataku lwmndposansumka (Ha
MomeHT 25 anpena 2018)

https://xakep.ru/2018/04/25/samsam-attack-costs/

23 mapta 2018 roga Bnactn amepukaHckoro ropoga AtnanTta, wratT [pKopaxus, NoaBeprnvch atake wundpoBanbLimka

Buimoratenu TpeboBanu ot ropoga okorno 55 000 gonnapos (B Bitcoin skBuBaneHTe), ogHako BbIKyMn Tak 1 He Obin BbiNnayeH.

Mo AaHHBIM OAHOM N3 MECTHbIX KOMMAHWI, 3aHMMatoLWKnXca KnbepbesonacHocTblo, B Mae 2017 kak MMHUMYM 5 cepBepoB, NpuHagnexalimnx
BnacTaM ATnaHTbl, U 4OCTYNHbIX U3 VIHTepHeT, Obinu 3apaxeHsl DoublePulsar

https://fortiguard.com/encyclopedia/ips/43745/apache-struts-2-jakarta-multipart-parser-code-execution

https://fortiguard.com/encyclopedia/ips/43963/backdoor-doublepulsar
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https://xakep.ru/2017/09/14/equifax-dejstvitelno-vzlomali-cherez-bag-v-apache-struts-no-uyazvimost-okazalas-staroj/
https://xakep.ru/2018/04/25/samsam-attack-costs/
https://fortiguard.com/encyclopedia/ips/43745/apache-struts-2-jakarta-multipart-parser-code-execution
https://fortiguard.com/encyclopedia/ips/43963/backdoor-doublepulsar

Use case — 3alyuTa akTMBOB, NOAKMIOYEHHbIX K UHTepHeT

YAssuMble cepeepb Threat Category Threat Level «
Q.‘f‘ [‘;Q f‘ Backdoor.DoublePulsar IPS
N § N § Zivif PR115-204-P-RSWeb.Cameras.Hardcoded.Password IPS

MS.11SWebDAV.PROPFIND.ScStoragePathFromUrl.Buffer.Overflow IPS
Blocked by Firewall Policy Blocked by Firewall Policy
B npoz(;r;ﬁ?):j L’:;(Mm MS.SMB.Server.Trans.Peeking.Data.Information.Disclosure IPS
Telnet.Login.Brute.Force IPS
- \ Mirai.Botnet IPS
Android.ADB.Debug.Port.Remote.Access IPS
) Psiphon Proxy
fepner PPTP Proxy
& é A RealVNC.Server.Authentication.Bypass IPS
Telnet.Remote.Root.Login IPS Low
Failed Connection Attempts Failed Connection Attempts Low
MS.SQL.Server.Empty.Password IPS Low
SSH.Client.Request.Mimicking IPS Low
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Use case — 3alyuTa akTMBOB, NOAKMIOYEHHbIX K UHTepHeT

[MoakntoveHne K MHTepHeT ¢ 3awmnton FortiGate [Mpsimoe nogkntoveHune K IHTepHeTt
Suricata CVE - Top 10 " Suricata Alert Signature - Top 10 , Suricata CVE-Top 10 <" Suricata Alert Signature - Top 10 <
CVE ID CNT ID Description CNT AL, D Description CNT
CVEID "
CVE-2012-0152 11 2210037 SURICATA STREAM FIN recv but no session 1361 |M ET EXPLOIT [PTsecurity] DoublePulsar Backdoor 141928 |
CVE-2001-0540 28 mstaiiation communication
CAN-2001-0540 2 2001978 ET POLICY SSH session in progress on Expected Port 938
CVE-2012-0152 6 2006408 ET POLICY HTTP Request on Unusual Port Possibly 900
CVE-2001-0540 2 2006408 ET POLICY HTTP Request on Unusual Port Possibly Hostile 931 Hostile
: _ CAN-2001-0540 2
2023997 ET INFO Potentially unsafe SMBv1 protocol in use 373 CVE002-0013 CVE. 2 2001978 ET POLICY SSH session in progress on Expected Port 614
2102465 GPL NETBIOS SMB-DS IPC$ share access 369 2002-0012 2101251 GPL TELNET Bad Login 545
2101251 GPLTELNET Bad Login 256 1 CVE-2002-0013 CVE- 2 2023016 ET TELNET SUSPICIOUS Path to BusyBox 308
2009582 ET SCAN NMAP -sS window 1024 216 ég?i-om EE— 2023017 ET TELNET SUSPICIOUS busybox shell 305
2023016 ET TELNET SUSPICIOUS Path to BusyBox 142 CVE2017.5638 5 2023018 ET TELNET SUSPICIOUS busybox enable 305
2023017 ET TELNET SUSPICIOUS busybox shell B35 ces00r.001a : 2102466 GPL NETBIOS SMB-DS IPC$ unicode share access 234
2023018 ET TELNET SUSPICIOUS busybox enable 135 ) ;
CVE-2006-2369 1 2009582 ET SCAN NMAP -sS window 1024 199
2023997 ET INFO Potentially unsafe SMBv1 protocol in use 131
Export: Raw & Formatted & Export: Raw & Formatted & (VE-2017-5638 (VE- 1
2017-5638
Export: Raw & Formatted &
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Use case — 3awyuTa BblYUCNUTESIbHbIX PEeCYpPCOB

= Y KOro B opraHmM3auuu 1 3a eé npegenamm ectb A0CTYN K BblYUCIIUTENbHBIM pecypcam?

= Kak oCyLeCTBSETCA MOHUTOPUHTI yTUNu3aumm BeldncnutenbHbix pecypcos (MK, cepsepbl,
obnaka, Android-ycTtponcTaa, ...)?7

= [Tpmepbl MHUNOEHTOB:

» YassumocTb B Oracle WebLogic akcnnyatnposanack ans manHuHra Monero
» https://www.securitylab.ru/news/490733.php
= Atakytowme ucnonb3oBanu PoC-akcnnout anga kputudeckon yassmumoctn CVE 2017-10271, 3atparusatoLen cepsepbl WeblLogic

=  3noyMblWNEHHMKaM yaanocb Ao6biTb KpUNToBantoTy Ha cymmy $226 Thic., 6onblue Yem TpeboBaHWe BbiKyna Anst BnacTten ATNaHTbI
= “BnoymMbILNEHHNKM MENW OOCTYN KO BCEN MHpOpMaLUKN Ha cepBepax, HO BMECTO TOro, YTOObl NpoaaTh ee Ha YePHOM PbIHKE, OHM NPOCTO
yCTaHOBWUIIM NporpamMmmMHoe obecneveHne ans Aobbium KpuntoBanoTbl”
» MaWHuHr KpnntoBasnoTbl Ha HENCNOJIb3yEMbIX BbIMUCITUTENTbHbBIX MOLLIHOCTAX
= https://lenta.ru/news/2018/07/25/bitochki/
= B 2011 rogy coTpyaHuk nnatexHon komnaHmm Qiwi 3a Tpu Mecsaua HamanHun Ha TepMmuHanax komnaHun 500 Teicsy OUTKOMHOB

=  MaliHuHI NpoBoAnIcsa Bo BHepaboyee Bpemsi, YTO He NPUBENO K NPsIMOMY YyLLiepOy, HO NOBLICUIO 3aTpaTbl Ha SNEKTPOIHEPTUIO

= BExerogHo Tonbko Ha gobbivy 6utkomHa n Ethereum tpatutca 50,5 TepaBatta - 370 CONOCTABMMO C rOAOBbIM NOTPEBNEHNneEM 3Heprum
HECKONbKNX €BPONENCKNX CTPaH

= https://coinlife.com/news/terminaly-qiwi-mogli-sovershit-ataku-51-na-blokchejn-bitkoina/

https://fortiguard.com/encyclopedia/ips/45334/oracle-weblogic-server-wls-wsat-component-code-injection
https://fortiguard.com/search?g=miner&type=app&engine=1
https://fortiguard.com/search?g=miner&type=mob&engine=1
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https://www.securitylab.ru/news/490733.php
https://lenta.ru/news/2018/07/25/bitochki/
https://coinlife.com/news/terminaly-qiwi-mogli-sovershit-ataku-51-na-blokchejn-bitkoina/
https://fortiguard.com/encyclopedia/ips/45334/oracle-weblogic-server-wls-wsat-component-code-injection
https://fortiguard.com/search?q=miner&type=app&engine=1
https://fortiguard.com/search?q=miner&type=mob&engine=1

Use case — 3awyuTa BblYUCNUTESIbHbIX PEeCYpPCOB

= Y KOro B opraHmM3auuu 1 3a eé npegenamm ectb A0CTYN K BblYUCIIUTENbHBIM pecypcam?

= Kak oCyLeCTBSETCA MOHUTOPUHTI yTUNu3aumm BeldncnutenbHbix pecypcos (MK, cepsepbl,
obnaka, Android-ycTtponcTaa, ...)?7

= [Tpmepbl MHUNOEHTOB:

» YassumocTb B Oracle WebLogic akcnnyatnposanack ans manHuHra Monero
» https://www.securitylab.ru/news/490733.php
= Artakyrouwme ncnonb3sosanun PoC-akcnnout ansa kputndeckon yassmmoctn CVE 2017-10271, satparnsatowien cepaepbl WeblLogic

=  3noyMblWNEHHMKaM yaanocb Ao6biTb KpUNToBantoTy Ha cymmy $226 Thic., 6onblue Yem TpeboBaHWe BbiKyna Anst BnacTten ATNaHTbI

= “BnoymMbILNEHHNKM MENW OOCTYN KO BCEN MHpOpMaLUKN Ha cepBepax, HO BMECTO TOro, YTOObl NpoaaTh ee Ha YePHOM PbIHKE, OHM NPOCTO
yCTaHOBWUIIM NporpamMmmMHoe obecneveHne ans Aobbium KpuntoBanoTbl”

Your Stats & Payment History

Look at worker stats for hash rates and worker stats
4AQeSSAFWZKEC] aeNTt59LGTKVEQROSRIM] rmQ6G i MFAeUVOL 3MF e TESZwwHKFPrAyNw2 JHDXUSWL82R i ZThPpk 4SEg TVae Q Lookup
Q, Address: 4AQeS5sAFWZKECiaeNTt59LGTkVEqROSRIM] rmQ6Gi MFAeUVOL 3MF e TES zZwwHKFPrAyNw2 JHDXUSWL 82R1 ZThPpk4SEgTVae

M Pending Balance: 1.705828595111 XMR

I Personal Threshold (Editable): < 1.000XMR >
Once you reach your threshold, you will get a free auto-payout within 24 hours
W Manual Payments Disabled

@: Total Paid: 611.396228315000 XMR) Approx. S 150k (January/February 2018, $250/XMR)
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https://www.securitylab.ru/news/490733.php
https://lenta.ru/news/2018/07/25/bitochki/
https://coinlife.com/news/terminaly-qiwi-mogli-sovershit-ataku-51-na-blokchejn-bitkoina/

Use case — 3awyuTa BblYUCNUTESIbHbIX PEeCYpPCOB

Application = Bitcoin Add Filter Q

Threat Score
Summary .
Application {:)Bitcoin
Category P2P 1
Risk  High 3
#  Threat Category CVEID Threat Level Threat Score( Blocked/®  Incidents( Blocked/ ™
Allowed) Allowed)
1 coinhive.com Malicious Websites High 300 5
pool.xmr.pt Malicious Websites 2
f-———
bohemianpool.com Malicious Websites 1
api.viaxmr.com Malicious Websites High 60 1
# 6 api.xmr.mypool.online Malicious Websites High 60 1
api.xmrpool.xyz Malicious Websites High 60 1
8 ratchetmining.com Malicious Websites High 60 1
P 9 www.pOOls.net Malicious Websites High 60 1
10 monerohash.com Malicious Websites High 60 1
11 pool.xmrpool.de Malicious Websites High 60 1
12 malicious-url IPS High 30 1
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Use case — 3awmTta ACY Tl u (oT) UHTepHeTa BeLleU

= EcTb nu B opraHmnsauumn ACY TTI1, o6begnHeHbl NN 3TN CUCTEMBbI B €ANHYIO CETH?

= Kak otoeneHa cetb ACY TI, kak npegocTaBnseTcs yaaneéHHbI goctyn?

Ckonbko B opraHmsauuu loT (Smart TV, IP-kamep 1 npoynx nogobHbIX yCTPOMNCTB)?

KoHTponupyeTtcs nn mexcetesoe B3anmogenctene loT, BbINOAHAETCS nm 0OHOBNEHNE?

[Npumepbl NHUNMAOEHTOB: —
» Industroyer/ CRASHOVERRIDE - BpenoHocHoe 10, cnocobr INSTALLS

= https://habr.com/company/eset/blog/330730/ -
CONTROLS ADDITIONAL
TOOLS

= Mogynun gna IEC 101, IEC 104, IEC 61850, OPC DA

= Llnpoko pacnpocTpaHeHHbIE NPOMbILLIIEHHbIE MPOTOKOSbI, KOTOPbIE CO30aBE "‘“‘“’

* [NnaBHbIN KOMMNOHEHT — 63KAOP, NCNONBb3YETCA aTaKyoLWMMN ONs YyNpaBneHu:

= CTOUT yNOMsAHYTb, 4YTO BonblwmHCcTBO C&C-cepBepoB 63kagopa NCNOMNb3YHOT 1 EXECUTES a pr—
» Ya3BumocTn B kKamepax Dahua n HikVision

= https://www.csoonline.com/article/3269199/security/critical-hikvision-flaw-co. EXECUTES

= YpganéHHbln JOCTYN K BUAEO, NoTeHUManbHaa KomnpoMmeTtaums l
= Dahua, CVSS 10: 2017, 2013, 2013
= HikVision, CVSS 10: 2017, 2013
101 PAYLOAD 104 PAYLOAD 61850 PAYLOAD OPC DA PAYLOAD

https://fortiguard.com/encyclopedia/virus/7412580
https://fortiguard.com/encyclopedia/ips/3967 3/hikvision-dvr-rtsp-request-remote-code-execution
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https://habr.com/company/eset/blog/330730/
https://www.csoonline.com/article/3269199/security/critical-hikvision-flaw-could-be-remotely-exploited-to-hijack-cameras-dvrs-and-accounts.html
https://fortiguard.com/encyclopedia/virus/7412580
https://fortiguard.com/encyclopedia/ips/39673/hikvision-dvr-rtsp-request-remote-code-execution

Use case — 3awnta ACY Tl n UHTepHeTa BeLLen

INFO:root:Sending: STARTDT ACT
INFO:root:Received: STARTDT CON
INFO:root:Sending: ASDU addr 1000, type 100, CoT 6, [IOA: 0 QOI: 20 ]
INFO:root:Received: ASDU addr 1000, type 100, CoT 7, [IOA: 0O QOI: 20 ]
INFO:root:Received: ASDU addr 1000, type 1, CoT 20, [IOA: 1 SIQ: 1 ]
INFO:root:Received: ASDU addr 1000, type 3, CoT 20, [IOA: 2 DIQ: 0 ]
INFO:root:Received: ASDU addr 1000, type 9, CoT 20, [IOA: 3 Value: -0.89999%4 QDS: O
INFO:root:Received: ASDU addr 1000, type 11, CoT 20, [IOA: 4 Value: -32000 Q@DS: 0 ]
INFO:root:Received: ASDU addr 1000, type 13, CoT 20, [IOA: 5 Value: 0 QDS: 0 ]
INFO:root:Received: ASDU addr 1000, type 7, CoT 20, [IOA: 6 Value: 0x0 QDS: 0 ]
INFO:root:Received: ASDU addr 1000, type 100, CoT 10, [IOA: 0 QOI: 20 ]
INFO:root:Sending: S: (6)

]

02:control
2 |

1iec104-slave
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INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

Use case — 3awinta ACY Tl n UHTepHeTa BelLen

root:
:Received:
root:

root

root
root
root
root
root
root
root
root

Sending:

Sending:

:Received:
:Received:
:Received:
:Received:
:Received:
:Received:
:Received:
:Received:
root:

Sending:

STARTDT ACT

STAINo. Time Source Destination Protocol Length Info

ASD

ASDTU

ASDI 30.011780 10.0.1.2 10.0.2.2 TCP 66 34620 > 2404 [ACK] Seg=1 Ack=1

ASDT 4 0.014626 10.0.1.2 10.0.2.2 104apci 72 <- U (STARTDT act)

ASDI 5 0.015135 10.0.2.2 10.0.1.2 TCP 66 2404 > 34620 [ACK] Seg=1 Ack=7

ASDU 6 0.015849 10.0.2.2 10.0.1.2 104apci 72 -> U (STARTDT con)

ASDU 7 0.017039 10.0.1.2 10.0.2.2 TCP 66 34620 > 2404 [ACK] Seq=7 Ack=7

ASDU 8 1.014572 10.0.1.2 10.0.2.2 104asdu 82<- I (0,0) ASDU=1000 C_IC NA 1

S: 9 1.017195 10.0.2.2 10.0.1.2 104asdu 82 -> I (0,1) ASDU=1000 C_IC NA 1
10 1.018123 10.0.1.2 10.0.2.2 TCP 66 34620 > 2404 [ACK] Seq=23 Ack=2
11 1.018685 10.0.2.2 10.0.1.2 104asdu 190 -> T (1,1) ASDU=1000 M_SP_NA 1
12 1.022367 10.0.1.2 10.0.2.2 TCP 66 34620 > 2404 [ACK] Seg=23 Ack=1
13 1.022408 10.0.1.2 10.0.2.2 104apci 72<- S (6)

v v vV VVVV V VV VV

Frame 11: 190 bytes on wire (1520 bits), 190 bytes captured (1520 bits)

Ethernet II, Src: MS-NLB-PhysServer-09 01:00:03:02 (02:09:01:00:03:02), Dst: MS-NLB-PhysServer-09 0f:00:03:01 (02:09:01:00:03:01)
Internet Protocol Version 4, Src: 10.0.2.2 (10.0.2.2), Dst: 10.0.1.2 (10.0.1.2)

Transmission Control

IEC
IEC
IEC
TEC
IEC
TEC
TEC
TEC
TEC

60870-5-104-Apci:
60870-5-104-Asdu:
60870-5-104-Apci:
60870-5-104-Asdu:
60870-5-104-Apci:
60870-5-104-Asdu:
60870-5-104-Apci:
60870-5-104-Asdu:
60870-5-104-Apci:

Protocol, Src Port: 2404, Dst Port: 34620, Seq: 23, Ack: 23, Len: 124
-> I (1,1)

ASDU=1000 M _SP_NA 1 Inrogen IOA=1 'single-point information’

> I (2,1)

ASDU=1000 M DP_NA 1 Inrogen IOA=2 'double-point information'’

-> I (3,1)

ASDU=1000 M_ME_NA 1 Inrogen I0OA=3 'measured value, normalized value'
-> I (4,1)

ASDU=1000 M_ME_NB_1 Inrogen IOA=4 'measured value, scaled value'

-> I (5,1)
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Use case — 3awinta ACY Tl n UHTepHeTa BelLen

10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2

10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2

10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2

10.0.2.2 [EJIEC .60870.5.104_Supervisory.Functions

10.0.2.2 EJIEC.60870.5.104_Information. Transfer.C.IC_NA.1
10.0.2.2 EJIEC.60870.5.104_Information Transfer M.BO.NA.1
10.0.2.2 [E3IEC.60870.5.104_Information.Transfer M.ME.NC.1
10.0.22 [EJIEC.60870.5.104_Information.Transfer. M.ME.NB.1
10.0.2.2 [E3IEC.60870.5.104_Information. Transfer. M.ME.NA.1
10.0.2.2 E3IEC.60870.5.104_Information.Transfer. M.DP.NA.1
10.0.2.2 [E3IEC.60870.5.104_Information.Transfer. M.SP.NA.1
10.0.2.2 [E3IEC.60870.5.104_Information.Transfer.C.IC.NA.1
10.0.2.2 [E3IEC.60870.5.104_Information.Transfer.C.IC.NA.1
10.0.2.2 [E3IEC.60870.5.104_Control.Functions. STARTDT.CON
10.0.2.2 E3IEC.60870.5.104_Control.Functions. STARTDT.ACT
10.0.2.2 [EJIEC.60870.5.104_Control.Functions. STARTDT.ACT
10.0.2.2 [EJIEC.60870.5.104_Control.Functions. STARTDT.ACT
IEC104 ASDU pass
IEC104. ASDU pass
IEC104.ASDU pass
IEC104. ASDU pass
IEC104.ASDU pass
IEC104 ASDU pass
IEC104 ASDU pass
IEC104 ASDU pass
IEC104.ASDU pass
IEC.60870.5.104_CF pass

IEC.60870.5.104_CF

pass

pass Supervisory Functions

pass Information Transfer.C.IC_.NA.1: 01 0a 00 e8 03 00 00 00 14

pass Information Transfer M.BO.NA.1: 01 14 00 e8 03 06 00 00 00 00 00 00 00
pass Information Transfer M.ME_.NC.1: 01 14 00 8 03 05 00 00 00 00 00 00 00
pass Information Transfer M.ME_.NB.1: 01 14 00 €8 03 04 00 00 00 83 00

pass Information Transfer M.ME_NA.1: 01 14 00 €8 03 03 00 00 cd 8c 00

pass Information Transfer M.DP.NA.1: 01 14 00 e8 03 02 00 00 00

pass Information Transfer M.SP.NA.1: 01 14 00 €8 03 01 00 00 01

pass Information Transfer.C.IC_.NA.1: 01 07 00 e8 03 00 00 00 14

pass Information Transfer.C.IC_.NA.1: 01 06 00 e8 03 00 00 00 14

pass Control Functions. STARTDT.CON

pass Control Functions STARTDT.ACT

block  Control Functions. STARTDT.ACT

block  Control Functions. STARTDT.ACT

COA= 1000 , ASDU Type= 100 , CoT= 10
COA= 1000 , ASDU Type= 7, CoT= 20
COA= 1000 , ASDU Type= 13, CoT= 20
COA= 1000 , ASDU Type= 11, CoT= 20
COA= 1000 , ASDU Type=9 , CoT= 20
COA= 1000 , ASDU Type= 3, CoT= 20
COA= 1000 , ASDU Type= 1, CoT= 20
COA= 1000 , ASDU Type= 100 , CoT=7
COA= 1000 , ASDU Type= 100 , CoT= 6
CF

CF 30
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