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TpagnUMOHHbLIX KnacTtep
QPPEKTUBHbLIN MHCTPYMEHT ANA OBEbLEANHEHNA YCTPONUCTB

MpenmyuwecTBa:

v YcTponcTBa 06beanHEHHbIe B KIacTep UMET eanHoe
ynpasreHne n paboTatoT Kak egmHas nnatdopma.

v Bo3aMOXHOCTb Mcnonb3oBaHusa pyHkunn GigaSMART ans
BCEX YCTPOWUCTB B Krnactepe, Npu Hann4mMm cooTBETCTBYHOLLENO
MOAYNSA U NULUEH3NIN XoTS Bbl HA 0QHOM YCTPOUCTBE.

v 1o 32 ycTponcTB B OAHOM KracTepe.

v" Hauny4wmn cnocob obmeHa Tpadmkom mexay yCTponcTBamm
Gigamon

HepocTaTtku:

— OTcyTCTBUE PE3epBMPOBaAHHON apXUTEKTYPHDI.

— Heobxogumo L1 coegunHeHne ycTpouCTB, N3-3a
ncnosnb3oBaHUs pacwupeHnn Ethernet
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Knactep Out-of-Band
Out-of-Band Cluster

Out-of-band

» [NpeanoyTtuteneHbin TUT knacTepa
» Control plane n Data Plane npoxogat no

Mgmt ethO Cluster eth2

Visibility
Appliance

Stack Port(s)

pasHbIM MHTepdencam

» Tonbko Master n Standby gormkHbel MeTb
agpeca ynpasrneHus u3 ogHOW NoaceTw,
ocTasibHble YneHbl Knactepa MoryT BbiTb
N3 OpYyrux noaceTemn.

» Hanbonee ctabunbHbIM TUN KNacTepa

Mgmt ethO Cluster eth2

|
Visibility
Appliance

Stack Poiifh OSl Layer 2
| Network

> I'Iop,,u,ep>|<|/|BaeMb|e TONOMNOIrMn — uerb,

No Data Path

3Be3da, CMelwlaHHa4d uenb+3Be3aa

wmee Management

s Cluster Control

Mgmt ethO

Visibility
Appliance

Stack Port(s)

s Crossbox Traffic

Gigamon
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KnacTtep Inband

Inband Cluster

|
. Mgmt eth0
Choose a cluster architecture g t\t/isibility
There are three general cluster Appliance
architectures to select from. Stack Por()
|
| |
Mgmt ethO Cluster eth2
Visibility
Appliance
Production Stack Port(s) :
2. Inband Network | Stack Port(s;i
» Control plane un Data Plane npoxogaTt no Mgt etho Cluster eth?
pa3HbIM UHTepdericam Visibility
» MopaepxnBaemMble TOMONorMm — Lienb, Appliance
3Be3a, cMellaHHas Lenb+3Be3aa Management Stk Pai

@ Cluster Control

s Crossbox Traffic

(’
© 2018 Gigamon. All rights reserved.

Gigamon



Knactep Spine Leaf

Choose a cluster architecture

There are three general cluster
architectures to select from.

3. Leaf and Spine

» Passutune knacrtepa Out-Of-Band ¢
pe3epBUPOBaAHHON apXUTEKTYPOWN

Visibility

Visibility
: Appliance

Spine

Visibility Visibility
Appliance pliance

t 4
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Fabric Maps

[NMOCTPOEHWE PACIMNPELOEJIEHHbBIX MNMOJIMTUK KOTMMMPOBAHUA TPADUKA BE3
KINACTEPU3ALNA

————————— MpenmywecTBa:

v Bce yctponcTtea pabotatot B stand along pexume.

v" GigaVUE-FM co3gaeTt NnonnTuku KONMpoBaHus 1 hunstpaumm Ha
KaXXOM YCTPOUCTBE.

v" BmecTo knacTtepHbix nHTepdenco ncrnonbaytorcs Circuit
NHTEpPdENCHI, KOTOpble paboTatoT NOBEPX KOMMYTUPYEMBIX CETEN.

GigaVUE-FM

AN

= BoamMoxxHOCTb ncnosnb3osaHna pyHkumn GigaSMART ans Bcex
L[ SERIES THSERIES YCTPOWCTB, NPWN Hann4ynmM COOTBETCTBYHOLLLEro MOAYIS N JINLEH3NI
* X0T4 6bl HA OOHOM YCTPOWCTBE.
> < v [lo 200 ycTpoiicTB MOXeT paboTaTb COBMECTHO.
v" Ewe ogmH «Hanny4ywmin cnocob obmeHa Tpadmkom mexay
f ycTponcteamu Gigamon»
1T HSERIES [ SERIES g v" Mopaepxka nobon Tornonormm coeamHeHns yCTPOMCTs
v B cny4ae notepu cea3n ¢ mexay FM 1 naketHbiM 6pokepom,
NOMNTUKN NPONYyCKaHUs Tpadumka He N3MEHSIOTCS.
HepocTaTtku:

— Tpebyetca GigaVUE-FM. Ho pa3Be 310 HegocTaToK?
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KombuHupoBaHue Fabric Maps v knactepa

SEEEEERE () EE— .

GigaVUE-FM

Knactep B

AL SERIES

Knactep A

)

1T HSERIES | L SERIES SR P A ERIES
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NNabopaTtopHaga nHTansaums

GigaVUE-FM
Mgmt IP: 172.16.2.51

&

GigaVUE-FM

GigaVUE-HC2 GigaVUE-HC2
Mgmt IP: 172.16.2.52 Mgmt IP: 172.16.2.54

Gigamon®

! Custer config data

cluster ID Netwell-test

cluster name Netwell-test

Cluster master ip address 172.16.2.53 /24

© 2018 Gigamon. All rights reserved.



[Tpnmep kKoHurypuposaHua kractepa Out-of-Band yepes CLI (1)

| HA macTepe genaem
cluster id Netwell-test

cluster name Netwell-test

cluster interface ethO

cluster master interface ethO

cluster master address vip 172.16.2.53 /24
cluster enable

Il fanbHeunwne KoHurypaumm BeinonHaem Yyepes 172.16.2.53
Il MacTep nepexoaunT B KlacTep ¢ akTuBHbIM box-ID, chassis v card

© 2018 Gigamon. All rights reserve d.
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[Tpnmep kKoHGurypuposaHua kractepa Out-of-Band yepes CLI (2)

| nobaBneHne HOBOro YCTPOUCTBA B KflacTep
| BbinonHgem Ha HOBOM YCTPOWCTBE, ero aapec ynpaBreHnsa MoXeT ObiTb U3 Opyrom NnoaceTu

cluster ID Netwell-test

cluster name Netwell-test

cluster interface ethO

no cluster master auto-discovery

cluster master address primary ip 172.16.2.52
cluster enable

I Ha VIP macTepa ganaem

show chassis
chassis box-id 3 serial-num C027C
card all

Gigamon © 2018 Gigamon. All rights reserve d.
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[Tpnmep kKoHdUrypuposaHua krnactepa Out-of-Band yepes CLI (3)

| MopTbl coeanHarwwme yctponctea nepesoamm B Tin STACK

Il Ha VIP macTepa ganaem
stack-link alias HC2-HC2 between ports 3/3/x7 and 1/1/x11

Gigamon® © 2018 Gigamon. All rights reserve d.
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[1naH noaroToBKM K KOHurypuposaHuo Fabric Maps.

—_—

Bkntodaem GDP Ha nopTax mexay yCcTpoucTBamum.
Bkntodyaem GDP Ha waccw.

W

nopTbl coeauHaLwme yctponctea genaem TYPE=Circuit

N
N N N N

TN

gigastream 6ygeT Bcero oguH nopr.
5) nenaem rediscovery yctpoucts B FM.
6) Tenepb KOHGUrypupyem fabric maps.

co3gaem Gigastream 13 NOpToB COEAUHSAIOLLMX YCTPOMCTBA, AaXKe eCnn B KaXKaoM

© 2018 Gigamon. All rights reserve d.
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Header Stripping

Ynanaew 3arofioBku U3 Tpaduka

» [NosBonger nepegaBartb noy4varesidam TpaCbI/IK ©e3 3arofoBKOB CETEBbIX
NPOTOKOJ10B.

» [lo3BonsieT nepegaBaTb TpaduK NnepexBavyeHHbIN N3 MarncTpanbHbIX CETEN
N ceTeBblX abpuK.

= Q0

¥ K
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YpaneHune 3aronoskoB 6e3 GigaSMART. (VLAN, VXLAN n MPLS)

HekoTopble npaBuna n orpaHNYeHuUA:
[ToonepxuBaemble NnaTtdopMbl - BCe U3 akTyarnbHOro noptdgonuo, kpome TA10.

—_—

)
2) Ypnansietca He 6onee 2x metok MPLS B nakete.
3) HactpauBaetcsa Tonbko ansg Network n Hybrid noptoB (VXLAN&MPLS stripping).
4) Tonbko ana L3 MPLS n L3 MPLS VPN.
5) He pabortaet ¢ QnQ (VXLAN&MPLS stripping).
6) [NopTbl ¢ BKNtoveHHbIM VXLAN stripping He moryT ncnosnb3oBaTbCA B O4HOM Map C

BkIitodeHHbIM MPLS Stripping (npoBeputs B MAP-Passall)
7) VXLAN stripping He paboTaert c IPv6

8) VXLAN He boyoet pabortaTte ecnu B MAP BbinonHaeTca dounerpauma rno atpnoytam
oTHocawmmcsa K VXLAN (IP Source\Destination, MAC source)

9) Ypanenne VXLAN n MPLS meTok HacTpaunBaeTcs Tornbko Yepes GigaVUE-FM un CLI.

© 2018 Gigamon. All rights reserve d. 14



YnaneHune 3aronoBkoB 6e3 GigaSMART. (VLAN, VXLAN n MPLS) config

1)

Gigamon®

Hactponka B GUI (FM):

System =>Chassis, nepexogum B
Tabnn4yHbIN BUAO U CTABUM ranoyky

Ha OKOJ10 LacCCH

Haxxnmaem kHorky Actions n
Bblbpaem Configure Header
Stripping.

HacTpanBaem HyXHble Ham

napameTpbl Header Stripping.

[Mepexognm B pasgen Ports n
KOHdOUIrypupyem nopThl.

@) GigaVUE-FM

Box ID 1 - GigaVUE-TA200

BYyx ID | Chassis Id/Seri... |

A Overview (— RO1EF

N Workflows
Go to page: 1 v of 1

& Node Topology

Slot Id/ports Hardware ... Configured

ik Ports
> 1 TA200-Ce4 v

W Maps
S GigaSMART®

@ App Intelligence

1 Inline Bypass
Go to page: 1 v of 1

@ Active Visibility
Slot Id/ports Hardware Type

1 TA200-C64

[ Chassis

Goto page: 1 v of 1

| Health Sta... |

Powerfull-TA200 (TA Series) Last synced at 2020-05-26 20:00:20

Hardware Type mode

TA200-Chassis default

Total Records: 1

©) Slotis ... © Up

Total Records: 1

. CPU(C)
29

Total Records: 1

Operation ...

Change Port Mode

} Code | Node U..
Enabled ' 5298d8c
Disable Gigamon Discovery
Fabric Advance Hash
Configure L2GRE/VXLAN IDz
Configure Header Stripping Expand All Co
Fabric Hash Product C... Seri.
N/A 32-00EY 1EY(
Change Mode
| Exhaust(°C) | Intake(°C) | Switch(°C)
27 22 45
© 2018 Gigamon. All rights reserved. 15



YnaneHune 3aronoBkoB 6e3 GigaSMART. (VLAN, VXLAN n MPLS) config

MPLS & VXLAN stripping CLI config VLAN stripping CLI config
header-strip box-id 1 mpls

add 100..150 port 1/1/c12 type tool

exit port 1/1/c12 egress-vlan strip

header-strip box-id 1 vxlan
aging-interval 500
exit

port 1/1/c8 header-strip mpls-I3
port 1/1/c9 header-strip vxlan

Gigamon © 2018 Gigamon. All rights reserve d. 16



YnaneHue 3aronoskoB GigaSMART

Header stripping:

[Mo3BonsieT yaansTtb cneaytowmne
3aronosku: erspan, fabric-path,
fm6000-ts, gre, gtp, isl, mpls (go
5T MeToK), mpls+vlan, vlan, vntag,
vxlan (go 2x VXLAN B nakeTte 3a
OOWH pa3)

Tak »xe nossonser
CaMOCTOATESTbHO HACTPOUTb
yaansemyto 4acTb 3arofloOBKOB B
nakeTe, YTo JaeT BO3MOXHOCTb
yaanaTb MHKaNcynsaumm
NpaKkTU4EeCKNX MNobbIX NPOTOKOSOB

AMeeT nNpoCTyto HACTPOUKY —
HacTpanBaeTcd TONbKO
GigaSMART operation

Header addition:
[Jobasnset VLAN B naker.

AmeeT npocTyro HACTPONKY — HACTpPamMBaeTCS TOMbKO
GigaSMART operation

MoxXeT ncnonb3oBaTbCs A1 TOro YTOObl «NOKPACUTbY
Tpaduk kaxgoro cepsuca. Hanpumep WEB ot Proxy 1 ¢
VLAN1, WEB ot Proxy 2 ¢ VLAN 2

MAP2 GSOP add VLANZ2

© 2018 Gigamon. All rights reserved. 17



Tunneling

» [lony4yeHune Konum Tpaduka oT BUpTyarnbHbIX peweHnn 'mramoH (GigaVUE-
VM/V-Series nodes).

» [Nepegaya konuin Tpaduka mexay mramoHamm no IP cetn.

> [Tony4eHne Konmn Tpadmka oT CETEBbLIX YCTPOUCTB U BUPTYarbHbIX CBUYEN
yepe3 ERSPAN v2 n v3/VXLAN

» Moooepxka IPv4 n IPv6

GigaVUE-VM l ~~s
or V Series H SERIES Sso

VXLAN, GMIP, or L2 GRE

Gigamon® © 2018 Gigamon. All rights reserved.
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Tunneling. KoHdurypupoBaHue.

1) Cospaem IP Interface. Hasnauaem emy IP Agpec, wnto3 no ymonyaxHuio, MTU 1 npuBsisbiBaeM ero K Hy>KHOWM
Gigasmart group

2) Cospgaem GigaSMART onepauuto.

3) Cosgaem MAP-Byrule ¢ GigaSMART onepauuen.

4)  NMMBHUMAHWE!! T.x. Cam 3aronoBok TOHHeNs OyaeT yaarneH Tonbko Ha moagyne GigaSMART, To ecrnin MAP, B
koTopon 6ygeT npumeHeHa GSOP — TepMunHaummn ToHHeNA ByaeT BbINONHATL OUNLTPALUIO MO 3arosioBKY 3TOr0
TOHHENSA, a He No 3arofioBKY NakeTa Haxogsaweroca BHYTpU. [oaTtomy ans punstpaumm nosiy4eHHOM KOnum

Tpaduka, HykHO B MAP ¢ «ToHHenbHon» GSOP HyXHO ykasaTb nopt-nony4datens Hybrid. A 3aTem cosgaBaTb KapTy
B KOTOPOW 3TOT NOPT ByaeT UCTOYHUKOM U BbIMOMNHATL OUNBTPaLnIo.

MAP2 pass WEB

ERSPAN TyHHenb
—

Gigamon® © 2018 Gigamon. All rights reserved. 19



NetFlow / IPFIX /CEF Generation

» ['eHepupyeT Netflow\IPFIX 13 konun Tpaduka, koTopasa ecTb Ha nnartgopme.

» Ecnu yCTponCTBO B Knactepe OTNpasnsowmMin NopT MOXET pacrnonaratbCs Ha
yOaneHHOM yCTPOMCTBE, HE Ha TOM rae ecTb moaynb GigaSMART

» MopaepxmnBaemble Bepcun Netflow V5, Netflow V9, IPFIX+MetagaHHble
» [Nepegaya metagaHHbix Yepe3 CEF.

» BoamoxHocTb reHepupoBaHust NetFlow rpynnon mogynen GigaSMART, nossonset
MacwTabupoBaTb NPON3BOANTESNBHOCTb NNAT(OPMBbI.

» ['eHepaumus Netflow n3 IPv4 n IPv6 Tpaduka, HO nepegada KOnfekTopy TONbKO No
IPv4

» BO3MOXHOCTb nepenayu Netflow Heckonbknm KOJITeKTopaM-nony4yarendam

Gigamon® © 2018 Gigamon. All rights reserved.
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IPFIX paclumpeHHble meTagaHHble

GigaSMART NetFlow Generation no3ssonsieT oborawatb IPFIX nHdpopmaunoHHbIMK
afieMeHTaMn BEPXHUX YPOBHEN. X aHann3 No3BOSSIET KOHTPONMpoOBaTL PaboTy CEPBUCHbIX
nnatdopm, a Tak Xe BbIBNATb CIOXHbIE BbICOKOYPOBHEBLIE aTaku N BPEOOHOCHbIE

dKTUBHOCTU B CETMN.

IEl,OCTyI'IHbIe AOMNOJIHUTEJIbHbIE I/IHCbOpMaLI,I/IOHHbIe ANIEMEHTDbI.

DNS RDATA, Query Name, OPCODE, AXFR/IXFR (40+ nHdopmauMOHHbIX 91eMEHTOB)
HTTP URLs, GET, POST, PUT, DELETE, and HEAD method types,

ALL 2xx 3xx 4xx 5xx Kogbl oTBeTOB
SIP INVITE, ACK, BYE, REGISTER, OPTIONS, and CANCEL Ttunbl 3anpocoB
Certificates Cert Subject, SNI, Cert Issuer, Issue date (20+ nHpOpMaLMOHHbBIX 31IEMEHTOB)

()
© 2018 Gigamon. All rights reserved.
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NetFlow n IPFIX. KoHdourypmposaHue.

0 Exporter e IP Interface e Record o Monitor

MonyyaTtenb Netflow . [MopT oTnpasuTerns, Kakyto ctatnctmky cobupaem . Kak goopmupyem
. KoHdburypripyem B AormkeH 6biTb Tool n Bepcus Netflow CTaTUCTUKY

GigaSMART->Netflow . KoHourypupyem B . KoHourypupyem B . KoHourypupyem B

Ports-> IP Interfaces GigaSMART->Netflow GigaSMART->Netflow
© vonitor-Gscroup @ GSOP-MAP
. MpuesasbiBaem Monitor k Gigasmart Group. Cospaem GigaSMART onepauuto
. KoHpurypupyem B . Cospaem MAP-ByRule ¢ GigaSMART
igaSMART->GigaSMART /
GigaS GigaS Groups onepauuen BHUMaHMe:

YacTo ObIBAeT Tak YTo Ham
HY>XHO OTNPaBNATb TpaduK B
«CbIPOM» BUOE OOHUM
nonyyaTtensam u U3 Hero xe
caoenatb NetFlow gpyrum.
OaHO 13 peLUeHnit 3Ton
3agaym npuBeaeHo Ha
pUCyHKe crieBa

© 2018 Gigamon. All rights reserved. 22
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p  Brnarogapto 3a BHMMaHwMe!




