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Gigamon. KonupoBaHue n dounbsrpauus
Tpaduka. Kak gocTtaBuUTb Konuio Tpadpuka
nony4yartento

AnekcaHgp ['payeB

MeHemkep no passutmio busHeca
HeTtBenn



dunbrpauus Ha BXoasALWwmMX noprax

[Mpobnema ¢ co3gaHnemM yHuKarnbHbIX KONun Tpaduka Ans kaxaoro nonyyarens

Bxoasiwume noptbl MUcxopsawme nopTbl

Tool 1 (voIP)

Tool 2 (ips)

Tool 3 (CEm)

Tool 4 (wWeb)

Tool 5 (saL)

Tool 6 (Recorder)

AVvolP OIDS @CEM [HWEB

q NMoTepsiHHbIE

AdHHbIe
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dunbTpaumns Ha ncxoasaLwmMx nopTax

Bbicoknn puUcK rnepenognuckm

Bxoasiwume noptbl MUcxopsawme nopTbl

Tool 1 (voIP)

Tool 2 (ips)

Tool 3 (CEm)

Tool 4 (web)

Tool 5 (saL)

Tool 6 (Recorder)

AVvolP OIDS @CEM [HWEB

AaHHbIe
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Gigamon Flow Mapping®

Kaxgbl nonyyarenb nosy4yaeT TOSIbKO HYXHbIW eMy TpadouK

BxoasiLume nopThbl Ucxopsawme nopTbl

Flow Mapping®

— | Map Rule Tool 1 (voIP)

Tool 2 (ips)

Map Rule Tool 3 (CEm)

Map Rule ] Tool 4 (web)

Tool 5 (saL)

Tool 6 (Recorder)

AVvolP OIDS @CEM [HWEB

HactpauBaemblie nonutukn cpunsrpauum
He 3aBUCAT OT 06beMOB Tpaduka u
NopToB UCTOYHUKOB/Nony4arteneun
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Выступающий
Заметки для презентации






POWERED BY

5 CIVENAGIN

CTpykTypa obopyanoBaHuUs
[OE YTO HAXOOUTCA

» 40Gb\80Gb: HC2
» 2 x 100Gb: HC3
» 20Gb: HC1

[TporpammHasn obpaboTka Tpaduka
» OrpaHuyeHHa pecypcamm rnpoLeccoponB

» [lobaBnsieT 3agepXXKy B NpoxoXaeHune
NakeToB

[lononHUTEenNbHoOE «Xeneso»
» [Ina SSL Decryption

GigaSMART » MoxHO nponycTntb Tpaduk Yepes
yaarneHHoe obopynosaHue no Stack Links

Gigamon® © 2018 Gigamon. All rights reserved. 5



[TyTb NakeTa OT UCTOYHMKA K nosiydaTesnto

Pacno3HaBaHue nakera,
PunesTpauma n nepecbinika
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Flow Mapping® GigaSMART®
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Visibility Fabric
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Kakue 6bIiBalOT TMMbl MOPTOB, IPyMnnbl NOPTOB U 6aHAsbI MOPTOB

Cawmble 4YacTo ncnonb3yemolie Tunbl 3To Network, Tool, Hybrid. Ho aTo ganeko He Bce
NOPTbl C KOTOPbIMU Bbl MOXETE BCTPETUTLCA:

Network Port Network Port Group Network Tunnel Port Network Port Pair
Tool Port Tool Port Group Tool Tunnel Port
&) Hybrid Port BN Hybrid Port Group ) Hybrid Tunnel Port
Circuit ID Port Circuit ID Port Group Circuit ID Tunnel Port
Tool GigaStream Hybrid GigaStream Circuit GigaStream
B Stack Port D Stack GigaStream
Gateway-Port
B GigaSMART Engine GigaSMART vPort
Inline Network Port Inline Network Inline Network Group
Inline Tool Port Inline Tool Inline Tool Group Inline Tool Serial

Gigamon © 2018 Gigamon. All rights reserved.



Tunbl NOpTOB

Network Bxogawun nopt

Tool Mcxogawmm nopT

Hybrid m cxooawmm nopT ¢ BHYTPEHHNUM 3aBOPOTOM
Stack [Ins knactepa (He MeHbLLe Yem 10G)

Circuit [1na HekoTopbIX BMOoB TyHenen u Fabric Maps

Inline Network

[1na Bypass. /IHTerpauua B ceteBoe coegnHeHue

Inline Tool

[Ona Bypass. NogkntoyeHune Inline yctponcTts

Engine

/B

[MTopT moayna GigaSMART.
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[lononHuTenbHaa MHopMaLUua o noprax

Kak MOPTbI B3aI/IMO,EI,eI7ICTBy+OT C BHELLUHNUM 060pyLI,OBaHI/IeM:
» Network Port: Tonbko ansa Bxoadwero Tpaduka n HA4Eero He nepegaeT obpaTHo
» Tool Port: Tonbko nepegaeT Tpaduk, BeCb BXoadaLwmmn Tpadumk otbpacbeiBaeTcs

» Hybrid port: Takon e kak n Tool port, HO TpadmK nepegaBaemMbll Yepes 3TOT NOPT MOXKHO UCMOSb30BaTb A4
OpYyrnx ceccum ounsTpaumm. 3TO NO3BOMSAET co3fgaBaTb napasnnesibHble BeTBU hunbsTpaumnmn n konmposaHna. Ecnu

KapTa ucrnonbadyet Hybrid port kak UICTOYHUK, TO OHa He 3aBUCUT OT COCTOSIHUSA JIMHKa B 3TOM MopTy. B Hem gaxe
MOXeT He ObITb BCTaBIIeH TpaHCUBep.

» Stack port: He gonyckaeTcsa NogKNIYEHUS K KOMMYyTaTopam Unn maplpyTtusatopam T.K. Micnonb3yeTcs
MoaudpuunpoBaHHbin ethernet

» Network Port Pair: [1sa Network nopta MoxHO 06beanHUTL B Napy 1 caenatb U3 HUX normyeckum TAP.
MegunakoHBepunst paspeLleHa.

Hybrid Port
From Map A S Tool
Filter \' (e]e]
: 7 X Map 5
ToMap B

SFP
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Flow Mapping - OCHOBbI

Tunbl KapT punbTpaymn (subtype):
» Pass all: konupyeT Becb Tpadmk. MoxeT pabotaTb napanmnesibHO C
OpYruMu Kaptamu
» ByRule — nossonseT konMposaTtb TpaduK COrfnacHo nosiMTukam

«  KapTtbl ByRule KOHKYpupytoT 3a nakeT, TO NepBoro
cpabaTbiBaHM4

*  Ecnu kapTta ByRule ncnonb3dyeTt oanH Habop BXoasLWMX NOTOB,
TO gpyrasa kapta ByRule He cmoxeT ncnonb3oBaTb OOUH UMK
HEeCKOJSIbKO NOPTOB U3 3TOro Habopa, TONbKO BCE NOPTHI.

» Collector: nossongaeTt KonMpoBaTb BECb TpadUK, KOTOPLIA HE ONUCaH
apyrumm kaptamu ByRule. He moxeT cyuiectBoBaTh paHee
co3faHHbIX KapT ByRule

Gigamon

w

N

Pass all —p

Web —

Pass all —p

passall
- \WED
IPv4

collector



Knactep Out-of-Band
Out-of-Band Cluster

Out-of-band

» [NpegnodtutensHbin TUI knactepa
» Control plane n Data Plane npoxogat no

Mgmt ethO Cluster eth2

Visibility
Appliance

Stack Port(s)

pasHbIM MHTepdencam

» Tonbko Master n Standby gormxHbl MMeTb
agpeca ynpasreHus U3 ogHoOW NoaceTw,
ocTasibHbl€ YreHbl Krnactepa MoryT BbiTb
N3 Opyrux nogceTen.

» Hanbonee ctabunbHbIM TUN KNacTepa

Mgmt ethO Cluster eth2

|
Visibility
Appliance

Stack Pogil OSl Layer 2
| Network

» MoaaepxnBaemble TOMNOMOMUN — LiEMb,

No Data Path

3Be3fa, cMellaHHas uenb+3se3na

==en Management

s Cluster Control

Mgmt ethO

Visibility
Appliance

Stack Port(s)

Crossbox Traffic

Gigamon
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KnacTtep Inband

Inband Cluster

|
. Mgmt eth0

Choose a cluster architecture g Visibility

There are three general cluster Appliance
architectures to select from. Stack Port(s)
|
| |
Mgmt ethO Cluster eth2

Visibility

Appliance
Production Stack Port(s) :
2. Inband Network | Stack Port®) i
» Control plane n Data Plane npoxogat no Mgt eth0 Cluster eth2

pasHbIM UHTEpdencam Visibility

» MNopaepxMBaemblie TOMONOrMN — Lienb, Appliance
3Be3fa, cMellaHHas uenb+3se3na e Management Stk o

s Cluster Control

s Crossbox Traffic

()
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Gigamon


Выступающий
Заметки для презентации
GigaVUE-OS Clustering - Inband

Instructor Notes:

Review and contrast with the previous architecture

- - - - - -

Student Notes:

The second cluster architecture is also a star or spoke-and-hub, but this time cluster control traffic is included with crossbox traffic on the stacking links.  Again a star topology is most efficient, but other physical arrangements are possible as long as only a single crossbox path is present between any two nodes.
<click 1>

While cluster control traffic is minimal, out-of-band clustering is preferred over inband because the crossbox stack links must share bandwidth between forwarded traffic and control traffic. 

Despite the slightly more reliable separation of traffic for out-of-band clustering, a significant advantage for inband clustering is presented because not all appliances have dedicated cluster control ports, so this method works for all appliance types.
<click 2>
As with out-of-band clustering, inband clustering only permits a single path between any two appliances or a loop is formed.  This simplifies the design but does not offer high availability in the event of a path failure.



Knactep Spine Leaf

Choose a cluster architecture

There are three general cluster
architectures to select from.

3. Leaf and Spine

» PassuTtune knactepa Out-Of-Band c
pe3epBMPOBaAHHON apXUTEKTYPOU

Visibility

Visibility
: Appliance

Spine

Visibility Visibility
Appliance pliance

t 4
]

© 2018 Gigamon. All rights reserved. 13
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Выступающий
Заметки для презентации
GigaVUE-OS Clustering – Leaf and Spine

Instructor Notes:


- - - - - -

Student Notes:

In order to provide high availability, a third architecture for clustering is available: leaf and spine.
When configuring this architecture each leaf appliance should connect to each spine appliance, so that alternate paths are available in the event that an uplink or spine appliance becomes unavailable.

As with inband clustering, forwarded crossbox traffic and cluster control share stacking uplink bandwidth, and appliance management is attached to the production network.

When this clustering architecture is used it is most common to use GigaVUE TA Series appliances for the spine, and GigaVUE H Series appliances for the leaves.  
<click 1>
Within a leaf and spine cluster the expected forwarding of packets occurs between leaf nodes.  
Packets can always be forwarded to a local port on any appliance.
<click 2>
Using the available parallel paths packets can be forwarded between any two leaf nodes.



TpagnUMOHHbLIU KnacTtep
QPPEKTUBHbLIN MHCTPYMEHT ANA OBLEANHEHNA YCTPOWUCTB

MpenmywectBa:

v YcTponcTBa 06beanHeHHbIe B KNacTep MMEKT eanHoe
yrnpaBrieHne n paboTaroT Kak eguHasa nnatdgopma.

v" BO3MOXHOCTb ncnonb3oBanunsa dyHkumn GigaSMART gns
BCEX YCTPOMCTB B KrnacTtepe, npu Hanminm cooTBETCTBYHOLLIETO
MOAYNSA U NULUEH3nn XoTs 6bl Ha O4HOM YCTPOUCTBE.

v" [1o 32 ycTponcTB B 04HOM KracTepe.

v" Haumny4wwuin cnocob obmeHa TpadukoMm Mexay yCTponcTBamm
Gigamon

HepocTtaTku:

— OTcyTCcTBME pesepBMpPOBaHHON apXUTEKTYpPHI.

— Heobxognmo L1 coegmHeHue yCTpOUCTB, n3-3a
ncnonb3oBaHnsA pacwmpeHnn Ethernet

Gigamon®’ © 2018 Gigamon. All rights reserved. 14



Leaf-Spine
OTKA30YCTOMUMBAA APXUTEKTYPA

T HSERIES §l THSERIES B T HSERIES

TSN

<
IHL SERIES § HL SERIES §l HL SERIES § KL SERIES

‘,
)‘(

04 S
v

i || me  E

Gigamon © 2018 Gigamon. All rights reserved. 15



Fabric Maps

MNMOCTPOEHWE PACIMPELOEJIEHHBLIX MNMOJIMTUK KOTMMMPOBAHUA TPADUKA BE3

KITACTEPU3ALNU

GigaVUE-FM

L SERIES - 1 HSERIES

1 HSERIES - L SERIES

Gigamon®

MpenmywectBa:

v Bce ycTpowncTtea pabotatoTt B stand along pexume.

v" GigaVUE-FM co3gaeTt NnonnTukn KoNMpoBaHus 1 punstpaumm Ha
KaXkOoM YCTPOUCTBeE.

v BMmecTo knacTtepHbix nHTepdencoB ucnonbaytorcsa Circuit
NHTepdENCHI, KOTOpble paboTaloT NOBEPX KOMMYTUPYEMbIX CETEN.

v" Bo3MOXHOCTb ncnonb3oBanusa doyHkumn GigaSMART gnsa Bcex
YCTPOWCTB, NPWU Hann4Ynnm COOTBETCTBYIOLLErO MOAYSIS U NINLEH3UI
X0T4 6bl HA OOHOM YCTPOWCTBE.

v" o 200 ycTponcte MoxeT paboTatb COBMECTHO.

v" Ewe oanH «Hauny4wmnm cnocod obmeHa Tpadmnkom mexay
ycTtponctBammn Gigamony

v Mopgaepxka nobor Tononornn coeguHeHNst yCTPOUCTB

v" B cny4ae notepu cBa3u ¢ mexay FM v nakeTHbim 6pokepowm,
NONMUTUKN NponyckaHust Tpadumka He UBMEHSAIOTCA.

HepocTtaTku:

— Tpebyetca GigaVUE-FM. Ho pa3Bse 310 HeQoCTaToOK?

© 2018 Gigamon. All rights reserved. 16



KombuHupoBaHune Fabric Maps u knactepa

GigaVUE-FM

Knactep A

Knactep B

AL SERIES

1T HSERIES | L SERIES

© 2018 Gigamon. All rights reserved.
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JTabopaTopHasi HTansaums

GigaVUE-FM
Mgmt IP: 172.16.2.51

&

GigaVUE-FM

GigaVUE-HC2 GigaVUE-HC2
Mgmt IP: 172.16.2.52 Mgmt IP: 172.16.2.54

Gigamon®

! Custer config data

cluster ID Netwell-test

cluster name Netwell-test

Cluster master ip address 172.16.2.53 /24

© 2018 Gigamon. All rights reserved.
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[Tpnmep KoHUrypupoaHusa knactepa Out-of-Band yepes CLI (1)

| HA MacTepe genaem

cluster id Netwell-test

cluster name Netwell-test

cluster interface eth0O

cluster master interface ethO

cluster master address vip 172.16.2.53 /24
cluster enable

Il janbHeWLne KoHdurypaumm BoinosiHaem vYepes 172.16.2.53
Il MacTep nepexoauT B KIacTep ¢ akTuBHbIM box-1D, chassis un card

© 2018 Gigamon. All rights reserved.
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[Tpnmep KoHUrypupoaHusa knactepa Out-of-Band yepes CLI (2)

| nobaBneHne HOBOro YCTPOWUCTBA B KflacTep
| BbinonHagemMm Ha HOBOM YCTPOWUCTBE, ero aapec ynpaBneHnsa MoXeT ObiTb U3 Opyrov NnoaceTu

cluster ID Netwell-test

cluster name Netwell-test

cluster interface ethO

no cluster master auto-discovery

cluster master address primary ip 172.16.2.52
cluster enable

Il Ha VIP macTepa ganaem

show chassis
chassis box-id 3 serial-num C027C
card all

© 2018 Gigamon. All rights reserved.
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[Tpnmep KoHUrypupoaHusa krnactepa Out-of-Band yepes CLI (3)

| MopTbl coeamnHarwme yctponcTea nepesoamm B Tin STACK

Il Ha VIP macTepa ganaem
stack-link alias HC2-HC2 between ports 3/3/x7 and 1/1/x11

Gigamon® © 2018 Gigamon. All rights reserved.
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[1naH noarotoBKU K KOHurypuposaHuto Fabric Maps.

—_—

Bkrtodaem GDP Ha nopTtax mexagy ycTpomncTBamum.
Bkrntoyaem GDP Ha waccw.
nopTbl coeauHsawLwme yctponctea genaem TYPE=Circuit

w N
S S S s

AN

gigastream bygeT Bcero oguH nopr.
5) penaewm rediscovery yctpoucTts B FM.
6) Tenepb KOHGUrypupyem fabric maps.

co3gaeM Gigastream 13 NOpTOB COEAMHAIOLLNX YCTPONCTBA, AaXe eCrnv B KaXKA0M

© 2018 Gigamon. All rights reserved.
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p  Brnarogapto 3a BHMMaHuMe!




	Gigamon. Копирование и фильтрация трафика. Как доставить копию трафика получателю
	Фильтрация на входящих портах
	Фильтрация на исходящих портах
	Gigamon Flow Mapping®
	Структура оборудования
	Путь пакета от источника к получателю
	Какие бывают типы портов, группы портов и бандлы портов
	Типы портов
	Дополнительная информация о портах
	Flow Mapping - основы
	Кластер Out-of-Band  
	Кластер Inband
	Кластер Spine Leaf
	Традиционный кластер
	Leaf-Spine
	Fabric Maps
	Комбинирование Fabric Maps и кластера
	Лабораторная инталяция
	Пример конфигурирования кластера Out-of-Band через CLI (1)
	Пример конфигурирования кластера Out-of-Band через CLI (2)
	Пример конфигурирования кластера Out-of-Band через CLI (3)
	План подготовки к конфигурированию Fabric Maps. 
	Благодарю за внимание!

