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Jingupyrowaa komnaHua B mmpe B obsactn knbepbesonacHoctu

95 #1 77 000

u3s Fortune 100 B KopnopatneHowm 3aKa3uMKoB
ucnonb3yrot Palo Alto Networks 6e30nNacHOCTM B 150+ cTpaHax
' Poct Bbipyuku 22% CAGR

FY18 - FY20
)
nroun A =
. l \RATED
OQUTSTANDING

YEARS
IN A ROW 2015 » 2016 + 2017 » 2018 » 2019 » 2020

FY18 FY19 FY20

9/10

71% kpynHeunwunx 2K 18% lNop-k-Foay

3aka3umku Palo Alto Networks cpepHAnA oueHka CSAT

POCT BbIpyuKu

KomnaHua ocHoBaHa B 2005 rogy, ronosHon oduc B CaHTta-Knape, CLUA, KanndopHus.
Mo cocTtoaHmto Ha aHBapb 2021 - 8000+ coTpyAHUKOB

Mepsbin npoaykT — NGFW PA-cepum BbinyweH B 2007 rogy,
HauwnHas c 2011 aBnsetca amaepom B cermeHTe NGFW cornacHo Gartner MQ. MHoxecTBO Harpag u nobes B pa3MyHbIX TeCTax,

AkTnBHOe pa3BuTne noptdonno. Ha Tekywmmn momeHT 6onee 14 npoaykToB no 6esonacHocTy,
Kanutanmsaums Ha sHBapb 2021 cebiwe $34,8 mapa.
Wcrounuk: Gartner, Market Share: Enterprise Network Equipment by Market Segment, Worldwide, 4Q19, 20 March 2020
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https://www.gartner.com/en/documents/3991112/market-share-enterprise-network-equipment-by-market-segm 
https://www.statista.com/statistics/1114382/number-of-employees-palo-alto-networks/


LindppoBaa TpaHchopmayma
opraHusauumn noBcroay
PyHAaAMEeHTa/IbHO MeHSeT TO KaK
OHU PYHKLMOHNPYIOT, BHEAPAIOT
HOBLUECTBa N KOMMYHULUPYIOT C
NAbMU ANA KOTOPbIX paboTtatoT




Tpun cnnbl, cnocobcTByOWME 3TON TPaHChOpMaLUn

CBA3HOCTb O6naka NaHHble & U

OFpOMHbIe MaCCUBbI AaHHbIX

OT ceTen anekTpOCHabXeHns J0 MbI MOXKeM Bce aenatb
MO3BOJ/IAKOT Pa3BMBaATH U
3PaBOOXPaHEHMSA N TOPrOBAN — bbicTpee, apdexkTnBHEE,
. MCNOAb30BaTh MNPOABUHYTHI
60/bLLUNHCTBO B3aUMOAENCTBUS aBTOMaTu3MpoBaHHee 1 bonee
y anroputMmbl MawmHHOro obyyeHus
cenyac NpPonCXoauT Yepes ceTb rmbko

n VickyccteeHHoro VHTennekra

F.e MUAAnapa 75% 5-TW KpaTHbIU

Yctponcts 6yaeT NogKAOUeHO K Bcex 6a3 AaHHbIX ByaeT pa3BepHYTO pocT ucnosnb3oBaHua NI,
WHTtepHety k 2025 roay WAV nepeHeceHo Ha 0bnayHble pa3BepHYTbIX Ha 061aUHbIX
nnatdopmsbl K 2022 rogy nnaatdopmax, c 2019 ago 2023 roga,

npespawaet I B ognH 13 cambix
NCMonb3yeMblX 06/1a4HbIX CEPBMCOB
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SOURCES
IDC estimates that there will be 41.6 billion connected IoT devices by 2025" - IDC (https://www.idc.com/getdoc.jsp?containerId=US45066919)
"By 2023, cloud-based AI will increase 5X from 2019, making AI one of the top cloud services." - Gartner Predicts 2020: Artificial Intelligence Core Technologies 11 December 2019
"By 2022, 75% of all databases will be deployed or migrated to a cloud platform..." Source: Gartner, Forecast Analysis: Public Cloud Services, Worldwide, 14 November 2019

--
Options for under “Cloud”
Ovum's ICT Enterprise Insights 2019/20 – Global: IoT, Cloud, AI, and 5G survey reveals that the cloud currently supports approximately 20% of workloads.  
"59% of global network security decision makers at enterprises say they're adopting CWS [Cloud Workload Security], have adopted it, or are upgrading an existing implementation."  Source: Forrester Analytics Global Business Technographics® Security Survey, 2018
"By 2022, 75% of all databases will be deployed or migrated to a cloud platform..." Source: Gartner, Forecast Analysis: Public Cloud Services, Worldwide, 14 November 2019


Ana spPpekTuBHOM paboTbl pyKOBOACTBY HEO6XOAMMBDI

NMpo3payHoCTb

[MonHaa kapTnHa
NPOVCXOAALLENO B CETU U
KOHTPOJIb Haj, BCEN CNOXHOW
apxuTekTypomn 6e3onacHoOCTH
npeanpuATMA

40%

npodeccnonanos Vb ckasanm oHn xoTtenn
6bl yNIyYLLINTb CBOM BO3MOXHOCTU
obHapy>xwuBaTb, NPUOPUTE3NPOBATL U
yCcTpaHaTb yassumoctu B NO

© 2020 Palo Alto Networks, Inc. All rights reserved.

JoBepeHHble
MCTOUYHUKMU AaHHbIX
Intelligence,
aBTOMaTM3auma

N NpoLecchbl C obpaTHOM
CBA3bO, YTOObI MPOTMBOCTOATh
aTakam, 3KOHOMUTb BpeMs u
MacwTabuposaTtb
BO3MOXHOCTM MO 3aLuuTe

95%

6peLuen obaauHbIX CEPBNCOB BblAN
13-3a oWmnbOK YenoBeka,
HanpumMep, 13-3a HEMPaBUIbHON
HaCTpOWVKM

NMpocToTa
& 'mbkocTb

Ans 6e3onacHoro
OYHKLMOHNPOBAHMA CETU BCEN
KOMMaHwun, obnaka nam
CMEeLUaHHbIX Cpej

55%

opraHuM3auumn ncnonb3yot bonee 25
NpoAyKToB No 6e3onacHoOCTM
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SOURCES
"When asked to identify their organization’s primary security operations objectives, 40% of security professionals said they want to improve their ability to discover, prioritize, and remediate software vulnerabilities." ESG, Cybersecurity Predictions for 2020
https://www.wsj.com/articles/human-error-often-the-culprit-in-cloud-data-breaches-11566898203
55% of organizations have more than 25 security products deployed today. --Based on an ESG survey called Cybersecurity Landscape: The Evolution of Enterprise-class Vendors and Platforms, 2018



—
Citation:
53% of cybersecurity leaders identified the lack of visibility as their top concern:
https://www.helpnetsecurity.com/2019/08/08/automation-visibility-cyber-terrain/


Haw KkomMmnieKkcHbIN noaxoga, - 310

NHTerpupoBaHHas

PYp + ABTOMatmsauuma + [llpocToTa
nnatpopma
JNlyywne B nHpycrpmn bbicTpoe pearvposaHue,
BO3MOXXHOCTM MacwtabupoBaHue ans OcBoboxaaet Bac ans 6onee
NHTErpMpoBaHHbIe Mexay cobomn CHUKEHMA KONNYeCTBa Ba>XHbIX N HY>XKHbIX 3aja4, CHU>KaeT
ANS MPEBOCXOAHON PYTVMHHBIX onepawmm, CTOMMOCTb 3KCMayaTaumm, ynpoLiaet
NPO3pPaYHOCTUN, KOHTPOJIA U noBblWweHnsa 3GPeKTUBHOCTU umMdposyro TpaHchopmMaLmio
3pPeKTUBHOCTH n 610KNPOBKM yrpo3

Ana obecneueHunsa Bac nnarpopmon, kKoTopasa HaxoAUTCA Ha Liar
BnepeAu aTakyroLLero u npegoTspallaeT, a He TOJ/IbKO pearmpyer Ha
y>Ke COCTOABLUYIOCA aTaKy
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Payoff:
To deliver cybersecurity that stays ahead of threats rather than just reacts to them. 



NMoptdonuo Palo Alto Networks

Strata PA-cepun
NGFW, ucnonb3yrouime MawmHHoe o6yueHune

App-ID | User-ID | Content-ID | Device-ID

VM-cepus
BupryanbHblie Next-Generation Firewall

App-ID | User-ID | Content-ID | Device-ID

CN-cepusa
KoHTeltHepHble Next-Generation Firewall

App-ID | User-ID | Content-ID | Device-ID

Panorama

Ll,eHTpanuaoBaHHoe ynpaB/ieHne mexxceteBbiMun

3KpaHaMu1 U He TOJIbKO

Prisma Access

Secure Access Service Edge

FWaaS | Secure Web Gateway | Zero Trust Network
Access

Prisma Cloud Enterprise & Compute
Cloud Native Security Platform

Cloud Security Posture Management (CSPM)

Cloud Workload Protection (CWPP)

Cloud Network Security (CNSP)

Cloud Infrastructure Entitlement Management (CIEM)

Prisma Saa$S (CASB)

AHanus v 3awmrta SaaS NpuaodKeHUn

CloudGenix Next-Generation SD-WAN
Secure SD-WAN

CepBucbl 6ezonacHocTu

Cortex XDR

Extended Detection & Response

Endpoint Threat Prevention
Endpoint Controls

Endpoint Detection & Response
Extended Detection & Response
Managed Detection & Response

Cortex XSOAR

Extended Security Orchestration, Automation
and Response

Security Orchestration, Automation & Response |
Threat Intelligence Management

Mnardopma Threat Intelligence (TIP)

DNS Security 3awmTa ot yrpos URL-¢unbrpauus m loT Security GlobalProtect
Prevention

3awmTa ot atak yepes 3awmTa OT 3KCMIOUTOB,
DNS (DGA, TyHHenn n 1.4.)  BMPYCOB, MPOrpamm-
wnuoHos, C&C

© 2020 Palo Alto Networks, Inc. All rights reserved.

Bnokvposka goctyna  O6HapyeHue u
K BPEAOHOCHBIM 1
®ULLIMHIOBLIM CaTaM  HyNeBOro AHA

besonacHocTb loT = be3onacHocTb
6710KMPOBKa YrpoO3  ANS MPeAnpuUATUA  MOBUIbHBIX
nosib3oBatenen

Anroputmbl ML Ha NGFW Data Protection
610KMpYHOT yrpo3bl HyseBoro aHa & Compliance
1 GULLMHIOBbIE CalThl B pexnmMe

peasbHOro BpemeHM




HALWA LEJIb

3aWwmnTnTb BCcex Balwimx nonb3oBarteneu,
NPUNOXEHNA, AAaHHbIE, CETU U yCTpOI/ICTBa C

MOHUMAaHUEN
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As a company, we want to...


CepBucbl 6e30nacHOCTU: iyyLlune B CBOeM KJacce Ha base
B3aMMOYBA3aHHOMN N1aTPOPMbI

,D,eTeKTVIpOBaHI/Ie n
OpeaA0TBPpAalICHUEC COINIAaCOBAHHOC
10 BCceii KoMmaHuM 0e3

UNIT 42: npoaBuHyTasa aHanutuka n nccnefoBaHma

R N ) I R I R I (e B R B (e JOTIOJTHUTE ILHOW WH(D pacTPYKTYpHI
TP || | WFi| [P [1oT{| [URL] |DNS] [ seas!

CeTeBoil KyMynsiTUBHBIH 3¢ ¢ ek
ot 77000+ 3aka34MKOB C
OOHOBJIICHUAMH B PEIKUME

O6nauHble
CepBUChbI

O6pasupi A . CornacosaHHoe p€aJbHOIO BpEMCHH
HeU3BeCTHbIX Yrpo3 npeaoTBpatienne
y Yrpo3

KOM6I/IHaI_[I/I$I YCJIOBCUYCCKOIO 1
HUCKYCCTBCHHOIO MHTCJJICKTOB

020
Qo

- 0o0ecIreYynBaloT MOJTHOE IMOKPBITHEC
Cetb O6nako KoHeuHoe ycTponcTBo CropoHHue
peLieHuns JKU3HCHHOTO IIMKJIa aTak
[aitan) I (i) I (Gpteuin) N (i) | () (S [
: PA- :VM-' : CN-! : Prisma ! : Prisma ! : Cortex ! : Cortex ! .-«{...}».
1 Series || |i Series || |1 Series || || Access || |, Cloud | i XPR | | XSOAR W
pepny) B (EpEppRy) § USpeppny) | (Spupapny) J Sy o ___ ' __

Hawussiciiast 3¢ ¢ eKTHBHOCTH U
Hannyumuit ROI o cpaBHeHHIO ¢
KOHKype HTaMH

© 2020 Palo Alto Networks, Inc. All rights reserved.
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UYrto Takoe naatpopma 6esonacHocTn?

AB'romamsau,vm 3alllnTbl N obmeH AAdHHbIMU BCTPOEHbI BO BC€ KOMIMOHEHTbI

1 NGFW, Prisma n Cortex

oTnpasnseT
noao3puTenbHble Gpanbl
n ccoinkn B WildFire

WildFire aHannsnpyert Bce
Heun3BecTHoe, 06b0CHOBbIBaET

BEPAMKT 1 OMoOBeLLaeT yepes
0obHOBNEHUA

ABTOMaTUUECKN
HacTpavBaeTca 3almTa oT
HOBOW aTaku Ha XOCTe, B
obnake n B cetu, 6asbl

curHatyp, Threatintel, URL
MOMNOIHAOTCA

© 2020 Palo Alto Networks, Inc. All rights reserved.

Cratnueckm Machine 3anyck Anannsz  Dynamic AHanus Ha
learning necoununy, Tpaduka unpacking peanbHbIx
.......................................... cepBepax
'WFi| WildFire ananusupyer
R ) dannbl n ccbkn
A A A
> =
=1\
3awumTta 3awuTa 3awmTa
o6nakoB cetn XOCTa
Prisma Strata (NGFW) Cortex

0
B Q_,_O

AOHOI’IHI/ITeanbIe
cpeacTBa

4% paloalto



KnbepbesonacHOCTb — 3TO 3KCNepTM3a

“paloalte  UNIT (=

NccnepoBatenbckas nabopatopusa Unit42
® Unit 42 — KOMaH,ZI,a MCCﬂeAOBaTeﬂeM n Threat Brief: SolarStorm and
SUNBURST Customer
BbICOKOKJ/1IaCCHbIX CreunaamcToB no Coverage
knbepbeszonacHoctun Palo Alto Networks co
BCEro Mupa. e

e Mbl 3aHUMaemca obHapy>KeHNeM HOBbIX

. Open Source Tool Release:

yrpos, threat hunting, nonckom Zero-Day Gaining Novel AWS Access
o . . With EBS Direct APIs

YA3BUMOCTEN, reverse-engineering
BpeaoHocHoro 0O, aHann3om Koaa, aHan3om
noBegeHnAa XakKepCcknx rpynnmnpoBok n Ux
TaKTUK, TEXHUK U npoueayp

nd DFIR,

e Pe3synbTatbl paboTtbl Unit42 ncnonbyrotca ana
obHoBneHus 6a3 yrpos ot Palo Alto Networks,
COBEPLUEHCTBOBAHMA aIrOPUTMOB CYLL,ECTBYHOLLMUX U
pa3paboTKkM HOBbIX MPOAYKTOB N peLUeHNN

https://unit42.paloaltonetworks.com/

© 2020 Palo Alto Networks, Inc. All rights reserved.


https://unit42.paloaltonetworks.com/
https://unit42.paloaltonetworks.com/

KnbepbesonacHOCTb — 3TO 3KCNepTU3a

e Crypsis — komaHaa 3kcnepToB Palo Alto e Managed Detection & Response -
Networks, npegocraBastowas 3akaszumkam komaHga akcneptoB Palo Alto Networks,
YyCNyrv NoO pearmpoBaHUIO Ha UHLUMAEHTDI, NpeAoCTaBAAOLLAA 3aKa3umKaMm yCayrm
yrnpaB/ieHNIO puckamu, GpopeHsnke No 06Hapy>KeHWNIO NPOABUHYTLIX YrPo3
(paccnegoBaHuiO) N pearMpoBaHMIO Ha HUX NCMOJb3YA

NpoAyKTbl InHenkn Cortex

e Mol ncnonbsyem skcneptusy Crypsis, e JKCMepTM3a UCNonb3yeTca Anf
KOTOPYHO OHU MONYy4akoT pa60Taﬂ C p,aaneﬁLuero coBepLleHCTBOBaHUA
peaibHbIMN MHUNAEHTAMUA 6e3OI'IaCHOCTI/I, HalwnX NpoAyKTOB, airoOpnUTMOB
ANnAa copepleHCTBOBaHNA HallnX BbiABJIEHNA aTaK, NoBegeHYeCKnxX
TEXHON0TnN, aJiropnTMOB M NPOAYKTOB npaBua, TeEXHUK AnA BbiABAEHUA
6e30mnacHOCTU BPEAOHOCHOrIO KOrga Hynesoro gHAq

®  www.paloaltonetworks.com/resources/datasheets/crypsis- ® www.paloaltonetworks.com/cortex/cortex-xdr/mdr

corporate-overview

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloaltow


https://www.paloaltonetworks.com/cortex/cortex-xdr/mdr
https://www.paloaltonetworks.com/cortex/cortex-xdr/mdr
https://www.paloaltonetworks.com/resources/datasheets/crypsis-corporate-overview
http://www.paloaltonetworks.com/resources/datasheets/crypsis-corporate-overview

Knbep6e3onacHOCTb — 3TO He TOJIbKO MPOAYKTbI e,
LLInpoknn Habop MHCTPYMEHTOB M NYULLMX MPaKTUK

e Security Lifecycle Review — B13yannsaumna nponcxoaaLLero B cetu

e Best Practice Assessment — cuctemaTnueckas oLeHka COOTBETCTBUSA

KOHOUIypauum 1yyiumMm npakTukam

e Prevention Posture Assessment — oueHka paboTbl Mep Mo

NpesOTBpPALLEHMIO aTak

e Prevention Architecture Methodology — meTogonornsa sHegpeHun = —_—

Zero Trust

e Expedition — Mmurpauus KoHPUrypaumm apyrux Nnpov3BoAnTENEN

e Ultimate Test Drive — 6ecniatHble TPEHUHIM NO NPOAYKTaM

e becnnaTtHoe 06y|—leHV|e — aKagemMuna n Mmope AOKYMEHTALLN

e IronSkillet — HauyanbHbIE HACTPOMKKN COrNACHO NYYLLMM NpPaKTUKaM ) I..--

e PanHandler - co3aaHve rotoBbix KOHGUrypaLum e

e PekomeHAaLUM N Ayyline NPaKTUKU NO HACTpoOMKe = =

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloaltow
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https://www.paloaltonetworks.com/field/help-me-market/customer-programs-launches/ppa

Еще бесплатное обучение:
https://www.paloaltonetworks.com/cyberpedia
https://beacon.paloaltonetworks.com/student/catalog


https://docs.paloaltonetworks.com/cortex/security-lifecycle-review/security-lifecycle-review-getting-started/getting-started/what-is-slr.html
https://live.paloaltonetworks.com/t5/best-practice-assessment/ct-p/Best_Practice_Assessment
https://start.paloaltonetworks.com/prevention-posture-assessment
https://www.paloaltonetworks.com/field/help-me-market/customer-programs-launches/prevention-architecture-methodology
https://live.paloaltonetworks.com/t5/expedition-migration-tool/ct-p/migration_tool
https://www.paloaltonetworks.com/resources/test-drives
https://www.paloaltonetworks.com/services/education/
https://www.paloaltonetworks.com/services/education/academy
https://www.paloaltonetworks.com/resources
https://live.paloaltonetworks.com/t5/community-skillets/ironskillet-day-one-configuration/ta-p/307756
https://live.paloaltonetworks.com/t5/skillet-tools/install-and-get-started-with-panhandler/ta-p/307916
https://docs.paloaltonetworks.com/best-practices.html

9-kpaTtHbin anaep B Gartner Firewall MQ, NSS Labs Recommended

PALO ALTO NETWORKS

PA-5220 PAN-0S 8.1.6-h2
NEXT GENERATION FIREWALL

RECOMMENDED

Palo Alto Networks
Fortinet @
@
Cisog Check Point Software Technologies
L
Huawei -
Juniper Networks
[ e
Hillstone Networks Forcepaint
A WatchGuard (] e Sophos
Venustech Sangfor ® ® ®
wge  Sonicwan @ Bamacuda
[ ]

" ]

s

=2

2 Stormshield .Ml‘crusuﬂ

]

o

-

-

E

=

@

=T

COMPLETENESS OF VISION ——» As of November 2020 © Gartner, Inc

2020 Gartner Magic Quadrant
for Network Firewalls

© 2020 Palo Alto Networks, Inc. All rights reserved.

PALO ALTO NETWORKS W PALO ALTO NETWORKS

PA-52509.0.3-h2

NEXT GENERATION INTRUSION PREVENTION SYSTEM

RECOMMENDED

OCTOBER
019

PA-5250 9.0.3-h2
DATA CENTER SECURITY GATEWAY

RECOMMENDED

NOVEMBER
2019

NSS Labs Recommended
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Еще награды:
https://www.paloaltonetworks.com/about-us/awards

Our prevention-focused approach and the effectiveness of our Network Security offerings is evidenced by analyst recognition. 

We have been a Leader in Gatrner Magic Quadrant for Enterprise Network Firewalls for 7 times in a row. And we have achieved the best Recommended rating multiple times after rigorous testing by NSS Labs for thousands of exploits and hundreds of evasion techniques.





HauBbicwasa appekTMBHOCTb 3awmThbl — npoBepeHo NSS Labs

Palo Alto

Metworks Check Point Forcepoint g [T=VT Sophos Fortinet Vendor B Vendor A

Blocked Exploits 1,781 Unknown Unknow

Exploit Block Rate
(1,784 Exploits)

Blocked Evasions

Evasion Block Rate
(406 Evasions)

Security Effectiveness

® Palo Alto Networks nonyunno camyto Bbicokyto oueHKy — 97.9% — 3abnokumposas 1783 n3 1784
3KCNA0MNTOB U1 3aLunTmaa ot 406 TexHMK obxoaa.

® OcHoBHasA Nnpobaema coBpemeHHbIx IPS — TexHMkn ob6xoaa.

SOURCE: NSS LABS 2019 NGFW REPORT

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto



https://loop.paloaltonetworks.com/docs/DOC-43940

THE FORRESTER WAVE™

Enterprise Firewalls
Q32020

Strong
Challengers Contenders Performers Leaders

Stronger
current
offering

A

Palo Alto Networks — anaep ¢ camon cmabHoW
cTpaternen cornacHo ot4yety The Forrester
Wave™: Enterprise Firewalls, Q3 2020

@Forrester Wave:

«With its combination of NGFWs, Cortex,
Strata, and Prisma Access platforms, Palo Alto
Networks is aiming to own not just the
enterprise firewall market, but the cloud-
security stack market of the future»

Weaker
current
offering

Weaker strategy P Stronger strategy

Market presence

© 2020 Palo Alto Networks, Inc. All rights reserved.



Mbl amaupyem npeanaras peweHnsa ana peaamsauum mogenum Zero Trust

Figure 1: Fomester Wave™: Zero Trust eXtendad Ecosystem Platform Providers, Q3 2020

Strong

Challengers Contenders Performers Leaders
OueHkun Forrester Wave Zero Trust —
eXtended (ZTX) nomoraet Bam agBuratbca K ol
NpPaKTUUYECKOW peannsaumm mogenm Zero 4
Trust

Mbl y6exxaeHbl Halle NO3NLNOHNPOBaHMEe
NOATBEPXKAAET, UTO NMHTErPUPOBAHHAA
nnatdopma Security Operating Platform
MOXET ObITb NCMO/Ib30BaHa AN
peanusaunm moaenn Zero Trust ana
npeaoTBpaLLeHns KnbepaTak

Weaker
curment
offering

Weaker strategy b= Stronger strategy

Market presence
o016
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https://blog.paloaltonetworks.com/2020/09/forrester-ZTX-wave-2020/?fbclid=IwAR3MUwBkYOrukyMVxU-KcAnpC2KBRr5Dfdy7UZtEUpp1citvMOQp94-8KTg



Cortex XDR npoBepeH MITRE ATT&CK MITRE | ATT&CK"

MITRE ATT&CK EVALUATIONS APT 29 APT 3

Bosblie Bcero 6annos 1 Ha 93% MeHbLLe
NPOMYCKOB, YeM Yy KOHKYPEHTOB

Palo Alto
HNetworks

Cybereason

Microsoft

Crowdstrike

sentinelone

Endgame

2

carbon Black

FireEye

CounterTack

o
b

~
| g &
]
#
MokpbiTUe TEXHUK aTaK

https://blog.paloaltonetworks.com/2020/04/cortex-mitre/
https://www.paloaltonetworks.com/cortex/cortex-xdr/mitre

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloaltow


https://blog.paloaltonetworks.com/2020/04/cortex-mitre/
https://www.paloaltonetworks.com/cortex/cortex-xdr/mitre

Cortex XDR npoBepexH MITRE u aBnserca amaepom pbiHka EDR

MITRE ATT&CK EVALUATIONS APT 29 APT 3

90% - -,

XDR pacwupset ¢oyHkumnm EDR u Takke
obbeanHseT B cebe PpyHKUMM aHaNM3a
.................... ceTeBbIX CO6b|T|/||Z

B0% - |

70% .. JNEE - (N . DN . NN - DN . . DN . (NN . (NN . DN DN . . DN DN DN B e,

Palo Alto Networks
Trend Micro
Microsoft
SnetinalOne
F-5ecure
Elastic
FireEye
CrowdStrike
Symantec
Secureworks
HanSight
Cylance
CyCraft
Cybereason
Kaspersky
GoSecure
Bitdefender
ReaQta
McAfee
Malwarebytes

VMware Carbon Black

blog.paloaltonetworks.com/2020/04/cortex-mitre/
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Выступающий
Заметки для презентации
https://www.paloaltonetworks.com/cortex/cortex-xdr/mitre

https://blog.paloaltonetworks.com/2020/04/cortex-mitre/

Cortex XDR - cTrpaTernueckum nuaep cpeau ERP

HauBbiCcLUnI NnpoueHT obHapy>XeHnsa malware n HeBbICOKast CTOMMOCTb B/iaJleHUS

Combined
A . CrowdStrike ESET : 5-Year . . . ! 5-Year TCO
= Cisco p Active Passive Prevention/Response
& ! ° . Product Product Cost ane (Per Agent)
= Response  Response Capabilities .
= : (Per Agent) . X-Axis
] Vendor D Y-Axis
§ . 98% Bitdefender $100 93.9% 100% 96.9% $679
E Stmtcgi( Leaders C‘iSCO $158 98.0% 100% 99.0% $737
i Vendor A~ o0 o 5, Crowdstrike $357 98.0% 100% 99.0% $550
N = ESET $149 98.0% 100% 99.0% $342
Bitdefender a
2 Vendor C i & Palo Alto Networks $210 98.0% 100% 99.0% $403
- . ® ] S Vendor A $146 93.9% 100% 96.9% $725
Vestoc : SYDEEA Niiniried S VendorB $158 93.9% 98.0% 95.9% $1,702
s £ VendorC $125 93.9% 98.0% 95.9% $1,283
Strong Challengers ~ Vendor D $300 98.0% 98.0% 98.0% $1,072
% |2
-]
s
g e .
[ Description Details
o3w | B
Enterprise Product Savings:
P 9 , , High (>95%)
Palo Alto Networks prevents most attacks and offers effective passive
92%
‘ Overall Active Response Rate (Prevention Rate): 98.0%
Overall Passive Response Rate (Response Rate): 100%
91%
Product Cost (License Fee) m
smaller Is lower, Larger is higher cost
20%
$2.500 $2.250 $2.000 $1.750 $1.500 $1.250 $1.000 $750 $500 $250 $0

<] 5 - Year Total Cost of Ownership - TCO (Per Agent)

blog.paloaltonetworks.com/2020/12/cortex-av-comparatives-epr-evaluation
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B uem npenmyuwectBa gna 6musHeca

® Jlerko ncnosib3oBatb — NOXOAUT ANs PaboTbl NHOOBIX MPUNOKEHNI
® [loCTOAHCTBO NPOM3BOANTENBHOCTU — faXe eCn NOABUANCL HOBble QYHKLMN

e [ny6>Ke HaCTPOMKM MO TOMY UTO M Kak 3alinLaTh — 6osbLLe KpUTEPUEB
NPOBEPKN, HaNNUNe ANHAMUYECKUX FPYMMN U BO3MOXHOCTb BKAKOUNTb BCE
NPOBEPKN OAHOBPEMEHHO

e OOb6yueHune n yTUAnTbl N8 NOMOLLKM B HacTpounke — Best Practice Assessment,
Policy Optimizer, IronSkillet, Beacon n mHoroe gpyroe

e (CyacTMBbIE 3aKa3UYMKM — HEe CYLLLeCTBYET 3aKa3umka, KOTOPbIA BUAUT CMbIC
meHAaTb Palo Alto Networks Ha uTo-TO gpyroe

® llccnepoBaHumsa B 061aCTV HOBbIX aTak M TEXHUK ANA AyYlLen 3aWmTbl — 3HAHUA U
nccneposaHua nabopatopum UNIT42
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NMouemy c Palo Alto Networks BbirogHee

Jlyuwee npepoTBpalLeHune n
6e3onacHOCTb

LleHTpannsoBaHHOe
ynpasJ/ieH/e NoJnTuKamm

Improved Cybersecurity,
Reduced Risk
& Optimized TCO

BeclioBHbIN gocTyn K
NPUAOXKEHUAM

D@m

Moapaepikka pacTywinx 3anpocos
Ha NPonyCcKHYI CNOCO6HOCTbL

© 2020 Palo Alto Networks, Inc. All rights reserved.

CHM)KeHVe YPOBHA puUcKa

CHU)KeHune
3KCNyaTaLMOHHbIX 3aTpaT

0 CHMKEeHNe KOCBEHHbIX

onepauynoHHbIX 3aTpaT

OnTMMusaLma 3aTpat
Ha CTOPOHHUe
NpoAyKTbl

4% paloalto


Выступающий
Заметки для презентации
There are two kinds of benefits that the Portfolio can help actualize: the cybersecurity and risk benefits, and the the value benefits 
Benefits from a cybersecurity and risk perspective include: 
Better prevention and security
Improved operational efficiency (due to fewer processes/interfaces/integrations)
Simplified management (due to fewer tools/products)
Centralized policy management 
Seamless access to applications, regardless of location
Support ever increasing throughput demands with better security
Benefits from a value perspective include: 
Lower accepted level of risk (reduced probability of attacks and lowered impact of successful attacks)
Reduced operational cost (improved efficiencies from automation, unified management, visibility and ML)
Indirect operational cost reductions (lower costs for compliance and audits, and costs associated with breach and remediation)
3rd party spend optimization (eliminate redundancies and leverage sourcing scale)
Ultimately, when you use the portfolio, you get improved cybersecurity, reduced risk and optimized ROI


Ncnonb3oBaHume Palo Alto Networks NGFW BbirogHo

Hy><HO meHbLie obopyaoBaHus u MO and CHukaet CAPEX 1 OPEX
pelueHnsa 3aau

Mpepckasyemoe Bpems xun3Hn obopyaosaHusa n3- CHukaet CAPEX n OPEX
3a BO3MOXHOCTU rnepenporpaMmmmpoBaTb

[@apaHTUpOBaHHaa NPON3BOAMUTENBHOCTL 6e3 He Hy>HO BbikatouaTb 6e30nacHOCTb A4
HeoH6XOANMOCTU CIOXXHOTO THOHWUHra rapaHTum paboToCcnocobHOCTM CEPBMCOB
Panorama ans ceazkm scex NGFW CHu>xeHune cnoxkHoctn n OPEX

YTUAnTbI ANA CHUXKEHMS pUCKa U PacxoAoB Hun3kaa BEpOATHOCTb HEBEPHOM KOHPUTrypaLuuu,

NpUBOAALLEN K B3lOMaM
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A uTO B KOMMJIeKce?
Fny6oko3lenoHnpoBaHHanA 3alMTa Ha XOCTe N CeTn

#/» paloalto’

NETWORKS

¢ J

Strata NGFW

O«

Cortex XDR
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Выступающий
Заметки для презентации
All the Fortinet products required for what we can do on a single Strata NGFW and Cortex XDR Pro

Our natively engineered security platform offers a major footprint reduction of helper products.  NGFW security, logging, analytics, customizable reporting, credential theft, User-ID integration with AD and non-Active Directory sources, and EPP are covered by a Palo Alto Networks Strata NGFW and Cortex XDR Pro.  Because these functions are tightly integrated and share important information across their respective disciplines, we ensure better security than Fortinets UTM approach.

Fortinets’ ecosystem (aka the Security Fabric) was designed from the ground up to be a sticky ecosystem with a UTM approach to sell FortiHelper products.  This increases CapEx cost, complexity, user error, and OpeE expenses. 





Next-Generation Firewall
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Palo Alto Networks - 3To nnar¢popma 3aWnMTbl HOBOrO NOKOJ/IEHUA

basza yrpo3s URL WILDFIRE
IPS/AV/Spyware ¢ unpTpanus e coYyHuIa
AUTOFOCUS MINEMELD
HUccnenosanus yrpos : C6opmuk unp opmauuu 06
:." yrposax

Cortex I'mo6anpHas 6a3a yrpo3 u CoGeTReHHbIC
Ilosenemaeckue oOMeHa I/IH(b opMauHeﬁ 00 TP IO K € HUSI
TEXHOJIOTHH
aTakKaxX MCIXKAY 3aKa34YuKaMu
------- XKypHaisl coOBITHIA
Cortex Prisma
UEBA 3amura SaaS

N

I[MepumeTp MoOunsHbIe SAnpo

4 paloalto
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Fny6okosLwenoHnpoBaHHaA 3aWmTa

Akcnnyatauma  3arpy3ka MO ansa YcTaHoBneHue PasBeaka un kpaxa

dT1anbl aTakm PekorHocuupoBka HocTtaBka

YA3BUMOCTHU «YyepHoOro xoga» oGpaTHOro KaHana DaHHbIX
: BriokupoBka ckaHMpoBaHWiA,
Zone Protection aHoManuin B nakeTax, saluTa
NGFW
App-ID & User-ID 5“;’;3]‘_3'8;':':;’K"("cl"'HaTT:é"nb:b'X ) ( BrokupoBka KOMMyHVIKaLWIVI\
HonLsoRATENeN | Ha HECTaHAAPTHbIX NopTax |
H H 'd N\
URL-filtering BrOKUPOBKa M3BECTHbIX BroKMpoBKa BPEAOHOCHbIX
BPEOOHOCHbIX CanToB L pecypcos, fast-flux
. . -
Threat Intelligence BrIOKMPOBKA U3BECTHBIX [ BrokupoBka BPeAOHOCHBIX
BPE/OHOCHBIX PECYPCOB | L pecypcos, fast-flux
DNS-Security BNOKMPOBKA HEU3BECTHbIX
BPEAOHOCHLIX PECYPCOB
(DGA), DNS-TyHHENN
IPS BnokupoBka ckaHMpoBaHui, BnokupoBka ( c )
= aHoMarui B naketax 3KCMMOUTOB KoOpAMHMpOBaHHas
- O MngnneKTyaanaﬂ
Pyw o BnokupoBka Spyware, C&C aKTUBHbIX aTak no
I'E > cuUrHatypam,
Vi = N NCTOYHMKAM,
Anti-Virus o BriokupoBka noBeaeHno
BpeaoHocHoro MO
\ Y,
= 3 _—
File-blocking Briokuposka drive-by
L downloads
T BbrnokupoBka
WildFire e e BHOKM%&BEa HOBbIXJ
BPEAOHOCHOTO Mo
MaluvHHoe obyyeHvie BrOKMPOBKa HEN3BECTHLIX BnoK1poBKka HeN3BECTHOO
Ha 6opty NGFW BPE/I0HOCHbIX PECYPCOB BpeoHocHoro MO
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Me>xceTeBou 3KkpaH ¢ MawWMHHbIM 06yueHnem

PekomeHpoBaTb
MpeaoTBpaTnTb TO, UTO O6Hapy>X1Tb UCNONb3yA
NOJINTUKU N USMEHEHUA
He BCTpeyasiocb paHHee aHasn3 60/1bLINX AAaHHbIX
KOHpUrypauum
O6Hapy>xnBaeT HOBble BapMaHTbl AHannsnpyet nosegeHme yCTPOUCTB BbinonHseT obyyeHne Ha
yrpo3 n HoBble yCTpOlZCTBa M aBTOMaTU4yeCKn Cco3gaet loT- MaccnBaXx AaHHbIX MacluTaboB
6e3 CUTHaTyp MNOJINTUKHN 6630I'IaCHOCTM, obnaka NOCTOAHHO
ncnonb3yet NsSMeHeHuA aHannsnpya orpoMHoOe 4ncio
NHOPACTPYKTYpPbI ANA N3MEHEHNS AaHHbIX 06 yrpo3sax u
KoHduUrypaumm TenemeTpuio
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Выступающий
Заметки для презентации
Внедрение таких алгоритмов внутрь NGFW позволяет Вам блокировать в реальном времени неизвестный вредоносный код и фишинговые сайты, которые раньше еще не попадались, для которых нет сигнатур и которых нет в базах. �Второй большой раздел – это защита IOT устройств. Здесь, использование алгоритмов машинного обучения позволяет отказаться от не самой эффективной техники использования сигнатур и fingerprints для профилирования и автоматически определять типы и модели устройств, анализировать их поведение, выявлять риски и рекомендовать наиболее оптимальные политики безопасности учитывающие лучшие практики.


Bnokunpyem yrposnbi 0-aHAa cerogHs

__________ ‘ MacwrtabnpoBaHue
DNS oQa Q> BO3MO)XKHOCTEM 3aLmnThbl Ha ba3ze
sy | Mrerpaunn c obnayHoro cepsuca 6e3onacHoOCTH

DNS Security napTHepamu Cyber Threat

: URL-d)VIﬂpranI,E/I_H. . I Alliance o
WF : ONITSS 3alnTa CTaHOBUTCA AOCTYMHOM
WidFire cpa3y BceM MoJib30BaTeiaMm

cepsuca

BeckoHeuHoe MacwTabupoBaHue | AHanu3 TPUIJIMOHOB

o6pasuoB | MomeHTanbHble 06HOBAEHUA AHanuz pannos: MrHoBeHHO

s B ®unbtpauma URL: MruoeeHHO

3awmta DNS: MrHoeeHHo

yrpos B g : . . .
A% pacnpocTpaHeHHbIX NGEW! WildFire Inline ML
TMnax ¢pannos n Beb :| URL- Inline ML
95 /o 6n°K"py|OTcﬂ in-line fo-------- ‘ ¢Manpau‘Mﬂ n Ine
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Выступающий
Заметки для презентации
Алгоритм Машинного обучения начиная с 10-й версии начинает блокировать вредоносные объекты, а также фишинговые сайты. 
Блокировка файлов будет работать в рамках подписки на сервис WildFire, а блокировка фишинговых сайтов и вредоносных Java-скриптов в рамках подписки на URL-фильтрацию. Т.е. какой-то отдельной специальной подписки не требуется. Все будет работать в рамках существующих подписок. 

Алгоритм, как я уже упоминал, не использует сигнатуры, он запатентован и по нашим оценкам он может блокировать мгновенно до 95% неизвестного ранее вредоносного кода, а также новых вариантов и вариаций известных семейств. И все это без внесения задержки, без необходимости отравлять файлы в облако и ждать пока завершиться анализ. 



Kak 3To paboTtaeT: 6/10knpoBKa BpeAOHOCHbIX ¢palsioB C MOMOLLbIO
MaLlMHHOro obyueHus

9.6 MmnnamnapaoB atak C
ncrnosb3oBaHnem BIMO B
rog (2019)

38 000 Bapunauumn
. BpegoHoca Emotet (nepBas
Y ; nonosuHa 2019)

MpoaBuHyTLIN aHann3 B obaake

BeckoHeuHble BblUMCAUTENbHbIE PeCYpCbl Ha
CTpaxke NPOTUB COXHbIX YrPO3 B
noaAep>XunBaembix Tunax panaos

« [eHepupyer curHatypy 3a CeKyHgbl
« O6yyaer v nocraB/iaeT 06HOBAEHUSA
mogenevi MalwmnHHoro obyyeqns 8 NGFW

MrHoBeHHas 3awWwmnTa Ha
NGFW

) BpeaoHocHbI kog B Portable —
Executable/DLL WildFire
@ Araku yepes PowerShell Inline ML
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Выступающий
Заметки для презентации
Фаервол извлекает набор характеристик, артефактов каждого объекта и получает вектор характеристик. Этот вектор анализируется алгоритмами машинного обучения прямо на фаерволе. 
Даже если фаервол считает объект вредоносным и блокирует, то он все равно отправляет его в Wildfire для более тщательного динамического анализа.
При этом, важно не забывать, что вся другая защита: антивирус, проверка по сигнатурам WildFire, AntiSpyware, хостовая защита продолжает работать и обеспечивать эшелонированную защиту. 

Модели постоянно совершенствуются, происходит ее постоянное обучение на базе новых вредоносов обнаруженных как и антивирусной командой, системой динамического анализа Wildfire, аналитиками из Unit42. Т.е. мы ретроспективно сравниваем вердикт, который выдал алгоритм машинного обучения в режиме реального времени с данными последующего анализа, чтобы максимально точно обучать модель. Т.е. обученные, актуальные модели отправляется на фаерволы в рамках систематических обновлений.

Что проверяем? Какие типы файлов? For this release, the we are specifically looking at portable executable files, DLL, malicious powershell scripts. Support for more types of malicious content is planned, but we find that these threats account for the majority of malicious content we see. 




Kak 3To pabortaet: 610knpoBka Beb6-atak C NOMOLLbIO MaLWMHHOIO
obyueHus

TbicauM coBepLIEHHO
HOBbIX QULIMHIOBbIX aTak
NPONCXOAAT KaXkAbIN AeHb

NpoaBuHYTLIM aHanu3 B o6nake
BpeaoHoCHble unn 6e3BpesHble KaTeropun
+ Kateropusauma B Te4eHNEe MUHYT

» [lenctBnA Ha OCHOBE MOJINTUK

Cebiwe 30% OULIMHIOBbIX
NnceM OTKPbIBAKOTCA B
TedyeHue 60 cekyHA nocne
oTnpaB/eHnA

MrHoBeHHas 3aWiMTa Ha
NGFW

©@ PuwnHroBble aTaku Web
@ JavaScript ataku Inline ML
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Выступающий
Заметки для презентации
Фишинг продолжает оставаться одним из самых частых векторов атаки. Если в компании проводится систематическое обучение персонала, проводятся тренинги и учения, внедрены технические меры защиты, то процент успешных атак, конечно же снижается, а если нет, тогда, к сожалению, риск очень сильно возрастает. 
Цифры приводят разные, по данным различных исследований и мнений 80 и даже до 95% процентов атак начинаются с фишинга, свыше 30% фишинговых писем открываются в течение 60 секунд после отправления. 

Алгоритмы блокировки на основе машинного обучения, которые появляются в 10-й версии начинают бороться и блокировать фишинговые сайты, которых еще нет в базах URL-фильтрации, в базах киберразведки, а также блокировать вредоносные java-скрипты. Это также весьма актуально. Например, те же javascript снифферы, которые используются для кражи платежных данных и которые сейчас довольно распространены. 

И еще раз хочу напомнить, что все это будет работать в рамках подписок на сервисы WildFire и URL-фильтрации



[ocTtaBka o6HOBAEHNI 3aWwmnTbl 6ecnpeleseHTHO bbICTpO

Seconds PAN-OS 10.0
> > » | NGFW
Yrpo3bl, ObHapyXeHHbIe B Coznanme curHatyp Ha JloctaBka 06HOBNEHVE B Bce nonb3osatenn
062-'5"' gHCTa“Q;'%%%a\';V"I':o” OCHOBE KOHTEHTa peanbHOM BpEMEHM WildFire 3awmieHsi
a3e 0oJjiee
WildFire Update Schedule @
PAHbLLE Recurence [ EEEHE v HauuHasa c Bepcun 10.0
Nlnanpyroltee B :m‘”"’/ O6HoBNEHMA Be30MacHOCTU
NHAYCTPUM BPeMs S . nepeaatotca Ha NGFW B

CO34aHNA N AOCTaBKWN Every S Mins NMOTOKOBOM peXnme B

+
Every 15 Minutes

CUrHaTyp 3a 5 MWHYT Te4YeHNne eANHANL, CEKYH/,

Every 30 Minutes
Every Hour
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Выступающий
Заметки для презентации
В 10-й версии мы также внесли существенные новшества в архитектуру доставки обновлений
Вместо того, чтобы ждать 5 минут до следующего планового обновления, хотя и это было достаточно быстро, Вы теперь можете получать обновления в режиме реального времени, в течение единиц секунд, сразу же как только сигнатура генерируется сервисом WildFire
Совместный эффект – с такими обновлениями в потоковом режиме все компании, которые пользуются сервисом моментально получают защиту после обнаружения нового образца вредоносного кода, или плохого URL любым из десятков тысяч наших заказчиков по всему миру. Поэтому, даже если первая жертва и есть, то мы хотим быть уверенными, что она - единственная

- Как это работает с Панорамой


HuBennpys npemmywiecrea atakyrowmx

vy

ok
V...

PacnpocTtpaHstoLmecs,

c 6onbLuon
CKOPOCTbO

Bce HOBbIe

Yyrpo3bl
MonnmopdHbie

MawunHHOe

reHepaumen cMrHatyp B
obyueHue patl yp

peanbHOM BpeMeHU

O6ecneuunBaeTcs -
MpepoTBpawaer ‘ Het HapyweHun
SO PEL SIS HauaJibHOe 3apa)keHue 6usHec-npoueccoB

naaT@opmMbl
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Выступающий
Заметки для презентации
Таким образом, мы представляем в новой версии два очень важных нововведения для нивелирования тех двух преимуществ атакующих о которых я говорил выше: скорость и изменения кода (полиморфизм) 

Алгоритмы машинного обучения, работающие прямо на фаерволе обеспечивают защиту от неизвестных угроз и новых вариантов известных семейств и делают это в режиме реального времени

Если это совершенного новая атака, высокотаргетированная, или использует типы файлов, которые будут поддерживаться в будущем, тогда задействуются уже имеющие хорошо зарекомендовавшие себя механизмы: антивирус, antispyware, корреляция, сервис WildFire с доставкой сигнатур в реальном времени, DNS security и другие




DNS Security

Ncnonb3oBaHne MalULMHHOIO

BIOKMPOBKA N3BECTHBIX obyueHnsa u NpeanNKTUBHOIO NHterpauusa c NGFW

aHaJ/In3a gna 6]'IOKVIPOBK|/| O3Ha4yaeT, UTo 3aunTy
«AIOXUX>» AOMEeHOB -
BpeAoOHOCHOro Tpadumka, HeNb3A 060MTN
ncnonb3yrowiero DNS
AaHHble
Q0 AN
=0 UNIT fa= WwWWw
00 = @
WildFire Analysis Passive DNS URL- Honeynets Unit 42 Whois
¢unbTpauma
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Выступающий
Заметки для презентации
Where does this leave us?

We are the:

Best in class threat detection & prevention, real time DNS, now with reporting & analytics customers demand
Consistent DNS security no matter how customers access network (physical, VM, Prisma Access)
We encourage you to have your customers go through an SLR where they can see the value DNS Security brings




3awndpoBaHHbIN TpadUuK NpeacTaBaseT 601bLION PUCK

Cenyac nouTtu Bectb VIHTepHeT Tpadumk

wuppyetcst (HTTPS, SMTPS, IMAPS n 1.4.) ATaKytoLne NOJL3YIOTCA STUM

WHTepHeT Tpaduka
3awmndpoBaHo

Bonee 70% BpesoHOCHbIX kKamnaHui B 2020 6yayT
MCMNonb30BaTb OAMH U3 BUAOB WNPPOBaHMA A4
CKpbITUA BPEeAOHOCHOW akTUBHOCTK. Gartner

2016 2020

Wctounumk: Encrypted Traffic (2016) | Encrypted Traffic (2020) | Encrypted Walwave (Gartner)

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto’


Выступающий
Заметки для презентации
Talking points:

Nearly all enterprise applications and services today default to securing traffic through encryption, and over 90% of the internet traffic are encrypted. There is a dramatic change in the threat landscape as malicious actors use encryption to hide their activities and evade detection.  
According to Google Transparency Report as of 2020, between 79% and 97% traffic uses encryption depending on the platform.
Encryption is designed to keep people from seeing what you're doing. Attackers have taken notice and are leveraging the technology to stay hidden.

References:
(2016) Encrypted Traffic - 39%. Source: Let’s Encrypt Annual Report 
(2020) Encrypted Traffic - 95%. Source: Google transparency Report - The data shows the traffic is between 79% and 97% depending on the platform. Let’s Encrypt adoption plays a pivotal role in this growth, as our usage data demonstrates. Global HTTPS page load data is provided by Firefox Telemetry, and can be found at https://letsencrypt.org/stats
Encrypted malware: “More than 70% of malware campaigns in 2020 will use some type of encryption to conceal malware delivery, command-and-control activity, or data exfiltration”. 
Source: Gartner, Predicts 2017: Network and Gateway Security, December 13, 2016 paper Link 
Credential phishing: 90% of targeted attacks are Credential phishing. You need to decrypt to stop Credential Phishing attacks Link 


https://www.abetterinternet.org/documents/2019-ISRG-Annual-Report-Desktop.pdf
https://transparencyreport.google.com/https/overview?hl=en
https://securityboulevard.com/2020/04/keeping-up-with-encryption-in-2020/

HTTP/2 + TLS 1.3 gnsa 3awmntbl N106bIX COBPEMEHHbIX MPUJI0XKEHUN

HTTP/2 Protocol Support
100% ........................................................................................................

80% .............................................................................................
Sites that Support BO% oo L
the HTTP/2 protocol
69,204 /(o[ /ANNETICRITITITIITPPPOIURIPRRRRR =t S 0N |00 A
+ 0.6 %

20% ............................................................

0 —

SSLv20 SSLv3.0 TLSv1.0 TLSv1.1 TLSv12 TLSv13

Moaaep>xka HTTP/2 n TLS 1.3 pecypcamu B cetn UHTepHer

Y>e cenvac HTTP/2 nonoBuHa pecypcoB B VIHTepHeTe ncnone3ytot HTTP/2, a noaroga Hasag, 66110 40%.
Npet 6bicTpbin pocT. Ecamn Baw daepson He noHnmaet HTTP/2 oH He BMAUT NonoBUHbI Bpay3epHoro Tpaduka

Uctounmk: https://www.ssllabs.com/ssl-pulse/ no coctosHuo Ha ekabpb 2020r.
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Заметки для презентации




https://www.ssllabs.com/ssl-pulse/

MHcnekuma TLS 1.3 u HTTP/2

O0O0
YMeHblLUeHne pUCKOB YnpouweHune UHcnekumsa Tpadmka obnauHbIx
6e3onacHoOCTH BHeApeHusA npuaoXKeHnn boicTpee
KoHTposnvpywTe ncnonb3oBaHune Pa3zBopauunBanTte 1 noasepxvsanTte MNpoBepsnTe 1 3awmLLanTe Tpapuk
ycTapeBLwmnx Bepcum SSL/TLS, AewndpoBaHme nerye NCNoNb3ys HTTP/2 n TLS 1.3. Tenepsb ¢ 2-x
Hebe3onacHbIx WNHpPoB 1 npeAHa3HayYeHHble A8 3TOro CpesCcTBa KpaTHbIM yBe/IMYEHVEM
cepTMPMKaTOB C HapyLUEHNAMM ANArHOCTMKM N MOHUTOpPWHTa NPON3BOANTENBHOCTU
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Заметки для презентации
Talking points:

Palo Alto Networks has been the leader in decryption for the last 12 years, and nearly half of all our NGFW customers adopt decryption. 
A lot easy to deploy decryption with increased visibility. We have made it easy for everyone to deploy decryption where they should by delivering full visibility into the details of all encrypted connections. Leverage a variety of tools like URL-фильтрация to help prioritize what to decrypt for greater performance, security criticality, privacy, and other business reasons. You can now quickly implement decryption policies and gain threat prevention capabilities on encrypted traffic, via the NGFW 
The NGFW now decrypts TLS 1.3 traffic, future-proofing your network security investment. While TLS 1.3 and decryption for TLS 1.3 is available in the market for sometime, we do a better job at it as we offer end-to-end TLS 1.3 support without downgrading to older insecure protocols and keeping the security intact
Visibility into all ALL encrypted connections - Prioritize what to decrypt while maintaining performance, security  and privacy / Size for decryption accurately, troubleshoot issues efficiently, write secure decryption policy
We’ve seen a performance increase by 67% for decryption on PA-5260 with Forward RSA 64k when CA is enabled and a 94% increase for PA-5260 with Forward RSA 4k when CA is enabled. CA (Crypto-acceleration) 1 will be available on the following products: PA-5220, PA-5250, PA-5260, PA-5280, PA-7000-100G-NPC-A, PA-7000-DPC-A


Only Palo Alto Networks simplifies the deployment process and enables customers to use the full breadth of security capabilities offered by our NGFW platform.
Additional info: 
Need for decryption of modern protocols:
Customers need to be prepared for TLS 1.3. -> Major browsers have plans to deprecate older versions of the protocol, such as TLS 1.0 and 1.1, by March of 2020.  
TLS 1.3 offers improved security, performance & privacy benefits.  SSL Pulse survey (Jan 2020) shows over 22% of Top sites support TLS 1.3
Adoption of HTTP/2 is increasing and major browsers support HTTP/2 only over TLS. SSL Pulse survey  (Jan 2020) shows over 44% Top sites support HTTP/2. This further adds to the need to have decryption capability because TLS is becoming ubiquitous. 
We have been supporting HTTP/2. Now we support TLS 1.3. 
Complete visibility and control of TLS 1.3 traffic, and leverage all Next-Gen security capabilities like Visibility through ACC and Logging. Control through policies, leverage next-gen capabilities such as Threat Prevention, URL-фильтрация, stop data exfiltration after decryption.
Optional: With DPC, when your traffic grows we have the power to handle it. (Available only in PA-7000 series)







Puckun, cBsizaHHble ¢ DNS

< Y (i

80% BpepoHOCHOrO

HoBble gomeHbl
Koaa ucnosbsyrot DNS A YTeuka AaHHbIX
DNS uncnonb3yetca ans BpeaoHOCHbIV KOA NCNONb3YyHOT Ncnonb3osaHne DNS-
CO34aHNA KaHaNoB yrnpaB/eHns aAropuTMbl reHepauum TYHHENNPOBaHWA ANS
(Command and Control) n AOMeHHbIX MMeH (Domain CO3/,aHMA CKPbITbIX
Kpaxu AaHHbIX Generation Algorithms) ans KaHaNoB

obxopa feTeKTMPOBaHMA
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Выступающий
Заметки для презентации
Attacks using DNS are effective and growing:
A large % of all malware uses DNS to identify C2 infrastructure
Malware using domain generation algorithms (DGA) has grown 124% YoY
DNS is heavily used to evade defenses:
DNS tunneling can hide C2 and data theft
[Example] Encoding data into IP addresses during DNS response from server
[Example] Hiding data in DNS records, туннелирование данных внутри DNS
Domain squatting and typo squatting are rampant 
Attackers rapidly changing IP address mappings



DNS Security

Mcnonb3oBaHMe MALLMHHOIO

BnOKMpOBKa N3BEeCTHbIX  06yueHUs N NPeANKTUBHOTO
«MJIOXNX» JOMEHOB aHanusa ana 6,10KMpoBKN

BpeaoHocHoro Tpadmka DNS

NHterpauusa c NGFW
O3HauaerT, UTo 3aLuTy
He/lb3a 060MTH

AaHHble
il
& UNIT fz=f oo
OO \VO)
WildFire Analysis Passive DNS URL- Honeynets Unit 42 Whois
¢unbTpauma
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Заметки для презентации
Where does this leave us?

We are the:

Best in class threat detection & prevention, real time DNS, now with reporting & analytics customers demand
Consistent DNS security no matter how customers access network (physical, VM, Prisma Access)
We encourage you to have your customers go through an SLR where they can see the value DNS Security brings




bnoknpoBka KpaaeHHbIX Naposien

Pinglll Y
@0kta @afeNet.

NS <
=S Enfrust
KoHdupaeHumanbHblie Mnatdopma Multi-Factor
BAHHble Authentication

B KOMMNaHUU A A

.
....................... U y

Maponb YKpapAeHHbIN naposb
coTpyAHUKa
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CraTnueckue u AMHamMuuveckue rpynnbl 6esonacHocTu

» CopgepxaT Habop obbekToB (vCenter Objects, NSX Objects, A
Network Objects, AD Objects)
* HekoTopble TUnbl 06LEKTOB HA caMOM Aene AnHaMun4eckme
Cratndeckune
rpynmbl * MMpumepsbl — VMs, VNICS, Logical Switches, IPSets, AD Groups y
* cnonb3ytloT BblpaxeHue (wabnoH, regex) ans onpeaneneHns
Habopa BM Ha ocHoBe MmeTagaHHbIX
Nunammieckve I8 [Mpumep: BM u3 knactepa Test ¢ onepalnoOHHON CUCTEMOWN
rpyAbI Windows 2008 R2 y
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NMpocTtoe macwTabupoBaHMe OTKa30yCTOMUMBDIX KJaCcTepPOB

[lobaBnante HoBble

yCTpouncTBa ans

MacLTabrnpoBaHus
NPON3BOAUTENBHOCTU U
eMKOCTH

Bbicokas ypoBeHb

OTKa30yCTOMYNBOCTUN ANA

npeoTBpaLLeHnn
HapyLeHusa busHec-
npoLeccos

CepBucbl 6e30nacHOCTM

paboTtaroT 6eCLIOBHO U
MacwTabupyroTcs BMecTe

¢ Bawmmu

MNPUNOXKEHUAMM
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Заметки для презентации
Геораспределение
Мы не заставляем наших заказчиков использовать одно из устройств, как мастер, что часто ведет к проблеме бутылочного горлышка.
При этом, для сценария когда требуется масштабировать производительность, то можно будет использовать балансировщик или другое устройство для отправки трафика на железки кластера


O630p HOBbIX BO3MOXXHOCTEN A/151 K/1aCTEPOB BbICOKOMW AOCTYMHOCTU

e [lo 16 ycTpouncTB B Knacrtepe BeHaOpOHe3aBUCHMbIiA

MeXaHM3M pacnpepesieHns ceccumn

e [Moaaep>kka Layer 3, virtual wire (6anancuposu, mapuipymarop, kommyrarop)

e Paboraert Ha: Q

© PA_3200_CepM n __.-""‘F.MGKaﬁ.KnaC'répmauw;;""-.
HA-nap n oTtaeibHbIX
i " ycTpoWcTB .

o PA-5200-cepum

o PA-7000-cepun
(npumeHnmo Kk XM n 100G NPC)

©  VM-300, 500, 700

HA4 cuHxpoHu3auma ceccun yepes L2 VLAN I

% paloalto
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Выступающий
Заметки для презентации
Maximum number of members in a HA cluster varies by series as listed below
PA-3200 series - up to 6 members in a HA cluster
PA-5200 series - up to 16 members in a HA cluster
PA-7000 series - up to 4 members in a HA cluster



VM-cepusa
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BCECTOPOHHHH 3alllMMTa B Pa3/INYHbIX Cpeaax BUpPTyaim3daummn

Cneundumkaumm
ynamic IPSec VPN SSL VPN
. VM-50 50 000 1000
SERIES VM 100
— VM-200 250 000 1500 40 2500 1000 500
P VM-300
VM-1000-HV 900 000 10 000 40 100000 2000 2000
. VM-500 2 000 000 10 000 200 100000 4000 6000
SERIES
VM-700 10 000 000 20 000 200 100000 8000 12000

MUHUMYM 2 aapa (2 nam 8 agep oNnTUMasbHO)
MuHumym 4GB RAM ans VM-50 Lite mode
MwuHumym 40GB HD (gononnutenbHo 2 TB HD optional)
Ao 10 nHtepdencos — 1 ynpasnatowmn n 9 ana Data Plane — Tap, vWire, L2 & L3

MNoaaep>ka High Availability (Active/Passive, Active/Active)

Moppep>xka CPU oversubscription, noaaep>ka Jumbo Frame

© 2020 Palo Alto Networks, Inc. All rights reserved.


https://docs.paloaltonetworks.com/vm-series/10-0/vm-series-deployment/about-the-vm-series-firewall/vm-series-in-high-availability.html

BCECTOPOHHHH 3alllMMTa B Pa3/INYHbIX Cpeaax BUpPTyaim3daummn

_ CucremMHble TpeboBaHuA

<

VM- VM-50 ESXi, Hyper-V, KVM 5.5GB 32GB (60GB at boot)
SERIES 4.5GB in Lite mode

VM-100 AWS, Azure, ESXi, Google Cloud Platform, Hyper-V, 2 6.5GB 60GB
.,,ﬂh VM-200 KVM, NSX-V, OCI, Alibaba Cloud, Cisco ACI, Cisco
CSP, Cisco ENCS
NSX-T (VM-100)
sé'mfgs VM-300 AWS, Azure, ESXi, Google Cloud Platform, Hyper-V, 2,4 9GB 60GB
VM-1000-HV KVM, NSX-V, OCI, Alibaba Cloud, Cisco ACI, Cisco
CSP, Cisco ENCS, NSX-T (VM-300)

VM-500 AWS, Azure, ESXi, Google Cloud Platform, Hyper-V, 2,4,8 16GB 60GB
KVM, NSX-V, OCI, Alibaba Cloud, Cisco ACI, Cisco
CSP, NSX-T

VM-700 AWS, Azure, ESXi, Google Cloud Platform, Hyper-V, 2,4,8,16 56GB 60GB

KVM, OClI, Alibaba Cloud, Cisco ACI, Cisco CSP, NSX-T

https://docs.paloaltonetworks.com/vm-series/10-0/vm-series-deployment/about-the-vm-series-firewall/vm-series-models/vm-series-system-
requirements.html
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AvHamuueckmne aagpecHbie rpynnbl (DAG) n moHutopuudr VM

Vs

-
VMware vCenter nnn ESXi
Py 10.1.1.2 Ubuntu
web-sjc-01 12.04
10.1.5.4 q
sp-sjc-04 W|r::{22008 SharePoint
10.1.1.3
. Ubuntu
web-sjc-02 10.4.2.2 12.04 Web
exch-mia-03 10.4.2.3 WinR22008 Exchange
10.1.5.8 i
exch-dfw-03 er;?22008 Exchange
10.5.1.5 _
sp-mia-07 W|n 2008 SharePoint
10.5.1.2
Ubuntu
db-dfw-02 10.5.1.2 & 200 MySQL
] y
#)
Hypervisor
G

Dynamic Address Groups

N T

SharePoint
Servers

MySQL
Servers

Miami DC

San Jose
Linux
Web Servers

SharePoint
Win 2008 R2
“sp?

MySQL
Ubuntu 12.04
“db”

mia

“sic”
“web”
Ubuntu 12.04

10.1.5.4
10.1.5.8

19213

10.4.2.2
10.1.5.8
10.5.1.5

10.1.1.2
10.1.1.3
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NMonntukm 6esonacHoctn BHyTpu LLO/A,

Source Destination
Name Location Address Address Application Action  Profile
To Domain Controller NSX Device Group @ ActiveDirectoryServers Domain Controller Applications (/] D @(ﬁ
@ SharePointServers
From Domain Controller NSX Device Group @ ActiveDirectoryServers AD Polling V] @@(ﬁ
(<] SharePointServers
WebFrontEnd to SharePoint NSX Device Group (S5 SharePointServers (55 SharePointServers WFE - SP ¢ BIIAS
To MS SQL NSX Device Group (<) SharePointServers [Eg MssQL ¢ BIIES
Management Traffic NSX Device Group (3 ManagementServers (35 ActiveDirectoryServers Management Traffic ¢ BIIAS
2 MSSQLServers
[ SharePointServers

e Tonbko «b6enble CNNCKm»:
o K/3BecTHble npunoxkeHus :
o «CamonucHble» Hen3BeCTHble MPUIOXKEHMUA
o [nHamnueckune rpynnsl agpecos VM
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UHTerpaumsa c cuctemamm opkectpanmu

e ABTOMaTM3auMA pa3BepTbiBaHMWA, 3arpy3km KOHGUrypaumm n o6HoBAEHUS
e [lpuMmeHeHVe nnueH3nn 1 B3aTUe NoA yrnpasiaeHne B cnctemy Panorama aBTomatmueckum
e ABTOMaTMueckas 3arpyska u npumeHenue InitConfig n Production config
e Paboraet npu Hanmumnm goctyna B VIntepHet y VM NGFW, npu Haanummn goctyna B
NHTepHeT uepe3 Panorama, a Takoke 6e3 goctyna B VIHTepHeT
v [ config type=static
D 420601B1-B51F-2993-3FBB-76B3D9D5F8C6-init-cfg.txt ip-address=10.5.107.19
@ bootstrap.xml default-gateway=10.5.107.1
- netmask=255.255.255.0
_I  initofgod | ) A e
v [ content ipv6-default-gateway=2001:400:f00::2
@ panup-all-antivirus-2148-2585 hostname=Ca-FW-DC1
B panupv2-all-apps-537-2963 vm-auth-key=755036225328715
B panpiz-al-contnis 5972953 B e Toa:
v [ license tplname=FINANCE_TG4
D authcodes dgname=finance_dg

dns-primary=10.5.6.6
dns-secondary=10.5.6.7
op-command-modes=multi-vsys,jumbo-frame
T url.key dhcp-send-hostname=no
= url3.key dhcp-send-client-id=no
v B software dhcp-accept-server-hostname=no
dhcp-accept-server-domain=no
B PanOS_vm-7.1.1

T pa-vm.key
T threats.key

https://docs.paloaltonetworks.com/vm-series/10-0/vm-series-deployment/bootstrap-the-vm-series-firewall.html
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ABTOmMaTuMsaumnna

e [lopaep>kka ynpasneHna NGFW n EMS Panorama uepe3 REST API

Resource Method Read the list of Create a resource Modify a resource Delete a resource Rename aresource Move a policy
resources rule(Policies only)
HTTP Method GET POST PUT DELETE POST POST
Query Parameters name optional required required required required required
location required, required, required, required, required, required,
valid values onthe  valid valuesonthe  wvalid values on the  valid values onthe  valid values on the  valid values on the
firewall: firewall: firewall: firewall: firewall: firewall:
oredefined shared for shared for shared for shared for shared
Objects Objects Objects Objects y
.hared for Vsys
. nl nl nl ~nl valid values on
Objects v ¥ v ¥
Create an Address Object
“nly vsys vsys vsys vsys Make a POST request to create an address object. In the request, the query parameters must include the name and the location on where you want fo create the object. And in
the request body include the same name, location and other properties to define the object. For example:
B valid values on valid values on valid values on valid values on
vsys Panorama: Panorama: Panorama: Panorama:
shared shared shared shared curl -X POST \
. or A
“https://10.1.1.4/restapi/v10. 0/0bjects/Addresses?location-shared&name-web-servers-production’ \
panorama-pushed or or or or . .
device-group device-group device-group device-group = RIS MLhs
-d '{
~ . ~ N . ~ N . ~ N ~ N J “entry": [
VSYS required, if location required, if location required, if location required, if location required, if locatiot
is is is is is f
=% =% =% =E == “Gname”: "web-servers-production”,
“@location”: “shared”,
T “fqdn": "docs. paloaltonetworks. com”,
panorama-pushed
“tag':
“member”: [
“blue”
1
"description”: "what is this for?"
¥
3

https://docs.paloaltonetworks.com/pan-o0s/10-0/pan-os-panorama-api/get-started-with-the-pan-os-rest-api/pan-os-rest-api.html
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N'MbkKkue BO3MOXXHOCTMU NO JINLEH3NPOBAHUIO:
Bring your own license (BYOL), Pay as you go (PAYG), Enterprise License Agreement (VM-ELA)

e PAYG - 370 1L eH3npoBaHNEe Ha OCHOBE UCMOJ/Ib30BaHMA U JOCTYNHO Ha marketplace
noAAep>KMBaeMbix 061aUHbIX NaaThopm

e BYOL

o  ba3oBas nnueH3usa, onpegenstowas Macwtabupyemocts VM (VM-50/100/200 v 1.4.). Mo>ceT 6bITb
noctosiHHon (perpetual) nam kak noanucka (term-based)

o TMoppepxka

o TMoanuckn Ha cepBuUcbl 6e3onacHOCTH

o [Anda yaobcTBa crpynnupoBaHo B Habopbl (6aHA/bI)

e Multi-model VM-Series ELA BksitouaeTt 60bINHCTBO Mogenen VM-cepun BmecTe C
nognuckamm Ha cepsucol GlobalProtect, PAN-DB URL Filtering, Threat Prevention, WildFire
n noaaep>ky. Takxke Bbl nonyyaete HeorpaHMUYEHHOE KOIMYECTBO 3K3EMMIAPOB CUCTEMBI
ynpasneHua Panorama virtual appliance c amyensmen Ha ynpasneHmne 1000 NGFW Ha
kaxkgoMm. Cpok gencteua 1 nam 3 roga

https://docs.paloaltonetworks.com/vm-series/10-0/vm-series-deployment/license-the-vm-series-firewall/license-typesvm-series-firewalls.html
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NMoapo6bHee npo Multi-model VM-Series ELA

e Multi-model VM-Series ELA 370 eAnHbIN KOHTPAKT, 3akaAto4aeMbln Ha 1 nam 3 roaa,
BK/OUatoLee pa3nmyHble Mogenn VM-cepum BMecTe ¢ NogNnckaMm Ha CEPBUCHI
GlobalProtect, PAN-DB URL Filtering, Threat Prevention, WildFire

e [lognuncka v AMLEH3UA ANA CUCTEMbI ynpaBaeHna Panorama Tak>ke BKJIKOYEHbI

e Bbl nprobpeTaete KONMYECTBO TOKEHOB B 3aBUCMMOCTU OT Bawwmx notpebHocTen

e Pa3Hble VM noTtpebasaroT pazHOe KOANYECTBO TOKEHOB
o VM-50—10 TokeHOB
o VM-100—25 TokeHOB
o VM-300—50 TokeHoOB
o VM-500—140 tokeHoB
o VM-700—300 TokeHoOB

https://docs.paloaltonetworks.com/vm-series/10-0/vm-series-deployment/license-the-vm-series-firewall/license-typesvm-series-firewalls/vm-series-ela.html
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3awumTa loT
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loT Heob6xoaMMbI aNnA 6M3Heca, HO NCNOJIb30BaHUE PUCKOBAHHO

s

B3pbiBHOM pocT MpeacraBnsaior 3awuTa loT
noakatoueHHbix loT- 6osbLUION pUCK C/I0)KHaA 3apauva
yCTPOMCTB Ana 6esonacHocTn
30% Bcex ycTpouCTB B [MocTaBnaroTCA C YA3BMMOCTAMM Ha HeBeposTHOe pa3Hoobpa3ne
KOpNOpaTMBHOW CETU CerofHs 3To 60pTy, TPYAHO MAN HE BO3MOXHO ycTponcTs. TpagmunoHHbIe
loT OBHOBAATL M YAaCTO MMEKT He CUCTEMbI He NOAXOAAT

OrpaHVI‘-IeHHbIﬁ AOCTyn K CeTn
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Заметки для презентации
Куча различных ОС
Нельзя поставить агент
Нельзя обновить
Трудно защищать: традиционные решения сфокусированы на визуализации, идентификации, составления перечня устройств, попытках выявления аномального поведения. Все это, как правило основано на сигнатурах. Как и у любого сигнатурного подхода его недостатками является невозможность определения того, для чего нет сигнатуры, а с учетом, количества типов и видов IOT устройств таких неопределенных устройств получается значительное количество. �Плюс, что они делают, это отправляют еще один алерт в SOC. Что SOC делает с этим алертом? Ничего. SOC и так переполнен алертами и этот просто тонет с сотнях и тысячах других. Требуются сенсоры, интеграция с системами реализации мер защиты. Все это становится очень сложным. 
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Выступающий
Заметки для презентации



https://www.mckinsey.com/%7E/media/McKinsey/McKinsey%20Solutions/Cyber%20Solutions/Perspectives%20on%20transforming%20cybersecurity/Transforming%20cybersecurity_March2019.ashx

NMoaxoa ansa 3awmntbl loT-ycrpoucts nam Ot loT-ycTtponcts ©

1 . MoHMMaHue akTMBOB

JXu3HeHHbIN unkn
loT Security

5. 06HapyxuTs 1
cpearupoBatb Ha
HensBeCTHble Yrpo3bl

3. MprMeHUTb NOANTUKM,
yCTpaHsilowme puck

4. BnoknpoBatb U3BecTHbIE Yrpo3bl
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Выступающий
Заметки для презентации
Talking points: 
Easy Deployment Simply enable IoT Security without any additional infrastructure
Complete Visibility Accurately identify and classify all devices, including never before seen devices
Native Security Leverage machine learning for risk assessment, automated policy enforcement and prevention (subscriptions) 
With Palo Alto Networks IoT security, the existing IT security team is now empowered to completely secure IoT. No need to form a new team, create a new process and invest in new siloed tools. 

While other vendors are trying to convince CISO’s that they need to build a dedicated IoT security team and invent a new process for IoT, our unique value proposition is that, NO, your existing firewall team is your best IoT security team and your firewall is your best IoT security product.



3aumTa KaXkaoro yctpomcresa B Bawen cetu
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) S ) S

MUcnonb3synrte 3apencrTeByure BcectopoHHAA 3awmTa
UH}paCTpyKTypy obyueHHbIN NnepcoHan loT
Pa3BepTbiBaHWE 3a MUHYTbI 6e3 MpoaonkanTe TeKyLLyHO ObHapy>xeHue, AeTeKTUpoBaHNe
060C061EHHBIX CEHCOPOB UK aKCnayaTaumio 1 3a4encTBymTe n NpeaoTBpaLLeHMe yrpo3 K/oT
BblAeNeHHOro obopyaoBaHma nepcoHan y>xe oby4eHHbIN loT-ycTponcTB B paMmkax eAnHoOm
ynpasnate NGFW gns 3awutel loT nnatbopmbl
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Выступающий
Заметки для презентации
Key DIfferentiators: 

Quickest to Deploy - Leverage existing infrastructure and talent. / Quickest to deploy -  Leverage your NGFW and talent, no additional sensors or dedicated IoT security team required
Deploy within minutes/seconds and not over several weeks unlike other vendors .
Enable Saas application and leverage your existing firewall for complete IoT Security lifecycle management
No need to build a dedicated IoT security team and invent a new process 

Leverage existing team: No need to form a new team, create a new process and invest in new siloed tools.

Complete IoT Security Lifecycle management - Identify and prevent all devices 
Identify all known and unknown devices using ML and prevents them with our leading network security subscriptions and native enforcement with Device-ID and NGFW policies 
Provides Visibility into all apps, users, threats and devices
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CLOUDGENI> NG SD-WAN

CloudGenix SD-WAN no3BonsieT co3aaBaTtb 6bu3Hec
OPUEHTUPOBAHHbIE NONUTUKN C ANHAMNYECKUM
BbIOOPOM NyTW cnefoBaHua Tpaduka Ans
obecneyeHns HauBbICLIEN NPON3BOANTENBHOCTU

e YnpaBneHue yepe3 ob6auHbIN NopTan
CloudGenix

e Vcnonb3ytotca yctponctea CloudGenix
Instant-On (ION) ¢ nogpaep>kkomn Zero-Touch-
Provisioning

e KaHanbl Secure Fabric yctanaBanBaroTca mexay
Bcemu yctponcteamum ION co3zgasaa VPN-kaHan
nosepx kaxgoro WAN-kaHana

e [lpogBuHyTas BM3yanm3aums, MOLLHbIA Habop
NHCTPYMEHTOB A1 MOUCKA NPUYNH
HemcnpaBHOCTEN obecneymBatoT HaUIyULLYHO
NPOU3BOAUTENBHOCTb NPUAOXKEHUI
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PeanbHbin pOKYC Ha NPUIOXKEHMAX: CLLEHAPUM ANA ceTn n 6e3onacHOCTU

Pasmep

Oxuntrep Motepn
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SD-WAN 1-ro nokoneHus:
Packet-Based, Layer 3
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AutoNation

“Mb1 nonyunan 10-ty KpatHelv
rPUPOCT MPOU3BOANTENbHOCTU
¢ CloudGenix SD-WAN 3a
MEHbLUNE JEHbIN, YEM Halle
crapoe peweHne. Mbr oxugaem
CIKOHOMUTb $3 MJH. Ha ornjiare
WAN B cregyrowyem rogy”

Adam Rasner
VP Technology Operations

--------
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CAPTRUST

“C CloudGenix SD-WAN mbi = # [
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John Meyer - % B4
Chief Technology Officer R e M |
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Palo Alto Networks OS Secure SD-WAN

LleHTpanbHbIN caut
Secure SD-WAN un3mepseT n otcnexmnsaert Bce

WAN-KaHanbl 1 fuHaMM4Yeckun BblbMpaeT nyTb ' o —— | e
obecneunBas onNTUMaabHYHO 3arpy3Kky KaHa 0B o T IeN | el
M Hanay4Llyto NPOU3BOANTENBHOCTb

NPWIOXKEHUN.

®yHkunoHan nossunca 8 PAN-OS v.9.1

MNONHOCTbIO MHTErPUPOBaHHbIE
6e3onacHocTb  SD-WAN

Direct Direct

Internet Internet
BkatouyaeTca avueHsmen Ha annapaTHbIX Access Access
NGFW n VM-cepun X

LleHTpanm3oBaHHOe ynpas/ieHne u3
Panorama obecneunBaeT npenmyLLecTBa
nonHoro ¢pyHkumoHana NGFW Palo Alto
Networks

SD-WAN

YpaneHHble

tiny.cc/panw-sdwan — BebnHap o TexH.nogpobHOCTAX camtbl | Rl
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0O630p Palo Alto Networks Secure SD-WAN

CepBuchbl U kauecTBo 6€30MacHOCTM OT Ingepa pbiHKa
e OyHkumoHan SD-WAN B 3apekomeHgoBaBLumx ceba NGFW

e KauectBo getekTa npunoxeHn App-1D n cepBmcbl 6e€30NacHOCTU He MetoLLMe aHaNoroB

Moppeprkka Tononornm n pyHKUUM
e Hub Spoke n Full Mesh (v.10.0.3)
e [InHamnueckaa mappytumsaunsa c eBGP, onymoHanbHO ctatnyeckas mapwpyTtunsaums (IPv4)

e QoS, Path SLA, anroputmbl pacnpeaenenusa Tpaduka, TermpoBaHune anHkos, Virtual Interface

Cucrema Panorama ansa ueHTpasM3oBaHHOrO pa3BepTbiBaHUA, YrIpaB/IeHUA U MOHUTOPUHra
e [lopgnep>kka ZTP

e Auto-VPN ans 6bICTPOro NnoCTpOeHMs TONOA0rm
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Central Site

Crparterusa Palo Alto Networks SD-WAN = )| B
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CloudGenix SD-WAN un Palo Alto Networks OS Secure
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e Takas cTtpaTernsa npegocraBnsetr Bam BO3MOXHOCTb BbIbOpa conmeisne mers
M TMbKne BO3MOXHOCTM MO peann3aumnn MHGPaCcTpyKTypbl @ "Clousoeris

SD-WAN uncnonb3ysa Kak on-premises Tak 1 obnauHble
peLleHns B 3aBUCMMOCTM OT Bawmnx notpebHoCTeN.
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Tak>ke untaunTe:
https://blog.paloaltonetworks.com/2020/04/network-cloudgenix/
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LleHTpann3soBaHHoe ynpaBsieHne u3s Panorama
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Выступающий
Заметки для презентации
Often we come across network security admins, who inherit the firewalls configured by their predecessors. The biggest challenge for those administrators is to make sense of the firewall configuration. And, what we hear from them is not encouraging.

So we have a feature called Tags, which makes policy organization and recall very easy. Using policy tags you can organize policies using various tags. These tags can be color-coded, making them easy to spot and search. When you need to make a change to specific policy say for example risky apps then its easy to recall it. All you need to do is search for it in the Tag browser, and all the related rules will be presented to you. Pretty sleek.

There is also a global search functionality that allows to you search across your entire configuration. 
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Выступающий
Заметки для презентации
We don’t stop at providing a consolidated view into logs. We correlate them to figure out what’s hidden in those logs. Our state of the art ACC (application command center), provides an interactive, graphical summary of the applications, users, URLs, threats, and content traversing your network. The ACC uses the firewall logs to provide visibility into traffic patterns and actionable information on threats. 
Visual: The ACC shows assessment of high level threat temperature of your traffic after observing it for the risks.

Interactive: The ACC layout includes a tabbed view of network activity, threat activity, and blocked activity and each tab includes pertinent widgets for better visualization of network traffic. The graphical representation allows you to interact with the data and visualize the relationships between events on the network, so that you can uncover anomalies or find ways to enhance your network security rules. 

Customizable: For a personalized view of your network, you can also add a custom tab and include widgets that allow you to drill down into the information that is most important to you.



Koppensauua cobbitnn gna obHapy>keHnsa yrpos

. » ‘ ‘ 000 CobbiTne #1

‘ . ‘ . ‘ .. .... CobbiTne #2
‘ ®e0 0
‘ . o . CobbiTue #3

CkoppenvpoBaHHbie
cobbiTuA

‘ b CKOppeJ'II/IpOBaHHbIe CcOObITUSA NO3BONAIOT HaxXoAnTb CZIO>KHbI€ aTakKu

O6Hapy>eHne CKOMMPOMETUPOBAHHbIX Y3/10B Uepe3 KOPPeNsaLmio

( ‘ MHANKATOPOB KOMMPOMETaLUNn

TpebyeTcs MeHbLUEe pyYHOU PaboTbl MO COMOCTABAEHUIO AaHHbIX

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloaltow



Выступающий
Заметки для презентации
Our adversaries know that we security professionals are looking for their signs in our network. So, they try to hide by using time or other techniques to cover their trails.  
We understand that as well, so when we receive logs, we start correlating them to figure out hidden patterns using our analytics engine also called as automated correlation engine. It looks for events that match correlation objects, and when a match occurs it creates a correlation event.


NMpumep Koppenaumm o6bLEKTOB U CO6bITUN

Title Exploit Kit Delivering XOR obfuscated malware
Category compromised-host
State active

Description This correlation object detects exclusive-or QOR)
obfuscated malware downloaded to a host. XOR
obfuscation is a technigue to evade detection by
encrypting portions of a file in order to hide
malicious code. This correlation object specifically
identifies XOR obfuscated malware that is
delivered to the host by an exploit kit. While the

Detailed Log View

Detailed Log View

Match Information | Match Evidence

General Source Destination

Match Information | Match Evidence

Object Details

Session ID 103042 Source User Destination User
Title Exploit Kit Delivering XOR obfuscated malware Action alert Source 10.16.0.233 Destination 10.1.4.8
ID 6006 Application web-browsing Country 10.0.0.0-10.255.255.255 Country 10.0.0.0-10.255.255.255
Detailed Description This correlation object detects exclusive-or (XOR) obfuscated malware downloaded to a host. XOR R IE00G (&3 err b G
evade detection by encrypting portions of a file in order to hide malicious code. This correlation ob Virtual System  vsys1 Zone L3-TAP Zone L3-TAP
obfuscated malware that is delivered to the host by an exploit kit. While the Exploit Kit Activity obj Device SN 007200002536 Interface ethernet1/2 Interface ethernetl/2

combined with either a malware download signature or a known command-and-control signature, © 1P Protocol tcp
specifically detect an event where XOR obfuscation malware inserted on a host by an exploit kit an

Category compromised-host Generated Time 2018/04/04 17:24:14
Receive Time 2018/04/04 17:24:27

Threat Type vulnerability

Malware XOR
Tunnel Type N/A Threat Name - gpfiyccation Detection
Match Details erei
Category  info-leak
Match Time 2018/04/30 18:26:32 Content Version AppThreat-2578-16415 Captive Portal
Last Update Time 2018/05/02 14:15:28 Severtty artical Proxy Transaction
- - S Repeat Count 1
Title Exploit Kit Delivering XOR obfuscated malware - Decrypted
e Name

Severity 5 URL Packet Capture |/

T . - . . . P Client to Server

Summary Host is likely impacted by an exploit kit and received a malidious file; host triggered Exploit Kit sigr Pcap ID 1203876126238849624 )

exploit kit landing page and triggered 37218 for receiving an XOR obfuscated malware Server to Client |/

Source UUID

Tunnel Inspected no
Destination UUID
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Выступающий
Заметки для презентации
Here is an example of a correlation object and an event, which was generated because of it. The event now only shows the high-level match information but also the match evidence so that you can see what happened behind the scenes. The match evidence shows every event, that is related to the correlation event and specific details about what exactly happened during those instances. 




O6Hapy>keHue 3apa>keHHbIX y3/10B

Otuet WildFire
URTLr;/fifsii;[ed 1. Monb3oBartenb 3arpy>kaer
Generated 3apaXkeHHbIn ¢pann

DNS Requests

2. ®ann aHann3NpyeTca CepBnNCcom
WildFire

3. WildFire Bo3BpaLwyaet oTyer ¢
AeTanAMM NOBeAEHUA Koaa

Compromised Hosts HE=
Home > Matching Object [WildFire C2]
— Severity Host User Matching Obje... Match Count
— [ high | 10.154.10.58 WildFire C2 B4
o [ high | 10.154.10.58 marsha.wirth WildFire C2 B4
[ high | 10.154.10.58 shagar WildFire C2 B1
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Выступающий
Заметки для презентации
This example shows, a real-life scenario of how we discover infected hosts. 

Whenever a user downloads a file, which we haven’t seen yet, we send it to WildFire for behavior analysis. WildFire runs static, dynamic, and all the malware analysis techniques it has to figure out whether the file has malware. Should WildFire return a verdict that it’s malware then, the automated correlation engine identifies what the file has moved on the network based on other hosts trying to connect to command and control. 


ABTOMaTMUecKkme AeNCcTBUA

1. NMepecbinka noros

Threat Prevention logs rl::| Ounetp > A:;;ﬁi’,,“,,"ﬁg“"e e
Malware I” — CTOPOHHUX CUCTEMaX Iq S x
Traps n Wildfire C2 HTTP(S)

alerts no 10.3.4.122
Data filtering logs =

System logs E \

aruba

3. ABTO-TEerrmpoBaHue a Hewlett Packard
Enterprise company

v
Dynamic Address Group

1 0'3.4.1 22
Policy Source Action { }
[ N

BT Bkarounts multi- ]
A():I/d ess Gro factor lrobon REST
' roup authentication API

servicenow.

3apa>keHHble y3/bl
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Выступающий
Заметки для презентации
The network and security teams are mostly asked to do more with less. Most organizations also use third party systems to cover a broader range of workflows. Automation comes in handy in achieving more with less. 

When an event of interest such as malware detection, browsing of a controlled website, firewall HA switchover, etc. is observed on a firewall, we not only allow you to take actions on our systems using concepts like Dynamic Address Groups but also allow you to forward those events to third-party systems. Third party systems could be anything such as VMware NSX, Aruba wifi connector, or ServiceNow trouble ticketing system.

You can automate actions on any other systems as long as they support REST APIs. 



'mbkun Role-Based Access Control

Admin Role Profile (Read Only)

Name
Description

J Device Group and Template rM6Kaﬂ HaCTpOﬁKa Ka)KAOVI O|-|L||V|V|

Role (@ Pancrama ()

weou [ MLARL [ Gommand ine 6narosapsa xopollen peannsaumnm
RBAC

@Dashboard utoma orrelation Engine
@AcCc (@ Correlation Objects
(@ Monitor (@ Correlated Events

@ Logs @ Packet Capture

(@ External Logs @App Scope
(@ Automated Correlation Engine @ Session Browser ﬂ'o M eH bl AOCTyn a A.ﬂﬂ yn pa B.ﬂ eH Vlﬂ

(@ Correlation Objects @ Block IP List o
@ Correlated Events @Botnet Orl peAeneHHblMM ychOMCTBaMM
(@ App Scope (@ PDF Reports
(@ PDF Reports (@Manage PDF Summary
(@ Manage PDF Summary @PDF Summary Reports
(@ PDF Summary Reports @User Activity Report

(@ User Activity Report (@ Saas Application Usage EAMHOO6 pa3H b”7| MHTepq)eI;lC
aa: ication Usage @Report Groups
gzep:r:f;iupg Usag @Empan smedzmr NGFW 7] Panorama He Tpe6yeT

A Fmail Scheduler @ Manage Custom Reports

Legend: (& Enable (&) Read Only & Disable nepequBaHMﬂ I'IepCOHaﬂa

_
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Выступающий
Заметки для презентации
We enable differentiated user access through our granular role-based access control feature. You can select the operations users can perform by just clicking on the operations. The best part is that you have to set up the granular access for the Firewall Web UI and Panorama Context Switch UI only once. 




pynnupoBKa npaBu: IOKaJIbHOE U LLeHTPa/In30BaHHOeE yrnpaB/ieHne

e MouHble BO3MOXHOCTX NO rpynnupoBke noamtuk. Hanpumep, obuias noantmka
610kMpoBKK cepBuca NpumeHseTca Ha Bce NGFW, 6onee cneumduuHbie TONbKO A Fpynn
NGFW. 310 no3BoaseT nepencrnoib3oBatb 1 UMeTb KOHCUCTEHTHbIE MOJANTUKU

Qg
[ M
AaMuHbl Panorama —

O - Device Rules

JlokanbHble
aAMVHbI Device Group Post-Rules

Device Group Pre-Rules

rnaedu vidagodu doredol |
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Выступающий
Заметки для презентации
Most organizations have some admins, who have the power to make local config changes as and when required.

These local admins generally configure local rules without using Panorama. In such cases, it's important to understand the rule evaluation order. The picture on the slide shows that rule evaluation order. First, the firewall will evaluate the traffic using Shared Device Group pre-rules. Then the second level device group pre-rules and only then the rules configured by admin as local rules.

It will then evaluate the traffic using post-rules of second-level device group and lastly using the top-level shared device group. 



Yp06HbIe MHCTPYMEHTbI A1A HacTPOMKM MHoXkectBa NGFW

Global Template Template

(Hanpumep, Admins, Logs, Login Banner)

West Template East Template . |
(HaanMep’ RegionagNS' NTP) (HaanIMep',\l$g)giOna| DNS, Mgm,\.l-)Ig%tDtlngsl Admln ROIeS < -
Branch Template Datacenter Template Branch Template
HQ-Hub West DC Active HQ-Hub Virtual Routers ) Zones
Template Template Template : .t

v

E1/1 a°

Spoke Template Wes_,ljceIanCpE‘?gkup Spoke Template E1/2 Admins <
E1/3

dTanoHHbIe WabnoHbI AN
CTeknpoBaHue LWIAaGNMOHOB U UX MHOrOKpaTHOEe UCMNOJIb30BaHue 3thheKTUBHOCTH
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Выступающий
Заметки для презентации
In order to streamline your configuration, you would want to use a multiple templates. You can do that, using the concept we call Template Stacks. You can create specific templates for different network settings such as DNS servers or Syslog servers for your branches, data centers, or for any other category for that matter. 

Then you can combine multiple templates to create a mega-template for branches or data centers. 

And, if you want to use template with a variable, which can take values from another template at runtime then you can do that as well. We call it referencing and generally network admins use referencing for efficiency. 


Commit TonbKo TOro, uro Tpebyercsa

Commit

Doing a commit will overwrite the running configuration with the commit scope.
() Commit Al Changes (®) Commit Changes Made By (3) admin, ad1-admin, secadmin

Click to filter by
administrator

Location Type | Indude in Commit
device-and-network Click to filter by

. Preview Changes =3 Change Summary ™, Validate Commit M Group By Location Type

Note: By default, this shows all the changes by selected admins in login admin’s accessible domain. Admins may choose some of them to

a Ty g 7o —
[Enter a summary of the configuration changes you are mmmit‘l:iul
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Выступающий
Заметки для презентации
It’s possible that you have multiple administrators, who make simultaneous changes to the configuration. However, when you are ready to deploy, you don’t want other admin’s changes to get deployed to the firewall. We understand that and handle that. 

When you are ready to deploy the changes, we show you what other changes are available for commit. We show you who is making them, what is the scope of the changes, and even look at what those changes are. Once you do that you can decide and select, whether you want to deploy those changes in the commit you are about to make. 

Considering that it would take a lot of effort to retract the incomplete changes, this is pretty neat feature. It allows you to commit what’s required, not what’s available.


PasznnuHblie pexxumbl pabotbl n popm-PpakrTopsl

Panorama Tonbko ynpassieHne Log Collector
Ynpasnsaetr NGFW n Ynpaensetr NGFW C6op noros,
cobupaert noruy, KOppenauusa aHHbIX,
KOoppenanpyeT faHHble, BU3yanumsauus
BU3yanusmpyet

[octynHo B popm-dakTopax annapaTHbIX N BUPTyalbHbIX KOMMJ/IEKCOB
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Выступающий
Заметки для презентации
Panorama can be deployed in three deployment modes to address different of use cases. In Panorama mode, it provides both configuration and logging functionality for all the managed devices. On the contrary, in the remaining two modes, it performs either of the function for the managed devices.  




Prisma Cloud Compute Edition

3alMTa KOHTEMHEPOB, XOCTOB, 6eccepBepHbIX BbIUNC/IEHNN

4% paloalto



Prisma Cloud
3awmaeTt 60bWNHCTBO 06AaUHbIX paboumnx Harpy30K NPUAOXKEHUN

710% 1800+ TM+

cnucka Fortune 100 3aKa3uMKoB AOBepAIoT paboumnx Harpy3sok
ucnonb3ytoT Prisma Cloud Prisma Cloud 3alULL,EeHo
1.8wnpa+  Dmnpa+ ~200TB
pecypcoB noros ayauta obpabartbiBaerca noros o Tpaduke
oTCc/e)XXuBaertcs eXeHeAeNbHO o6pabaTbiBaeTca
eXxeHeAeNbHO
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Выступающий
Заметки для презентации
Bottom line: we are trusted to secure the cloud more than anyone else. We are the standard.



Prisma Cloud
3aKa3umkn No BCEMY MUPY AOBEPAIOT HaM B 3aLLmnTe NX MHPPaCTPyKTyp

N\ o
OUHAHCOBBI P payPai citi L TIAA DISC®VER YYUSAA
rexionon P aws © BROADCOM DLLEMC I=
3APABOOXPAHEHVE @@ aetna’ CENI(EMaEuZn ‘:% OPTUM' MCKESSON

MEAWA U PUTEWN ®?SNEP % KCarnival’ Rﬁﬁl
coworss (@Y 54 v

S, Genera Sevices Adminsta don U.S. AIR FORCE
P TE kKoM J Charter  ExonMobil [ MAERSK  verizon’
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Заметки для презентации
Prisma Cloud is trusted by the top brands across many verticals. 


Prisma Cloud

CINCWS

Oracle: keiicbl

0 yem aymaer
[T ECTYS

WHTepHeT Bewei

¥MHbie ropoga

KopnopatrneHas
MOBMNBHOCTL

NetApp: HoBOe B

o

EezonacHoOCTL

Umndpoean
TpaHchopmaLuma

WT B roccekTope
WT B GaHkax

WT B Toprosne
Tenekom
WHTEpHET

WT-6mn3Hec

HOBOCTH

AHANMUTHUKA

KOH®EPEHLIMK MAPKET TEXHWUKA HAYHKA TB

Poc6aHK NoBbICUA 3aNTY UHPPACTPYKTYPbI
npuio>eHuia c nomouybio Prisma Cloud

WT B GaHkax

13.02.2020, Y1, 11:36, Mcx , Texk

BNEPBLIE B POCCHHK

UT-MapKeTnnenc

Market.CNews

laaS

ThICAYM KOHDMUrypaUuWia

o6nauHoi
HHPACTRYKTYPEI

1

: Bnagnmump Baxyp

PocbaHk coBMecTHO ¢ «MH$OCUCTEMBI AXeT» peanu3oBan Nepebli B
Poccuum npoekT no BHeagpeHwo nnatdopmel Prisma Cloud ans 3auyntel
MHGPaCTPYKTYpPbI NpuaoxeHunii. C oMol Hee KpeanTHas
opraHusaums yxe obecneuynBaeT 6e30MNacHOCTL ABYX NPUAOXKEHWIA
AVCTaHUMOHHOMO BaHKOBCKOro 06CNyKUBaHUA U NNaHupyeT
MacliTabupoBaTs peLleHe Ha HOBbIe pa3paboTku.

ABTOMaTM3auuA dyHKLMIA BezonacHocTu no3sonseT PocbaHky
NOBLICTL KA4eCTBO CEPBMCOB C MUHUMANEHBIM BANAHWEM Ha
CKOPOCTL WX BbiNycka — time-to-market. [lna cokpallyeHus 3Toro
napameTpa B KpegUTHO opraHu3aumm NpUMeHaeTcs WKpokui Habop
CPeACTB, KOTOpPbIE B COBOKYMHOCTW NO3BOASAIOT YCKOPUTE NPOLECC
pa3paboTkm 1 gocTaBky MO kKoHeYHbIM Nonb3oBaTenaM. Hanpumep,
NPOrpaMMWUCTLI aKTUBHO B3aUMOAENCTBYIOT CO cneymanmcTamm no UT-
MHGPaCTPYKTYpe W 3KCMyaTaumm pelleHuid. Mpu 3ToM pasHole

KOMaHAbl NPYMEHSIOT eANHbIe NOAXOAbI K CO3AaHWI0 NPWAOXKEHWUI N OANHAKOBbIE CpeACTBa
aBToMaTW3auMK paspaboTku 1 TecTMpoBaHWsa Koga. Ele ogHOM cocTaBnAoWERN yckopeHus time-
to-market B PocbaHke CTan No3TanHbIA NEPexos ¢ MOHOMUTHOW apXUTEKTYPbI NPUNOXEHWIA Ha
MUKPOCEPBUCHYIO: AN 3TOM0 KPeAUTHaA opraHn3aums MCnonb3yeT KOHTeHepHbIe cpeibl Ha
6a3e nnaTthopmbl ynpaBneHus KoHTelHepamu OpenShift.

etworks, Inc. All rights reserved.

MPOEKT MECALLA

Mbi EXErOHO YBENUYUBIEM
3aTpaTel Ha HT B 1,5-2 paza

Aprem Hatpycos
BHUE-npesugent no UT
HOMMAHHK «EBpazs

TEXHONOTUA MECALA
Moqemy poceuiAckie
KOMMEHKA NEPEXOAAT Ha
HoBYylo Exadata X8M
Anekceid Kypouka

‘op Oracle 5 ms B
Poconi CBE T

rmail.ru
cloud
solutions

Mbkue n
ynpasnsieMbie
cepBuchbl B obnake

Mnatdopma ana BusHec-npwun
o1 Mail.ru Cloud Solutions
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HoBble TeXHON0rMm — HoBble BEKTOPbI aTakK

e B wutoHe 2018 ropa 17 KOHTENHEPOB C BPeAOHOCHbIM KOAOM Oblav yaaneHbl
c noptasa Docker Hub, HO g0 3TOro, B TeUeHMEe HECKONbKUX MECALLEB, UX
ycnenaw 3arpy3mtb 60s1ee MUAInOHa pas

e B ceHTabpe 2018 roga Ha GitHub 6bin onybankoBaH nprmep ataku Ha
yCTaHOBOUYHble NakeTbl Python,B xoae kotopon ¢pann setup.py
MoanbumumpoBasca Ana 3anycka BPeAOHOCHOrO Koja npu yCTaHOBKE
nakeTa. lMockosbky, Kak NpPaBmIo, 3TOT Gpana NCNONb3YETCA TONbKO NS
A06aBAEHNA MOAYNA €ro COAEPXKMMOE MaJjlo KTO NpoBepseT

o CVE-2019-5736 ot ¢peBpana 2019 roga. ¥Ya3BMMOCTb MoO3BOASAET
BPeAOHOCHOMY KOHTeNHepY (C MMHUMaJbHbIM B3aUMOAENCTBUEM C
Nonb30BaTesieM) nepenmcaTb XOCTOBbIN BMHAPHMK runc n Taknm obpasom
NONYUYUTb BO3MOXHOCTb UCMOJIHEHMSA KOAa C NpaBaMm root Ha xocTe
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Заметки для презентации
https://www.bleepingcomputer.com/news/security/17-backdoored-docker-images-removed-from-docker-hub/
https://github.com/mschwager/0wned
https://www.bleepingcomputer.com/news/security/python-package-installation-can-trigger-malicious-code/




https://www.bleepingcomputer.com/news/security/17-backdoored-docker-images-removed-from-docker-hub/
https://github.com/mschwager/0wned
https://www.bleepingcomputer.com/news/security/python-package-installation-can-trigger-malicious-code/
https://habr.com/ru/company/flant/blog/439964/

Ewte npumepsbl yrpo3 Ub npu ncnosib3oBaHMM KOHTEUHEPOB

Dockir Hub C2 Servers

- 79999

e Graboid. Oktabpb 2019. Unit 42 3asaBun 06
O6HapY>XeHUN YepPBA ANA KPUNTOAXKEKNHIA B
gy ey 4.y obpasax koHTenHepax Docker Hub, koTopbin
"""" E e 4 . yCres pacrnpocTpaHnTbcs Ha 6osiee, uem 2000
| xoctoB Docker

&&&&&

o CVE-2020-1983, CVE-2020-8608 n CVE-2020-7039. Slirp & Rootless Containers.

M a VI 20 20 Severity Package CVE Fix Status Risk Factors Description

@ hisgh slirp4netns CVE-2020-1983 open e Impacted versions: *
Discovered: Less than an hour
ago
Published: 28 days ago

o WioHb 2020. B Docker Hub 6bian HangeHbl WecTb BpeaoHOCHbIX 06pa3os.,
COAEeP>KaBLUNX CKPbITble ManHepbl KpUNToBaatoTbl Monero

o [ekabpb 2020. CVE-2020-8554. 3atparnBaet Bce kniactepbl Multitenant
Kubernetes. ApxutektypHaa npobaema k8s npu kotopoun aTakyroLnm
nepexsaTbiBaeT Tpapuk yyxmx nogos (MITM).
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Заметки для презентации



https://unit42.paloaltonetworks.com/graboid-first-ever-cryptojacking-worm-found-in-images-on-docker-hub/
https://unit42.paloaltonetworks.com/rootless-containers-the-next-trend-in-container-security/
https://xakep.ru/2020/06/26/docker-hub-miner/
https://github.com/kubernetes/kubernetes/issues/97076

CueHapum BO3aeNCTBUA Yrpo3 B cpeae UCNOJIHEHUA KOHTEeNHepoB

e 3arpyska 13 OTKPbITOrO peno3nTopusa 1 3anyck BPeJOHOCHOrO KOHTenHepa
o Cbopka KOHTeNHepa, coaep>kaLlero yasBuMMoCTu
e 3anyck KOHTeNHepoB ¢ Hebe3zonacHOW KOH$Urypaumemn

e B3nom KOHTeVIHepOB B XO4€ UCNOJIHEHUNA N MHXXEKTNPOBaAHWE BHYTPb
BPeJjOHOCHOro Koja

e 3arpyska 13 peno3Mtopusa Uan B3JIOM M 3aMnyCK KOHTEMHepPa NMoA KOHTPOJIEM
aTakyroLero

e B3/10M KOHTEMHepa ¢ NoCNeAyOLWMM 3apaXKeHEeM APYTrMX KOHTEMHEPOB cepBuMca
e [lonyyeHne HeaBTOPM30OBAHHOIO AOCTYMNa K CEPBUCY U3BHE

e DJKCMAyaTaumsa yasBmmocTen Beb-cepBuca Ha 6ase KOHTEMHEpPOB
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Uro aenaert Prisma Cloud - 3awura

Image Details
Image morello/httpd:latest
[ J I_I p O B e p Ka XO CTO B, O 6 p a 3 O B, D sha256:29137192dfdcc2699e0047612481dec554fb3a1f896f5c5d26¢f7d461c61be49
v OS distribution Debian GNU/Linux 8 (jessie)
KO H Te M H e p O B, 6 e C C e p B e p H b I X Digest sha256:32290aa3346544e8fb2ed8919ade79f23c09e8d1c56bfa374a623a61836f2332
o Running in 1 container
OYHKLUUN
Vulnerabilities Compliance Layers Process Info Package Info Hosts Labels

o [lpnoputesaunsa yassmmoctemn
B 3aBMCMMOCTW OT Balleun

i 21Layers, Image Size: 0B

Details Size Vulnerabilities
M H a CT KT b I ENV OPENSSL_VERSION=1.0.2k-... 0B 0
Jan 31, 2017 11:40:39 AM )
RUN { echo 'deb http://deb.debia... 161.0B 0
Jan 31, 2017 11:40:40 AM _—-----
e 3anpert 3anycka ya3BMMoro T
Jan 31, 2017 11:40:58 AM ) )
7
codTa B Bawen cpeae v verSOV2425 g :
Jan 31, 2017 11:40:58 AM )
ENV HTTPD_SHA1=bd6d138c31c... 0B 0
Jan 31, 2017 11:40:59 AM )
e 3anperT 3anycka HeJOBEepPEeHHbIX v s . o
Jan 31, 2017 11:40:59 AM _--
obpa3zos T ra— o
Jan 31, 2017 11:41:00 AM . ]
RUN set -x && buildDeps=" bzip2... 14
Jan 31,2017 11:42:13 AM 9.0:MB L]

° KOHTpOJ’Ib NCIMOJIHEHNA KOMaH/]
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Заметки для презентации
Runtime Security and Container Runtime Model
Modern threats require layered runtime protection. When a new CVE is announced that affects a container image in your runtime environment, you need automated runtime protection that secures your entire environment. Prisma Cloud Compute is able to automatically learn and build a 4-dimension Contain Model about your environment: network, file system, processes, and system calls.
Contain Models are the results of the autonomous learning that Prisma Cloud Compute performs every time it sees a new image in an environment. A model is the allow list for what a given image should be doing, across all runtime sensors. Models are automatically created and maintained by Prisma Cloud Compute and provide an easy way for administrators to view and understand what Prisma Cloud Compute has learned about their images. Critically, models are built from both static analysis (such as building a hashed process map based on parsing an init script in a Dockerfile ENTRYPOINT) and dynamic behavioral analysis (such as observing actual process activity during early runtime of the container).



ABTOMaTM3auuna AnA 3aWmThbl

s
Monitor / Runtime

o ABTOMaTMUeckoOe onpeaenieHue
HOPManbHOro NOBeAEHUA AN
KaXKA0ro KOHTenHepa

Incident Explorer Container Models Container Audits Host Models Host Audits Serverless Audi

@ Active B Archived

Search incidents

Category T Type T Host $ ¥ Impacted

[ ] A H an I/I 3 ¢ a M j-l O B KO H q) M ryp a LII M IZ ’ Weak settings (M Container demo-keith-lab-twistlock-com infoslack/dvwa:latest

Weak settings [ Container demo-keith-lab-twistlock-com infoslack/dvwa:latest

O 6 p a 3 O B, rl O B eAe H M ﬂ M Hijacked process (D Container -kei -twi: neilcar/struts2_demo:latest
KO p peﬂ ﬂ I I M ﬂ Port scanning [ c i d keith-lab-twi -com neilcar/struts2_demo:latest

n 2 Next » Last
Pg1of2

e A BTO M aT M Ll ec Koe O 6 H a py>Ke H M e M < This incident category indicates that an allowed
6,10k poBaHNE MHUNAEHTA Ha bazse @ s | e T s

+ be asign that a process has been used to compromise
process + acontainer

MOCTPOEHHOU MOJeNu
B3aMMOAeMCTBMH Vl nOBeAeHMﬂ Total 2 audit items in incident

Nov 21, 2018 10:13:18 AM PROCESSES

Details /bin/bash launched from /usr/lib/jvt
*— amd64/jre/bin/java but is not founc
MD5:33135f5a1fb45f5dff915ec1193
/bin/bash -c /usr/bin/git clone

https://github.com/huntergregal/mi

o C6op BaxxHOW MHPopMaumn ansa
pa3zbopa MHUNAEHTOB Ha KaXA0M e
XOCTe N KOHTenHepe R R —
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PaccneaoBaHue MHUNAEHTOB

Moapo6HbIN Nor COBLITUI NO KaXKAOMY UHLNAEHTY

Host forensic data

Forensic

package

t The 500 entries within the time proximity of the source event are displayed below

Host gke-prisma-cloud-demo-2-default-pool-e 7eb62e3-wtxw

Total duration:
2d23h12m01s

(S
[+ |l Process spawned

[~ BRuntime audit

Oct 18, 2020
12:58:36:863 AM

@ Oct 18, 2020

12:58:35:606 AM

Oct 18, 2020
12:58:35:191 AM

Oct 18, 2020
12:58:35:151 AM

Oct 18, 2020
12:53:13:544 AM

15/10/20
0B:16:11.559

IRunhmc audit

Runtime audit

IRurmmc audit

IRunhmc audit

IRunhmc audit

20-08:11.839

15/10/20 16/10/20

/ 16/10/;
08:00:12.120 19:52:12.401

suspicious raw network activity, this might indicate an
ARP spoofing attempt.

Pracess /home/kubernetes/bin/bridge performed
suspicious raw network activity, this might indicate
an ARP spoofing attempt.

Process /home/kubernetes/bin/bridge performed
suspicious raw network activity, this might indicate an
ARP spoofing attempt.

Process /home/kubernetes/bin/bridge performed
suspicious raw network activity, this might indicate an
ARP spoofing attempt.

Process /home/kubernetes/bin/kubelet performed
suspicious raw network activity, this might indicate a
port scanning attempt.

17/10/20
07:44:12 682

Use the export button to get the full forensic data set

12/10/20 18/10/20 1
19:36:12 963 07:28:1324 A
A
-
v
v
zoom

x14

Event details

|.

Type
App
Aftack
Effect

Message

Timestamp

User

Runtime audit

kubelet
suspiciousNetworkActivity

alert

Process
/home/kubernetes/bin/bridge
performed suspicious raw network
activity, this might indicate an ARP
spoofing attempt.

Oct 18, 2020 12:58:35:606 AM

root

Close

© 2020 Palo Alto Networks, Inc. All rights reserved.

4 paloalto

NETWORKS.




NMpo6bnembl B cpeaax UCNO/IHEHUA KOHTEMHEPOB

e 3anyck KOHTeNHepoB ¢ Hebe3zonacHOW KOHUrypaumemn

e bosbloe konmMyecTBo CyWHOCTEN — KOHTEMHEPOB — TPYAHO 3a BCEM YC/1eAUTb
e [loCTOAHHO M3MeHAoLWanAca cpesa

e Heckonbko pa3zHbix cpes UCNONHEHUSA: YaCTHble N NybanuHble obnaka

e Heobxoanmbl ctapToBble He30nacHble KOHPUrypaumm n ayyiime npakTmky,
NPUMEHeHNe A0KHO BbITb aBTOMaTUUYECKMM
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Urto aenaet Prisma Cloud — Compliance Check

Monitor / Compliance

cCLOUD D@

Compliance Explorer v

e [lpoBepka Ha cOOTBeTCTBME
HIPAA, FISMA, PCI, GDPR i :

@ Defend v
. Fire R : X 5
Y o B e Ka H a B e St P r-a Ct I c e Overall compliance of Overall compliance of Overall compliance of
[ |p P 52. i .
1 o containers hosts Images
Compliance ansa KOHTenHepoB [
Comp
A¢
Monitor ¥
e 400+ npoBepoK 13 KOPOOKM : 1 : : ! :
Compliance
e Co3aaHne cobCcTBEHHbIX
Lo Manage » D5 T Category o T Type o T Severity & Description & T Non Compliant Compliance Rate &
I-I p O B e p O K 521 Docker container @ critical Do not disable default seccomp profile K8S_gogs-app_gogs-app-0_infra_7¢2813cb-. — £ 6%
520 Docker contalner @ critical Do not share the host's UTS namespace Kk8s_weave_weave-net-k6vsr_kube-system_.. ™ 828%
59 Docker container @ critical Do not share the host's network namespace KBs_weave_weave-net-k6vsr_kube-system_.. = 828%
.
. I I p M M e p . cTa pT I m a g e C 54 Docker container @ critical Do not use privileged containers k8s_weave_weave-net-k6vsr_kube-system_... > 897%
N 598 Docker container @ critical Container app is running with weak settings KBs_registry_registry-5cbbE8A69-zpBxT_inf... » o14%
I-I a p O J'I e M I-I O y M O J'I L‘I a H M I_O 515 Docker container @ critical Do not share the host's process namespace k8s_weave_weave-net-k6vsr_kube-system_... € » 93.1%
li - = .
55 Docker container @ciical  orotTouLsensitve host symem drectorleson kes_weave_weave-netk6vsr_kube-system_.. @ > 96.6%
3anycK KakK root m —
y A p . 531 Docker container @ critical Do not mount the Docker socket inside any containers  k8s_jenkins_jenkins-65f4fb5859-ten79_infr... > 98.3%
56 Docker container @ critical Do not run ssh within containers KBS_g0gs-app_gogs-app-0_infra_7¢2813¢cb-... ) 983%
528 Docker container @ high Use PIDs cgroup limit K85_gogs-app_gogs-app-0_infra_7¢2813cb-.. — 5.2%
525 Docker container @ high Restrict container from acquiring additional privileges k8s_gogs-app_gogs-app-0_infra_7c2813cb-... T S 6%
510 Docker container ®high Limit memory usage for container K85_gogs-app_gogs-app-0_infra_7c2813c! — 5%
a1 Dacker imaae @ hioh Imaae chould he created with a non-root user k&< acrio/pause:31 anas/aons:0M 86 istiol... T 20%

https://blog.paloaltonetworks.com/2020/08/cloud-cis-controls/
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https://blog.paloaltonetworks.com/2020/08/cloud-cis-controls/

Urto aenaet Prisma Cloud - Busyanusauus

o Bwusyanmsauusa scex
KOMMOHEHTOB

o ABTOMaTMuUeckoe NocTpoeHue
KapTbl BCEX B3aUMOAENCTBUM

o BcTpoeHHbin Firewall L3-L7

o ABTOMaTMUecKoe
obHapy>eHne ceTeBbIX
B3aMMOAENCTBUN U
MUKpPOCEerMmeHTaums
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ABa n3paHus

OYHKL AN PRISMA CLOUD ENTERPRISE EDITION PRISMA CLOUD COMPUTE EDITION
Nurepdenc Cepsuc B obnake Palo Alto Networks (SaaS) Pa3BepTbiBaHWA B Bawen nHppactpyktype 6yab
ynpaB/ieHus OHa /iokanbHasa nan obnauvHasa(self-hosted).
Moaynn Cloud Security Posture Management (CSPM), Cloud Workload Protection Platform (CWPP)

Cloud Workload Protection Platform (CWPP),
Data Security (DLP), Cloud Network Security
(CNS) n Cloud Infrastructure Entitlement
Management (CIEM)

AreHTbl Bbl pa3BepTbiBaeTe u yrnipasasete Bbl pa3BepTbiBaeTe n yrnipasasete
AamuHuctpatmBHbiM  Single sign-on B Prisma Cloud Single sign-on B Prisma Cloud Compute Edition.
Aoctyn Compute Console npegoctaBnset gon.Buabl Ana

Active Directory n nnterpauymm ¢ SAML

Multi-tenancy Moanep>xxvBaetca B pamkax Palo Alto MNopaep>xmBaetca. PyHKUUA Ha3bIBaeTCA -
Networks Hub Projects. Projects noaaep>kvmBatoTca TO/IbKO B
Compute Edition. BeikntoueHbl B Enterprise
Edition

https://www.paloaltonetworks.com/resources/quides/prisma-cloud-pricing-and-editions
https://docs.paloaltonetworks.com/prisma/prisma-cloud/20-09/prisma-cloud-compute-edition-admin/welcome/pcee vs pcce.html
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CN-cepus

nepsbin noaHoueHHbI NGFW gna Kubernetes
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|'|p06neMb| npu sawure Tpacl)MKa KOHTeI‘/'IHepOB
e [nHamnuHag cpega, KOHTEMHEpPbl MOCTOAHHO 3aNYyCKarTCA U YHUUTOXKAKOTCA.
[NMonaraTtbca Ha IP-appeca Henb3a — OHM JUHaMUUHbIE N XXUBYT KOPOTKOE BpeMs
o Tpaduk mexxay KOHTeMHepamMu XOAUT BHYTPWU NoAa N CHaPY>XWu He BUAeH

o Tpadwuk, BbIXOAAWMN 3a Npesebl MOAa UMEET ajpec Knactepa U He MOHATHO KTO
ero creHepupoBa

e Heobxoanma nHTerpaunsa ¢ Kubernetes, utobbl NOHMMaTL Kakon Tpaduk
MeXAY KakKUMU KOHTeMHepaMn XoauT

e Heobxognma nHTerpauma ¢ Kubernetes, utobbl nHcnekTpoBaTh Tpabumk Mexay
KOHTEMHEepaMu BHYTpU nojaa, obHapy>umBaTb 1 610KMpPOBaTh Yrpo3bl
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KoHTenHepbl nonyuatoT Bce 6onbliee pacnpoctpaHeHne B IT

i1

K 2023 roay 6onee 70% opraHusauunm byayr
NCNo/1Ib30BaTb B NPOAYKTUBHOMN cpeae Tpy n 6onee
NPUAOIKEHNN, paboTarowmn B KOHTeMHepax

ry

Gartner, 2019



Выступающий
Заметки для презентации
Cloud native adoption is on the rise. If our customers haven’t already started thinking about the impact of containers on their network security posture, now’s a good time to start. Gartner predicts that in the next three years, the vast majority of organizations will be running multiple containerized applications in production. 





MNMpeacraBnaem koHTenHepHbIn NGFW CN-cepun

. »
) (el
NGFW ans cpe;ll Kubernetes

Bo3mMoxHOCTV cepBUCOB | 3awmTa ceTu Ha ypoBHe L7 n | NHterpauwnsa ¢

6e3onacHocTtu Palo Alto npesoTBpaLleHne yrpo3s Kubernetes
Networks B popma-dakt
KOHTenHepa
L
%
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Выступающий
Заметки для презентации
https://unit42.paloaltonetworks.com/graboid-first-ever-cryptojacking-worm-found-in-images-on-docker-hub/
October 16, 2019, Graboid: First-Ever Cryptojacking Worm Found in Images on Docker Hub

https://unit42.paloaltonetworks.com/rootless-containers-the-next-trend-in-container-security/�May 26, 2020, Rootless Containers: The Next Trend in Container Security

https://xakep.ru/2020/06/26/docker-hub-miner/
Docker Hub, официальном репозитории контейнеров Docker, были найдены шесть вредоносных образов, содержавших скрытые  майнеры криптовалюты Monero.


Cloud native adoption is on the rise. If our customers haven’t already started thinking about the impact of containers on their network security posture, now’s a good time to start. Gartner predicts that in the next three years, the vast majority of organizations will be running multiple containerized applications in production. 

And that’s why we’ve created the CN-Series container firewall. 

CN-Series firewalls deliver all of the capabilities of our PA-Series and VM-Series firewalls, in a container form factor. You can deploy our cloud-delivered security services on top of the CN-Series firewalls, as well, just like our other firewall form factors. This gives you the ability to deploy layer 7 network security and threat protection in your Kubernetes clusters for advanced protection and compliance.

CN-Series has been deeply integrated with Kubernetes for complete visibility and context, and to ensure that the firewall is automatable and scalable to accommodate DevOps workflows.



Knaccnueckue popm-pakropbl M He nosyuatoT NOIHOU KapTUHBI

3aka3 [NnaTexu

NODE NODE NODE

Knacrtep
KOHTEVMHEepPOB
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Выступающий
Заметки для презентации
CNI calico, tigera
https://github.com/PaloAltoNetworks/Kubernetes
OpenShift has multus CNI acting as a "meta-plugin", that calls other CNI plugins. To make PAN-CNI plugin work with multus, these 2 extra steps are needed for the application pods


This slide has animations critical for comprehension.

At this point you may be asking yourself, “but what about virtual firewalls? Can’t they by deployed at the edge of the container environment for visibility and control?”

You’d be right, virtual firewalls, or even hardware firewalls could technically be deployed at the edge of container environments. But the fact that they’re deployed outside the environment means that their visibility and control is limited in some crucial ways.

The biggest gap is that a firewall outside a cluster cannot determine the specific source of traffic in the container environment. To understand this, we need to understand a little bit about how Kubernetes and containers work.

In the container cluster on this slide, you can see that there are two applications deployed, Ordering and Payments. The little hexagons represent “pods”. You can think of Pods as components of an application. The red pods are all components of the Payments app, the green pods are part of the ordering app. 

A Node is a worker machine, a VM or a physical machine which contains services to run the pods. 

Now, due to the way Kubernetes works, it is entirely possible for pods from different applications to leverage the same node to run. 

And now we get to the visibility problem for a firewall located outside of the cluster. Each pod’s IP address is natted to the Node IP Address. A firewall outside of the cluster can only see the node IP address, not the individual pod’s IP address. 

[ClICK TO ANIMATE SLIDE] 

This means that it’s impossible for the firewall to resolve whether the traffic originated from the Payments app or the Ordering app. The more applications deployed in the cluster, the more complicated this gets.

I’ll give you a real life example of one of our customers that experienced this challenge. A large digital entertainment company started their foray into cloud native applications by building a single app in their cluster. Over time, they built additional applications in that same cluster, creating a shared cluster. Finally, they needed to allow one of the apps in the cluster to access a shared database on a physical server that contained PCI data. Of course, they didn’t want to give any of the other apps in the cluster access to the PCI database, but they had no way to write an application-level policy given the visibility and enforcement limitations we just outlined. Instead, they could only enforce policies at the cluster level.

This meant that customer’s network security team had two options. They could either create a whole new cluster, move the entire app to the new cluster and provision access to the database from the isolated new cluster. OR they could overprovision access between the existing cluster and the database, introducing much more risk and violating the principles of zero trust.

It should be mentioned that this visibility challenge isn’t the only limitation of other firewall form factors. A firewall located outside the cluster also lacks critical context about the container environment itself. For instance, the firewall has no concept of namespaces, which are a logical construct that help delineate between applications in Kubernetes environments. The namespaces are represented in this diagram by the red and green labels. In an ideal world, a network security engineer could write a policy that specifically allows traffic from the Payments application namespace to the database and back. The namespace is the key boundary where most organizations want to enforce layer 7 network security and advanced threat protection, so it’s critical for a firewall to be able to pull this context from the environment. 
 


Busyanunsauma ceteBbiX akTUBOB U 3aliuTa oT yrpo3 B cpege Kubernetes

Moapo6Hble gaHHbIe O LleHTpanusoBaHHoOe ABTOMaTM3auuna u
cywHocTtax K8's ansa ynpasieHue MacwtabupoBaHue
KOHTpoO/A Ha 6ase nonantmkamu n NGFW 6naropgapsa uHTerpauumn
KOHTeKCTa n3 Panorama ¢ Kubernetes
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Выступающий
Заметки для презентации
So what exactly do you get with CN-Series?

Specifically, CN-Series provides customers with visibility and control over their Kubernetes traffic. You will gain contextual understanding of Kubernetes constructs, like namespaces and tags, that can then be used to define security policies. 

CN-Series also provides deeper traffic visibility than any other firewall form factor. For instance it can overcome the challenge we were discussing a minute ago to identify the specific pod that traffic originates from. This means that you can write security policies more granularly - a policy can be defined at the application level rather than at the cluster level.

CN-Series firewalls are managed in Panorama, using the new Kubernetes plugin. A consistent management solution to incorporate Kubernetes context into policies that are integrated into their broader network security posture.

As I mentioned before, the deep integration we’ve built between CN-Series and Kubernetes ensures that the firewalls can be deployed and configured seamlessly as part of your DevOps team’s workflow. For those of you using Helm to manage your Kubernetes deployments, we’ve built a Helm chart for CN-Series, as well.




TunoBble cueHapun ncnonbsosaHna CN-cepum

000
0ooo
ooo

- N

3awmtaHal7B
Hanpas/ieHUn
Boctok-3anag,

MHcnekyuna
ncxopsauero Tpadpuka

Peanunsauusa rpaHuy, gosepus URL-dumnbTpayma nposepka
MeXJay namespaces 1 Apyrumm cogep>xunmoro Ha L7
Tnamu paboumx Harpy3ok
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Выступающий
Заметки для презентации
There are three main use cases that customers use CN-Series container firewalls to solve. All three involve the insertion of threat protection and other advanced security services at the trust boundaries of cloud native applications. 

East-West Layer 7 Traffic Protection
First up is the east-west traffic use case. Customers can use CN-Series to insert layer 7 traffic protection and advanced threat protection into their Kubernetes environments in order to secure the allowed connections between two containerized applications of different trust levels. Or to secure the allowed connections between containers and other workload types. This is the Hulu use case that we talked about earlier.

Microsegmentation products, like Aporeto/Prisma Cloud, provide granular protection at Layer 3 and 4 to block traffic between workloads that shouldn’t be able to communicate. The key difference is that CN-Series is able to inspect and control allowed traffic at layer 7, as well as enable our Threat Prevention subscription service to detect and stop threats that may be attempting to move laterally across the environment. 

The two types of solutions can absolutely be used together. 

Outbound Traffic Protection
The second big use case is securing outbound traffic from container environments to the internet or to developer resources hosted in sites like Github. Our URL-фильтрация service provides guardrails for developers and other users to ensure that they aren’t connecting to potentially malicious sites. Our firewall’s ability to inspect traffic content, coupled with our DNS Security service guard against data exfiltration to make sure our customers’ critical information stays in the environment where it belongs.

While some customers may prefer to do this using their perimeter firewalls in their on-prem data centers, customer running Kubernetes environments in the public cloud will require CN-Series to solve this use case. 

Inbound Threat Prevention
Last but not least is the traditional inbound perimeter use case. Network security teams can prevent threats riding on inbound traffic to the container environment with our Threat Prevention and Wildfire malware analysis services. Again, depending on the customer’s environment and overall architecture they may elect to do this with their perimeter firewalls on-prem, but a CN-Series or VM-Series would be required to do this in public cloud environments.

All three of these use cases can be addressed regardless of whether the apps are hosted in an on-prem data center or a public cloud.


OTanuntenbHblie ocobeHHocTn CN-cepum ot Palo Alto Networks

(j ( By [ \z/
e -

LleHTpannsoBaHHoOe DevOps Busyanmsaumsa un Jinpep no yposHIO
ynpaBieHue opKecTpauums NOHMMaHMe KOHTEeKCTa 3aLunThI
Kubernetes
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Выступающий
Заметки для презентации
So, if I had to highlight the key differentiated capabilities of CN-Series this would be the list:

First, is centralized management - as we just mentioned. For any customers already using our other firewall form factors, this is an even bigger value add. Panorama allows our customers to manage and enforce consistent network security for their applications, regardless of the underlying workload types or whether they’re hosted on-prem or in the public cloud.

While the network security teams will spend their time in Panorama, the DevOps teams are the ones who are ultimately on the hook for deploying the CN-Series firewalls, which is why we’ve built such an extensive integration with Kubernetes. By adding a few lines of code to their YAML files, DevOps teams can embed CN-Series deployment and configuration directly into their existing provisioning workflows. This ensures that they can continue to move as fast as possible without compromising on network security.

For DevOps teams using Helm to manage their Kubernetes applications, a community supported CN-Series Helm Chart has been created to simplify firewall deployment and management.

As we’ve discussed, the other key to our Kubernetes integration is the contextual visibility we get. NetSec practitioners can identify the original source of traffic down to the pod-level, gather Kubernetes namespace, label, and other metadata, and use all of this to define application-centric policies. This context can also be shared with all of the other Palo Alto Networks form factors, ensuring consistency in policies across the entire environment.

Finally, CN-Series is equipped with the same best-in-class security capabilities as all Palo Alto Network firewalls. There’s a reason we’ve been the leader in the Gartner Enterprise Firewall MQ for 8 years in a row. 

These capabilities combine to provide unmatched threat protection and control for allowed traffic in a Kubernetes environment.



CORTEX XSOAR
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Выступающий
Заметки для презентации
Cortex is the platform for security operations. Think of Cortex as your one-stop-shop for SecOps, solving all key challenges in a more efficient way with higher security outcomes. 


The platform has two primary elements:
Cortex XDR for detection & response. Cortex XDR was the first-to-market and defining product in the “XDR” market category, which leapfrogs EDR with its narrow focus on just the endpoint.

XSOAR for security orchestration, automation, and response. Customers love XSOAR, with 450+ multi-vendor integrations that help solve any security use-case.

You’ll learn much more about what each of these pillars of Cortex delivers throughout the rest of this presentation.


NMpo6aembl oTaenoB 6e3onacHOCTH

@

BpemeHu He xBaTaeT OrpaHuYeHHbIV
KOHTEKCT
Cavwkom MHoro cobbitnn Nb MHOro pyTuHbI Mano nHdopmaummn no
(Hanpumep, NpoBepuUTb WHUMAEHTaM, MHOIO BPEMEHM
Bce hash Ha VT n ap.) Ha paccnegoBaHue
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Выступающий
Заметки для презентации
We spent time listening to security leaders (CSO, VPs, Directors and analysts), to understand their challenges and help guide what we could build to help them.
The first theme was simple: alert fatigue. The Cortex XSOAR 2018 State of SOAR report found the average organization sees 174k alerts per week, which is completely impossible for SecOps to effectively deal with. Alerts get missed and threats get through legacy tools. And the problem gets worse when you don’t have the right “noise-reduction” from best-in-class prevention.
When you have too many alerts, too many tools, it requires far too much manual action. And manual actions take time. A conservative estimate puts the average number of security point products at 30+ for each organization, which cripples their ability to detect and respond quickly. More time is spent integrating tools, pivoting across them, or simply “copy/pasting” to conduct investigations or response efforts.
And one of the outcomes too many disjointed point products is the lack of context for investigations. Security analysts need to manually integrate multiple data sources and tools to get the total picture of the attack needed for accurate investigations. And when you don’t have the right data, investigations take too long, and threats progress.



Yto Takoe SOAR?

Security Orchestration, Automation, and Response

o ! [

Orchestration Automation Response
Playbooks, runbooks, workflows [oTOBbIE CKPUMTHI @aBTOMAaTU3aLUN Case management
Jlornueckun BbICTpOeHHas Lenoyka WNHTerpaumsa c gpyrumm npoayKTamm AHanNTUKa U OT4ETL!
AencTBumn KommyHukaTop n coBmecTHas pabota
3anyck cKpynToB W NoJsly4eHne
KoHTponb 3a Bcemu pe3y/bTaToB

HEeCOBMeCTUMbIMW NPOAYKTaMn U3
OAHOW TOUKU
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Заметки для презентации
Let’s define SOAR, or Security Orchestration, Automation, and Response.

The first component of SOAR is Orchestration, which involves controlling and activating the security product stack from a central location. SOAR products do this through playbooks, which are task-based workflows that coordinate across people, process, and technology.

The second component of SOAR is Automation, which is a logical subset of orchestration. Within SOAR, automation involves finding repeatable tasks and executing them at machine speed. SOAR products have automation scripts and extensible product integrations to accomplish this.

The final component, Response, involves maintaining incident oversight as it goes through the lifecycle. Within SOAR products, this includes case management, collaboration during investigation, and analysis and reporting after incident closure. 




.

PearnpoBatb n aBTomatusmposatb ¢ Cortex XSOAR

DEMISTO

ABTOMaTM3auuma YnpaBneHne HUMAEHTaMU CoBmecTHasa paborta u
pearnpoeaHus Bce MHLMAEHTbI B KOMMaHWK obyueHune
Mnenbykn Ha ocHoBe 350+ ynpaBAstoTCca n3 ogHon koHconn CoBmecTHas paboTa n noackasku
NHTEerpaunm ¢ 4pyrmmu KOHTEKCTHble

BEHAOPaAMU
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Заметки для презентации
Demisto combats security challenges with three areas of focus – workflow automation, ticketing, and collaboration.

Respond and automate: Demisto makes workflow automation possible through an extensible integration network with 100s of security and non-security products. These integrations are powered by 1000s of actions that can be remotely executed within Demisto, either as automated playbook tasks or in real-time. For example, you can automate looking up a URL’s reputation, quarantining an endpoint, detonating a file in a sandbox, and sending an email. All these tasks can be coordinated using a drag-and-drop visual playbook editor that allows for playbook reuse, nesting, and a combination of automated and manual tasks. Demisto’s workflow automation helps you respond to incidents with speed and scale.

Manage incidents: Demisto’s second focus area is case management and ticketing. Demisto can ingest alert data across a range of sources, including SIEMs, network security tools, email inboxes, vulnerability management, and cloud security solutions. These alerts can be intuitively searched and queried according to various parameters, helping you slice and dice the data at your disposal. You can assign custom SLAs and link them to playbook execution, resulting in an accurate measurement of your key performance indicators. Demisto’s case management helps you standardize processes across products, teams, and use cases, while also providing the flexibility needed to adapt to emerging threats. 

Collaborate and learn: Demisto’s third focus area is real-time collaboration and investigation. To accomplish this, each Demisto incident has a War Room view, which is a shared workspace where security analysts can chat with one another and conduct joint investigations. The War Room also enables third-party product actions to be executed in real-time through a command-line interface, ensuring that you take advantage of your security product stack with minimal screen-switching and dead time. All actions and commands are automatically documented in the War Room, preventing the need for manual post-incident documentation where important information can fall through the cracks. Demisto’s War Room helps you improve investigation quality by working the way humans are meant to work – together.
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Выступающий
Заметки для презентации
Cortex XSOAR’s second focus area is case management and ticketing. Cortex XSOAR can ingest alert data across a range of sources, including SIEMs, network security tools, email inboxes, vulnerability management, and cloud security solutions. These alerts can be intuitively searched and queried according to various parameters, helping you slice and dice the data at your disposal. You can assign custom SLAs and link them to playbook execution, resulting in an accurate measurement of your key performance indicators. Cortex XSOAR also has a flexible dashboard and reporting suite that’s powered by a widget library. You can create dashboards and reports according to incident types, personnel, indicator data, and any other cross section you desire. Cortex XSOAR’s case management helps you standardize processes across products, teams, and use cases, while also providing the flexibility needed to adapt to emerging threats. 
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Выступающий
Заметки для презентации
Cortex XSOAR combats security challenges with three areas of focus – workflow automation, ticketing, and collaboration. Let’s first take a deeper look at workflow automation.

(Wait for animation to finish)

Cortex XSOARmakes workflow automation possible through an extensible integration network with 100s of security and non-security products. These integrations are powered by 1000s of actions that can be remotely executed within Cortex XSOAR, either as automated playbook tasks or in real-time. For example, you can automate looking up a URL’s reputation, quarantining an endpoint, detonating a file in a sandbox, and sending an email. All these tasks can be coordinated using a drag-and-drop visual playbook editor that allows for playbook reuse, nesting, and a combination of automated and manual tasks. Cortex XSOAR’s workflow automation helps you respond to incidents with speed and scale.
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Выступающий
Заметки для презентации
Cortex XSOAR’s third focus area is real-time collaboration and investigation. To accomplish this, each Cortex XSOAR incident has a War Room view, which is a shared workspace where security analysts can chat with one another and conduct joint investigations. The War Room also enables third-party product actions to be executed in real-time through a command-line interface, ensuring that you take advantage of your security product stack with minimal screen-switching and dead time. All actions and commands are automatically documented in the War Room, preventing the need for manual post-incident documentation where important information can fall through the cracks. Cortex XSOAR’s War Room helps you improve investigation quality by working the way humans are meant to work – together.
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Выступающий
Заметки для презентации
The 4th and latest focus area which will be available with Cortex XSOAR at the end of March, is a new approach to threat intel management which leverages SOAR to act on threat intel at machine speed and scale. Threat intel teams can eliminate manuals tasks with automated playbooks to aggregate, parse, dedup and manage million of daily indicators across dozens of supported sources. Your customers can get instant ROI from their existing threat feed investments because we can help them surface which providers have the most relevant indicators for their environment and reveal critical threats by layering 3rd party intel with internal incidents to prioritize alerts and make smarter response actions. 
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Выступающий
Заметки для презентации
Cortex XSOAR’s use cases are primarily meant for security operations and incident response today, but the generic and vendor-neutral nature of our platform results in a very high use case ceiling. We have begun to see deployments related to cloud security orchestration, threat hunting, vulnerability management, and OT use cases. 

Security operations: Some examples of these use cases are password reset, unusual user travel, SSL certificate checks, IT offboarding/onboarding.
Cloud security: Specifically, Cortex XSOAR can be used to coordinate response across cloud and on-premise infrastructures. For example, Pokemon (one of our customers) used a Cortex XSOAR playbook to block indicators on the Palo Alto Networks firewall (on-prem) and also block them using AWS SQS queues and Lambda on the cloud. 
Vulnerability management: Cortex XSOAR can ingest vulnerabilities from Qualys, other scanners. Playbooks can then automate CVE enrichment, collect custom user comments and diagnoses. Once CVE collection has been automated, you can either trigger manual response or use Tanium etc. to deliver patches.
OT: Playbooks that coordinate response across OT and IT environments. Cortex XSOAR integrates with tools like SCADAfence, ForeScout etc. to accomplish this.
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Выступающий
Заметки для презентации
As a SOAR platform, Cortex XSOAR’s value only extends as far as the breadth and depth of our product integrations. Cortex XSOAR currently has 100s of integrations across all major spheres of security and allied fields. We have a good mix of integrations with detection, enrichment, response, and allied products that allow our users to feed critical alerts into Cortex XSOAR and gain central oversight. Many of these integrations are bidirectional, resulting in two-way flow of data and execution so that all product databases stay up to date.

Our platform is open and extensible, enabling you to create custom integrations using an internal SDK and plug-ins with IDEs such as PyCharm.  
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Выступающий
Заметки для презентации
Here’s a before-after view for responding to phishing alerts with Cortex XSOAR.��Before:�Without a SOAR tool, like Cortex XSOAR, phishing response is a laborious and time-consuming process. Some reasons are:�
The triage is often manual, with security analysts having to go through the mail box or some phishing detection tool to discern what is malicious.
The security teams have to open multiple tool consoles, often in parallel, to enrich the phishing alert. For example, they check indicator reputation through threat intel, collect context from the SIEM, detonate files in malware analysis tools.
After deciding whether the email is malicious, the analysts have to perform manual response actions on multiple tools. These actions (quarantine endpoint, block on firewall, open/close tickets) are high-quantity, repetitive, and don’t require human nuance.  
�After:�After deploying Cortex XSOAR, the entire phishing response process can be coordinated and automated through playbooks. These playbooks codify processes across security products and teams while automating high-quantity actions that usually waste time.�
Cortex XSOAR can ingest phishing alerts from email inboxes through integrations. We can also ingest this from phishing detection tools like Cofense.
Once an alert is ingested, a playbook is triggered and can have any combination of automated or manual actions that users desire.
In this example, the playbook can automate indicator reputation checks from threat intel, context collection from SIEMs, and malware analysis from sandboxes.
The playbooks can have filters and conditions that execute different branches depending on certain values. For example, if the phishing alert is malicious, the playbook can automate ticket creation, setting severity, and sending an email to the analyst to come in and investigate. �
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Выступающий
Заметки для презентации
- Local analysis
- Bare metal analysis
- Low footprint
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Выступающий
Заметки для презентации
We are revolutionizing detection and response by integrating your network, endpoint and cloud data together to create the industry’s best security data asset.
·        How does Cortex XDR work?
·        First, you configure your Palo Alto Networks products to send rich network, endpoint, and cloud data to the Cortex Data Lake. If you don’t already have Cortex XDR endpoint protection (formerly Traps), you would deploy our lightweight, single agents on your endpoints. Cortex XDR Pro per Endpoint includes endpoint protection, making it easy for you to block malware, exploits and fileless attacks while also collecting all the data you need for detection and response.
·        Then you deploy our next-generation firewall between your endpoints and servers—either in-line or in tap mode. If you have virtual, cloud-based firewalls or Prisma Access, you could also configure these to send log data to the Cortex Data Lake.
·        While it can work with one source of data—like your firewall or endpoint data--we would recommend that you deploy multiple sources of data to eliminate blind spots and get the context you need to stop attacks quickly.
·        Our cloud-based deployment provides the scale you need for forensics investigations, analytics, and machine learning. Plus, you don’t need to manage log servers on-premises. You can use your existing prevention products as sensors and enforcement points for detection and response, simplifying operations compared to standalone, siloed tools.
·        Once you’ve activated Cortex XDR, you can accurately detect and quickly investigate and contain threats, and safeguarding your enterprise.
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Выступающий
Заметки для презентации
·        With the right prevention tools, you can stop over 99% of all attacks automatically.
·        However, the most sophisticated attacks and insider abuse require detection and response.
·        Unfortunately, the detection and response tools that most organizations have put in place today generate too many false positives. Analysts are forced to review countless, inaccurate and incomplete alerts.
·        And all too often, analysts are forced to perform an impossible task: hunting for advanced attacks that have eluded other defenses. The best way to find these attacks is to analyze a comprehensive data set, profile expected behavior and look for deviations in behavior indicative of attack. This is not a human job; these types of threats are best detected using behavioral analytics and machine learning.
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Выступающий
Заметки для презентации
With Cortex XDR, we are solving the top threat detection challenges.
If you consider current approaches to detection, analysts must often build their own rules to detect attacks. If they are aggregating data in a log management system, they might need to configure rules to correlate data from multiple sources and detect attacks. Or analysts might need to manually review multiple security alerts across several tools to identify high-priority threats.
For most security teams, it’s nearly impossible to discover advanced threats that span data sources.
Cortex XDR allows organizations to detect stealthy threats. First, customers send their endpoint, network, and cloud data to the Cortex Data Lake. Cortex XDR natively integrates this data together. Then, it analyzes this data with machine learning-based behavioral analytics and with custom rules to generate high-signal alerts. Cortex XDR makes it easy for security analysts to uncover attacks that manual correlation and static rules would miss.
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Выступающий
Заметки для презентации
By simplifying investigations, we don’t just mean providing a process tree and making you figure out the root cause and what happened. We really mean make it dead simple, to the point where even I can figure out what happened and fast.
[1st Click] Lets start with the basics
First, you can investigate any Palo Alto Networks alert with one click. Right now, this is endpoint alerts and Magnifier alerts, but it will soon be extended to firewall alerts and other products as well. So you don’t need to pivot between your SIEM and your EDR for investigations.
[2nd Click] This activity is stored as activity-chains so that we can identify exactly what happened at which process was thetoor cause of the attack.. This is not a process tree that requires an experienced analyst to determine what actually happened. 
Instead the tasks executed by each thread/process are distinguishable so we can determine which thread is responsible for the next and where it came from. This leaves our visualization completely clean of an confusing noise from irrelevant processes.
[3rd Click] Activity-chains are automatically correlated with results from a query (like those we spoke about on the previous slide) and [4th Click] any alerts generated by Palo Alto Network products. 
No need for playbooks, devops, or any third-party tools, its done for you. This saves a tonne of time for security analysts but we’re not done
[5th Click]  We make an effort to analyze the activity chain and automatically reveal the root cause for you [Final Click]. Reputation is also checked as well and we also have forensic artifacts or detail available to initiate response. That detail allows strings together network data from 

Lets take a look at this example.
An alert is generated by a firewall that has blocked an outbound C2 communication from an endpoint. Typically this would be all the data you have in your SIEM, the issue has been stopped and to investigate you would need to go and gather log data, or if you have a few days, start forensic analysis by first attempting to acquire memory and other data from disk.
With these new capabilities, the NGFW alert is mapped directly to the endpoint activity, providing a complete picture of the attack, and immediately revealing/identifying the root cause, or In this instance you can see that causality, that created the outbound connection.
Here we see phishing email sparked the interest of Jack who opened a link to a malicious site, a script was downloaded and run creating an outbound connection to a known C2, which thankfully was blocked. Each process in this chain is known good, but it’s the combination of behaviors that make this malicious and interesting.
Most teams wouldn’t even investigate this alert because it was stopped, so why waste my time? Firstly, this is seconds of work, not hours but now I know something I didn’t know before, a series of behaviors that are for all intensive purposes, a threat I didn’t know of.
This leads us to Respond and Adapt….







Similar threat here for more detail https://researchcenter.paloaltonetworks.com/2017/12/unit42-master-channel-the-boleto-mestre-campaign-targets-brazil/




AutoFocus

[Mnatdpopma Threat Intelligence

% paloalto



NMpo6nembl ¢ gaHHbIMU KUbeppa3BeaKn

CTOpoHHMe & N
MHCTPYMEHTBI .77 72"
A . :

el R , ' MNnaTHble dpuapl

duabl n3 e et
OTKPbITbIX T ' :

MCTOUYHUKOB N @
@ E)\\ : dunabl n3

®dunabl n3 Dark-web
Dark-web

........

BHyTpeHHMe
dnapl

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto’


Выступающий
Заметки для презентации
Слишком много источников�Сложно координировать их все (обрабатывать, объединять данные, убирать дубликаты, выявлять мусорные данные)�Сложно интегрировать в существующие продукты безопасности
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HebOoNbLIOW OXBaT UAU
npeaocrasasaroT loC,
KoTopble bepyT Apyr Yy
Apyra, AaHHble 6e3
KOHTEKCTa

MotepaHHOEe
Bpems

Bawwn aHaantmkm Tpatat
Bpems cobumpas u
obpabaTbiBas
pa3pO3HEHHbIE LEeHHble
[AHHble BPYYHYHO
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Выступающий
Заметки для презентации
limited visibility on a narrow vertical or general-purpose commodity indicators with limited context


AutoFocus nnatr¢popma Threat Intelligence

@\ UNIT fof QJQ

N—

Threat Intelligence NMoaroToBneHHble N MrHoBeHHbIN AOCTYN
BbiCOYaMLLEro Kauecrsa npoBepeHHblIe AaHHbIE

Moapo6Hble saHHbIe 06 10C n [aHHble oborawaroTcs DKOHOMWSA BPEMEHW AN

BPeAOHOCHbIX 06pa3uax, nHpopmaLmen us Hawem aHa/INTUKOB, T.K. ;JaHHbIe

cobpaHHble 13 KpyMHenLen ceTm nabopatopun Unit42, komaHAbl BCTPOEHbI B MPOAYKTbI U

NCTOUHWKOB, BK/IKOUAIOLLMX CETH, nccnesoBaTenen n 3KCNepToB WNHCTPYMEHTbI NCMOJb3YA

OKOHeuUHble y3/bl 1 obnaka npodeccrMoHanos cobcBeHHble duapl 1 API
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Apxutektypa AutoFocus

CobcTBEHHbIE -~
o BeicTprin goctyn @
e WildFire KapThl AaHHBIX
WF Munnnapabl 06pasLios. BcTpoeHHbIn API
[ :J TpuannoHbl aptedakToB Mouck no R
WccnepoBaHns MHOXeCTBY
1 aHanUTHKa KpuTepues
: PAN-DB EDL
{UF: AunHamnueckue
........... Munnmapast URL cnmcku ans NGFW
AHaNUTAYECKMIA BblcOKOTOUHblE
e ;] DNS Security | ABUXOK Adrrbie Co6cTBeHHbIe duap
i DNS i Munanapabl DNS- C)\ C AaHHbIM Moy Bawim
LTS 4 3anpocoB m HY>XAb!
Threat Prevention AUTOFOCUS Cortex XDR
ﬂ'aHHble o x WHTerpaums ns kopobku ans
MUINNOHaxX YyCKOpeHUs paccnefoBaHuin
yA3BMMOCTEN
IP Intelligence O6pabotka B RESTFul Muéfgfm w3
Honeypots 1 Cortex Data Lake API s a;%‘:n%?m éqc,z) .
MHavkaTopbl peakuum
Cortex Data Lake Prisma Cloud
A Wnterpauua n3
] Ceresble, obnauHble u KOpOob6KM ana momcka
XOCTOBbIE flaHHble CobcTBeHHble loC
JAawbopabl

© 06paboTka AaHHbLIX

© 2020 Palo Alto Networks, Inc. All rights reserved.
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One-Stop-Shop Threat Intel

ERD

CTOpOHHuMe
MHCTPYMEHTBI -

NN

duabl n3
OTKPBbITbIX e e

NCTOUHUKOB ...... ﬁ
S

dnabl U3
Dark-web

®Ouabl 13

Dark-web
BHyTpeHHune

dnabl

Mocne

D
CTopoHHue CORTEX
VNHCTPYMEHTbI XSOAR XDR

 AF | AUTOFOCUS

Aanubie Threat Intelligence
BbICOKOI TOYHOCTMN 1 KauecTea

unrfes [os] [we] [ue
WccnegoBanns DNS g ) Threat
yrpos v atak  Security WildFire  PAN-DB  poention
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z AUTOFOCUS

Palo Alto Networks - Demo Devices

e Dashboard  Verdict:Malware =+  FirstSeen: Custom Time Range +  AnySource SavedSearch =

@ DNSSECURITY

Q SEARCH My Organization | MyIndustry | All | Threat Summary Report

W TAGS Industry: High Tech

L ALerTs Sample Verdicts ¢ Download Sessions

€+ INDICATORS

Z' EXPORTS
@ Benign
lo~ REPORTS. ® Mahware
& FEEDS ® Crayware 17 Jan
& APPs
MINEMELD

Top Applications

Show: | 10

& & & & & ¢ s
& & € &

Source Countries show: | Al v |( source | Destination

.. .l e
BonbLuoe konnyecTso 5%-' o @
AaHHbIX C MHOXECTBOM . ) v, ,,'
BapuaHTOB bunbTpaLmm @ ;
@, .

© 2020 Palo Alto Networks, Inc. All rights reserved.

oY)

of

Total Sessions: 3,009,693

250k

12 Jan 12 Jan 14 Jan 15 Jan 16 Jan
H1. Jan 12. Jan 12 Jan 4_Jar 15 Jan
Top Samples show | 10 w| | [E
beegad
z463f5_ [
tesece... N
PEELET
2203
doefcz...
E01701...
0ca73b.
fbdlea..
6478c...
Tk 15k 2k 25k 3k 35k 4k 45k Sk 55k sk 65k 7k 75k 8k 85k 9k 95k 10k 105k
TOD Tags Show: | 20~ | AllTagClasses w | | BB ChooseTag Types | B2
TAG MATCHING # SAMPLES TOTAL # SAMPLES LASTHIT -
[ 132,846 13510024  01/13/202111:14:58pm
| 5 UsesDynamicDNS | 127,899 22,921,871 01/14/2021 10:56:40pm
| % UPXPacked | 127,134 41,943343  01/14/2021 2:03:02pm
| % ResolvesFreeHostingDomain | 103,568 8,592,696 01/13/2021 11:25:24pm
| 4 PEtitePacked | 79529 4,739,650 01/14/2021 12:46:24pm
| % CreateScheduledTask | 21321 14.964.530 01/13/2021 6:07:01pm
[ % RenameOnReboat | 21,232 16,284,004 01/13/2021 5:10:11pm
[ % Processinjection | 18,223 29,163,000 01/14/2021 9:17:35pm
[= Emotet | 17.802 1128034 01/14/2021 7:41:50pm

4 paloalto
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AUTOFOCUS

DNS Security

@& DASHEOARD

@ D

1

Q SEARCH

W TAGS

L. ALERTS

€ INDICATORS

[ EXPORTS

l# REPORTS

% FEEDS

& APPS

MINEMELD

paloalto

DNS Category: C2 (DGA, Tunnelin... *

Period: Last 7 days =

C2 DNS Requests

1,848

DNS Requests Trend

48

Malware DNS Requests

Total DNS Requests

197,368

Total: 1848

10Jan

Malicious Domains

3

Unigque to my organization

13 0

Total Seen by others in my industry

13

Seen in other industries

Top Domains

microsofir._rvices.com
70560023 rvices.com
665c0d0z4e _etprp.tech

socketprp tech

<Scifzfbh...updats com
proxychaker.pro
3525ida?3d...osalar.com
000000c255._ cheker.pro
prosalar.com

© 2020 Palo Alto Networks, Inc. All rights reserved.

11Jan

-
- 1]
e
|
msoffice 365update.com |
e
1
- 1
N
|

12Jan

13Jan

DNS Categories

ZorUp | SortDown | Se=ails Top 100 Resolvers

RESOLVER IP

4221
19216822

14Jan 15 Jan

P\

Borataga aHanutuka
rno DNS

200

100

16Jan

® Allow List ~1.8%

@ Dynamic DNS ~1.1%

@ C2 (DGA, Tunneling, other C2) ~0.9%
@ Newly Registered Domain ~0_1%

@ Parked < 0.1%

® Malware < 0.1%
172v

TOTAL REQUESTS

1,844
5

4 paloalto
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AUTOFOCUS

& DASHBOARD
Search indicator | Sample | Session

@ DNSSECURITY

Q, SEARCH

a w' Public |
W TAGS I:

Sample 9c0cc68...

[MpoaBuHYTLIN Nonck B 6ase
‘WildFire Report File Analysis Network Sessions Coverage Indicators O6beKTOB, IOCOB C Bblﬂ'aqem
WildFire Verdict Malware ##
O L — SHA256 9c0cc68d84685b8e37ddas6af9111ce70c25bc82b24716c7 2adaf272372827¢ nOﬂ'pO6H biX ﬂaHHle (@)
SHA1 d261achBaf79faed3bSecadc69390891225b5¢19 o
Bpe€OOHOCHOUN aKTUBHOCTW,

REEDS MD5  ba4f7b11742d6b07 1fchfcbfbdd95937
aTpmbyuum n T.4.

Verdict: Malware ~ First Seen: Last 7 days ~ Any Source « Tag = 10C = Saved Search Advanced &

[\ ALERTS
£ INDICATORS

(£' EXPORTS

&
& apps ssdeep 12288:COnFDOAkjAOCe3XDYASTZB701ZHQ+LFFYk3M4HhrhNz:COnNéceBSXoPHQQFekVhrH
Imphash 3fbéfb4c1803ae645195672d64eaabd5

OrpomHbIN NnepeveHb

MINEMELD
e 7 KpUTEPUEB Nnoucka
Size 488,260 bytes Created 02/20/2017 3:08:02am  VirusTotal Searchon VirusTotal
Region US,EU Welcome, Evgeny Kutumin [ G R e o]
(=se
WILDFIRE DYNAMIC ANALYSIS P
H Match the following condition: x + -
» Observed Behavior ¢
Tag « | isinthelist 4 [= BadRabbit x| =¥
» Registry Activity
Q Search [ Remote Search 2 =3 » & A — API
» Other API Activity
Samples Sessions Statistics Indicators Domain, URL & IP Address Information
» Process Activity
My Samples = Public Samples | All Samples | Found 24 samples in 7.6 seconds 1% sortby:FirstSeen | BB Columns OF | | &
» File Activity WildFire File
First Seen ¥ Verdict SHA256 File Size (Bytes) Type Tags
» DNS Activity 10/27/20178:39:18pm  Malware  4922ede66cSbbgaid79deds023ded1462ae384628ed37b032120ba3F34a7011F 1,490,475 PE [ BadRabbit | [ ClearEventLog | [% CreateScheduledTask |
[ DeleteFileSystemChangeJournal |
» CDI’mECtIOﬂ Actl\”ty 10/26/2017 4:16:42pm Benign 851e39ccfb7774b4efBb6785763. .. ... ... 705290ffb259cf7bleech707¢18 58,831 PDF ‘ “=: BadRabbit ‘
10/26/2017 11:39:06am Malware  eef915d3d3ifbdeadedd46@adf5821dle3cel86e88cobazeds28Fdo0fIad8a3be 441,911 PE [= BadRabbit | [ ClearEventLog | [ % CreateScheduledTask |
[ DeleteFileSystemChangeJournal |
STAT' C ANALYS' S 10/26/2017 10:10:35am Malware b2816148c5f19d88a4bbabed792b0c71704e902339F078670a522F1F389348b 441,899 PE ‘ “= BadRabbit ‘ ‘ % ClearEventLog ‘ | % CreateScheduledTask |
¥ DeleteFileSystemChangeJournal |
aloalto - : : L DeletefilesystemChangeloura
(LTl » Suspicious File Properties 7

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto)
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AUTOFOCUS

@ DASHBOARD

Custom Feeds
@ DNSSECURITY Palo Alto Networks Daily Threat Feed
Q SEARCH
W TAGS

8 cuEme ShellScript

£ INDICATORS
Shell Script Custom Feed

(' EXPORTS
¢ REPORTS TYPE URL
& APPS
ukMalware @ enabled H
MINEMELD
this is the malware
TYPE URL
filehashdata H
filehashdatatest
TYPE URL
ryandomainwalware H
ryandomainwalware
Give Feedback

TYPE URL

© 2020 Palo Alto Networks, Inc. All rights reserved.

1024FileSize

any file size equal to 1024 bytes test

TYPE URL

QUTPUT METHOD URL

ukGreyware

these are greyware

TYPE URL

OUTPUT METHOD URL

HCDOMAINC2MAL

HighConf C2Mal

TYPE URL

OUTPUT METHOD URL

csopeltestl

thisis a url test

TYPE URL

OUTPUT METHOD URL

;

Edit Custom Feed

Edit and update AutoFocus feeds to receive and reformat indicators from processors

so they can be consumed by Palo Alto Networks services and devices.

NAME

DESCRIPTION

QUERY

QUTPUT METHOD

NDICATOR TYPE

USERNAME

FEED URL

MalwarelP

testing malware IP

{"children™[{"field":"indicatorverdict"operator":"is""value™:"MALWARE"};

ndicator.ipv4Record.ipAddress"operator

IPV4_ADDRESS

EDL FEED AUTHENTICATION

ram.balaji@vfmindia.biz

https://autofocus.paloaltonetworks.com/EDL/IOCFeed/2c9883c36e8 1b4bb016eabad4ccO0082/Malwarel P

OUTPUT METHOD URL

TestFW

Test FW sfdwf

TYPE DOMAIN

OUTPUT METHOD EDL

test1234

dsfsdffffffifef

TYPE URL

OUTPUT METHOD EDL

CospaHune cobCTBEHHbIX
dnaoB ¢ pasnnUyHbIMK
TUNAMN BbIXOOHbIX
AaHHbIX 1 NapameTpamm
3anpocos

:

4 paloalto
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AutoFocus Intelligence Summary - 10.154.207.8 (Read Only) @

M HTerpa u“ﬂ c N G FW Search Autofocus for 10.154.207.8

Analysis Information Passive DNS Matching Hashes

O PA-VM HBO c Sessions Samples
2020-12-17
200 ® Sessions: 128 10
~ @ Logs Q 3 §
Be Traffic = ‘ 5
- = ool DL
) Theat FRom 0
T RECEIVE TIME | TYPE THREAT ID/NAME ZONE TO ZOME |50 A N A
: =4 o ! Selection Vulnerability 2029, 929, 02¢., 02y, 02, 0
WildFire Submissions 4. 07 g“t}g n"l ] - 1q 2- iz Benign Malware Crayware
E
Data Filtering @ 5 01/16 03:00:57  vulnerability PHP Remote File Include L3-TAP L3-TAP %
Vulnerability
HIP Match - - -
= o) 01/16 0200:54 | vulnerability Compromised username | L3TAP | L3TAP | 611 I Sessions Global [l Organization
B GlobalProtect ¥ and/or pas rom
previous data breach in
B rre inbound FTP login
B useri o) 01/1603:00:53 | vulnerability Non-RFC ComplianiDNS | L3TAP | L3-TAP 6C1 Private Tags
: Traffic on Port 53/5353
Decotion Public Tags | | 4gDisableSystemRestore || AgBootConfigEdit
E Tunnel Inspection @ vulnerability Non-RFC Compl wam DNS L3-TAP L3-TAP 21
Configuration i Jretficon S5 Unit42 Tags | |4 DisableSystemProxy || 4gHitpNoUserAgent | 4 DeleteVolumeSnapshots || 3 WanaCryptOr |
& 01/1602:56:15  spyware Trojan- L3-TAP L3-TAP 1
System @ ¥ Virtumondo.Phonehome 1 Informational Tags
Atimne E) § 0115025612  vuinerabilty FTP: login Brute Foree L3TAP  L3TAP o1
Close
AutoFocus Intelligence Summary - 10.154.207.8 (Read Only) @
-
= 61.200.81.164
~ Search Autofocus for 10.154. 2078

Analysis Information Passive DNS Matching Hashes

SHAZ56 FILE TYPE CREATE DATE UPDATE DATE VERDICT
fea57405cd?8i07a01bPcead?507c7467b3a346b1012b10077488cb11670d6d... | Adobe Flash File | 2015-08- 2015-08- Malware
20T04:13:47 23T18:57:59
714946fd06d773bcd982befc7Pc1f35350170774b196abBac7c1b4a5905fe2576 | Microsoft Word |~ 2015-08- Mabware
97 - 2003 04T23:13:17
Document
918bib3c06822eBf59di746d55ePc980ediP4d42eb726dbe174c02865c45e92d | RTF 2015-06- Malware
23T19:03:01
74f156593bdé64dba53db6828bbS053cBed77ba217a0b227 Sch?2 b7 dfé... Mlcrosorl Word = 2015-06- Malware
- 200 14T23:11:05
Documem.

© 2020 Palo Alto Networks, Inc. All rights reserved.




AdaHHble c Teramu us AutoFocus B cBogKe Mo MHLUNAEHTY

(.x MHU.MAeHT SIGNATURE

Unsigned
+ Open Source D...

v Mozilla Corpor...
Unsigned
v Microsoft Corp...

v Microsoft Corp...
v Microsoft Corp...
v Microsoft Corp...

v Microsoft Corp...

v Microsoft Wind...

THREAT INTELLIGENCE

wr Malware
WF Malware
WF Benign
WF Benign

WF Benign

WF Benign
WF Benign
WF Benign
WF Benign

WF Benign

VT Unknown AF | Unit42.QuasarRAT | | Unit42 CreateScheduledTask | | Unit42.IPAddressLookup

VT 52/70  AF | Unit42 Mimikatz | | 34445 gsrt_YaraSigMatch_Malware

vT 0/69
vT 0/69
vt 0/69

vt 0/69
vt 1/70
vT 0/69
VT 0/69
vT 1/68

AF | 34445 gsrt_jsa_NoDynamicAnalysis | | 34445 gsrt_tomlan_BrokenimportTable

Tarn AutoFocus

AF | 33445 fsrt‘mah' m_enum_threads | | 34445.gsrt_amccabe_temp_192_address_space

AF | Unit42.PsExec | | 34445.rfalcone_twoface_toolnames | | 34445 gsrt amccabe_temp_192_address_space

Description: The sam|
an IP address info sen|
This is often used mal|
message or note to th
system in a user's lan
geographic IP locatio
s also used often use:
identify sandboxes to

executing in a lab env

Chrome.exe  7zFM.exe cmd.exe powershell.exe wscript.exe

© 2020 Palo Alto Networks, Inc. All rights reserved.

d C.

YckopeHue paccnegoBaHue U

nonyuyeHve 6osee NoAHOro
KOHTEeKCTa
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—)  WildFire

Munnvapapl 06pasios.
feeeeeons 3 TpunannoHbl aptedakTos

F

T E PAN-DB
Mwunanapgbl URL

DNS Security

Munnnapabl
DNS-3anpocos

Threat Prevention
[laHHble O
MUWANNNOHAX

ysi3BUMOCTeW

IP Intelligence
Honeypots n

MHaunkaTopbl

Cortex Data Lake

AN
X CeteBble, 06auHble 1

YnpouieHue paccieaoBaHNN U
nonyuyeHue 6osee aetasbHOMN
nHdpopmauum

>

e  powershellexe wscriptexe

XOCTOBbl€ JaHHble

BblCOKOTOUHbIE AdHHble PaCCIIeAOBaHVIe

© 2020 Palo Alto Networks, Inc. All rights reserved.

AutoFocus n Cortex — ynpouieHne pacciegoBaHua & peakuus

@) O KoHTekcT MHUMAeHTa
‘ ) O6oraweHue
AOMNOJIHATE/IbHOWN
O" O nHpopmaumen

MoBbilweHue

TOUHOCTU N

ycKopeHune
paboTbi
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AutoFocus n XSOAR - ABToMatnsauunsa peakuum Ha UHUUAEHT

—)  WildFire

: Munnvapapl 06pasios.
eeeennnnes 3 TpunnvoHsl aptedaktos

(———) PAN-DB
' Mwunanapgbl URL

e 1 DNS Security
i DNs Munnnapabl
e J DNS-3anpocos

Threat Prevention
[laHHble O
MWIIMOHAX
ysi3BUMOCTeW

IP Intelligence
Honeypots n
MHaunkaTopbl

Cortex Data Lake

A
X CeteBble, 06nayHble 1
XOCTOBbIE jaHHbIe

@

KnbeppasBegka

DEMISTO

ABTOMaTU3NpOBaHHaA

BblCOKOTOUHbIE AdHHble

© 2020 Palo Alto Networks, Inc. All rights reserved.

ABTOMaTunsayuns

i |:|: YHudpukauusa
npoueccos

YnpaBneHue
Kencamm

O@O Ob6orauieHue

oo nnenbykos

©=>C ABTOMaTM3auus
(i peakuunn

4 paloalto’



Threat Intel gna n06bIX CTOPOHHNX NHCTPYMEHTOB

— WildFire @ Co3paHue

WF naamapabl 06pasLos. ' -1 CO6CTBEHHbIX

[ i T’\:)Iwnnmoz'qbl ap?&j)aﬂms www. ¢V|A°B
BblCOKOTOUHbDbIE AaHHbIe AOCTYyMNHbIe AnA

OF | | PAN-DS No60ro MHCTpyMeHTa U pelleHuns

: i[ Munnnapael URL .

---------- safefB| SIEM

) DNS Security

{DNS |

Munnnapabl
DNS-3anpocos

Threat Prevention
[laHHble O
MUWANNNOHAX

ysi3BUMOCTeW

IP Intelligence
Honeypots n
MHaunkaTopbl

Cortex Data Lake

AN
X CeteBble, 06auHble 1
XOCTOBbl€ JaHHble

{, R ,} Restful API

1 KapTouku c
AAaHHbIMU

% CraHpapTbl

[EEERrA s

BblCOKOTOUHbIE AdHHble

SkcnopTt

© 2020 Palo Alto Networks, Inc. All rights reserved.
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Prisma Access
NMnatdpopma Secure Access Secure Edge

4% paloalto



Secure Access Service Edge

' inverted
“Digital business and edge computing :avl;ies
access requirements, with more users, de uts,'cl,'e i
applications, services and data located o
enterprise than inside.

eed a
“Security and risk management leaders n e edae o
onverged cloud-delivered secure access
C

address this shift.”

- Gartner, 2019

i -is-sase
https://www.paloaltonetworks.com/cyberpedia/what-is

r n ri r rved.
) 2020 Palo Alto Networks, Inc. All rights reserve
© P A A h

Gartner

The Future of Network Securit

Published: 30 August 2019 1D: Gogg41737

Yy Is in the Cloud

Analystisy: Noi MacDonaid, Lawrarce Orans, Jow Skerupa

Digttal busines:

trang formation Invert: net
ns, shiftir 3 f

ocal point to the Id
unty and rsk manac
tivered sec Ure acoe:

and security

Service design

of the user ¢

or device

tleaders need g
converged cloud-de

Key Findings

Network sacurity archy Prise data center at the center of connectivity
requirements are an nhibitor to the dynamic acces: 55,

Complaxity, latency and the need 1o decrypt and Inspect encrypted traffic once will increase
demand for consolidation of networking and security-as-a-service capabilities into g cloud-
delivered securg access service edge (SASE, Rronounced "sassy”),

Inspecting ang understanding data Context whl be requireg for applying a SASE policy,
and cloud servic
of presence PO

To provide iow- latency access to users, devices @5 anywhere, enterprises need
SASE olferings with 5 werldwide fabric of points

Ps) and Peering relationships,

Re:.umrm-ndnncns

pabiliies. Use software-defined way
egrated network Security services,
security side by moving to ideally one vendor for secure
t network access

to evatuate int

4 paloalto
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UccnepoBaHue Okta: TOMN npuno>xeHnm
YHMKaJ/IbHbIX MNOJib30BaTeen

zZoom

#/» paloalto ciobalProtect
’3 Cisco AnyConnect
CiTRIX ADC
proofpoint | Securily Awareness Training
RingCentral

O We exX

@ freshservice

[ LearninG
proofpoint

DocuSign

i slack

Q Quip

P smartsheet

@5 zscaler

94%
86
56%
40%
39%
37%
25
23
22¢
209
19¢
15%
14%
14%
20 ] 6 8( 10
Percentage Growth, March over February 2020

No POCTy KOJINUecTBa

NcTouHuk: https://www.okta.com/businesses-at-work/2020/work-from-home/

110%

120

4 paloalto
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Prisma Access: be3onacHOCTb Kak cepBuUc

oo,

:o(a8a|8;

Arfnfai
SaaS Public Cloud Internet HQ/Data Center

Be3sonacHocTtb kak CepBuc

© Fwaas @ ZTNA ) DNS © SSL Decryption
@ casB @ DLP Q) Cloud SWG @ Sandboxing

© 2020 Palo Alto Networks, Inc. All rights reserved.

5 20

Branch / Retail Home Mobile
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Prisma Access: be3onacHoctb + CeTb KaK cepBUC

Saa$S Public Cloud Internet HQ/Data Center
l <‘ » \ . BesonacHocTb Kak CepBuc
: © FWaas © ZINA () DNS © SSL Decryption
S o @ cAasB @ DLP () Cloud SWG @ Sandboxing
o ©
oo CeTb KaK cepBuUC
)’ : o o .
> s © sD-WAN © IPSec VPN () App-Based Forwarding
© QoS @ SSLVPN (@ Network as a Service

oo

: 20

Branch / Retail Home Mobile

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto’



ABa Tna yaaneHHoro gocryna

- N\ PUBLIC CLOUD / PUBLIC CLOUD / ©../”
(7)Y saaS / INTERNET SaaS / INTERNET

lo—

N

DATA CENTER MOBILE DATA CENTER MOBILE
(PRIVATE CLOUD) USERS (PRIVATE CLOUD) USERS
Cob6ctBeHHbIN VPN BHYTpUM NGFW VPN n NGFW kak cepBuc
YpaneHHbin goctyn no VPN B cobctBeHHbIN LIO/, YpaneHHbin goctyn no VPN : texHonornsa SASE

https://www.paloaltonetworks.com/resources/videos/cloud-enabled-mobile-workforce

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto)
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Secure Access Service Edge (SASE) - cepBUCHbIN C/10U 3aLUThbI

noJsib3oBaTtesieu
Gartner: SASE kombuHupyet BozmoxxHocTn SWG, CASB, FWaaS n Zero Trust Networks

Prisma - 3awura SaaS

Youl['L:[: m
=3 Q Bl ciient vPN
NETHIX  Spotify oo
N box & -'S,JTE TQ;_SITE

BAAANBOCTOK
KANTMHWHTPAL,

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto’



Выступающий
Заметки для презентации
Infinitely scalable
Size/cost based on current demand
Geographically dispersed
Local connection
Minimal infrastructure cost
Does not require backhaul
Extends User, App, and Content 



Prisma Access — 06a1auHbIn cepBUC rae, YA06HO nonyyatb Hy>KHOe
uncno cepsucos 6esonacHoctu, Hanpumep, VPN

LLO/J Google HaxoauTca Takoke B Poccuu, nos3Tomy wato3bl B Poccm n ux moxker
6bITb CKO/IbKO YrOAHO C POCTOM KOMMaHUU
. BHe3anHo Hy>HO
yBe/IN4eEHNE

KopoHasupyc — Bce 4 mMowHocTn VPN
MOAKNOUAKOTCA U3

(&

5% GlobalProtect Gateway

Portal

GlobalProtect .

Client _@

% paloalto
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Prisma Access + SD-WAN

e He Hy>HO 3a60TNTbCA O Nogbope «Kenesa» ANa TepMuHaunm Bcex TyHHenen SD-WAN —
31aCTUYHOE paclnpeHne B 3aBUCUMOCTU OT Harpysku,

e B dunmanax moxet 6b1Tb JIOBOE 06opyaoBaHune, nogaepxunatotee IPsec VPN — Ha ypoBHe
Prisma Access Bbl nonyuaete angmpyrowime B MHAYCTPUM cepBUChI Be3onacHoCTy,

e [loaxntoueHune LeHTpanbHbix odumcos, duamanos n aroboro MNMK/TenedpoHa ¢ kneHToM
GlobalProtect — egnHas 3awmuiIeHHas ceTb,

e Bce, uto Bam Tpebyetca — 370 UMeTb KaHan B VIHTepHeT

Cortex Data
Lake

Central-site traffic
Internet traffic ————»

Data Center
(Private Cloud)
Prisma Access

[ ———

service
Connection

J

Remote Network
Connection

Remote Network Remote Network
Connection Connection

Prisma Access
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Prisma Cloud Enterprise Edition -
Cloud Native Security Platform

3awmTa NONHOIO XXM3HEHHOIO LKA NPUAOXKEHU B obnake.
Ansa nrobbix 061aUHbIX N BUPTYyanbHbIX Cpej,

4% paloalto



O6naka moaepHM3UPYIOT LKA pa3paboTkm MO

.

n MoHonuntHas

epexogp, ot HunweBoe ucnonbn3soBaHue

Waterfall- k apxuTeKkTypa K Bbinyck nakeToB K 061aKOB K O6L1e

Aai MUCMNOIb30BaHUIO DevOps -
gile-mopenn MUKPOCEPBUCOB Mogpaenu Sxkcnnyatauumn
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Выступающий
Заметки для презентации
Key Message: The cloud has changed the game for everyone. Developer led organizations are innovating more rapidly, cheaply, and independently than ever before as they build new products and services to keep up with ever increasing competitive market conditions. 

Waterfall to Agile:  A shift from the traditional waterfall approach to a shorter sprint-based agile methodology has given development teams autonomy for each service to be deployed, rebuilt, redeployed and managed independently across the software development lifecycle.

Monolith to Micro: Cloud has offered a platform by which developers can leverage its ephemeral, highly scalable characteristics to move from monolithic to microservices architectures, that provide a decentralized approach to building software. 

Batch to DevOps: The breaking down of organizational silos in order to build common operating models between IT operations and development has led to the rise in DevOps teams to ensure speed to market can be maintained, but through a standardized approach across the enterprise. 

Custom to Common Operating Model: From niche use cases, organizations have grown to see cloud as a first step to business innovation and are now looking for ways to operationalise this transformation to avoid potential unforseen overhead.


BmecTe ¢ MHHOBaAUMMAMMU NPUXOAAT U HOBbIE npOGHEMbI

Hebe3onacHble koHOUrypauum

2%

Yassumble HaCTpOI;IKI/I no ymon4yaHumro

51%

AOCTYMHbIX N3BHE KOHTENHEPOB
Docker ncnonbsytot
Hebe30onacHble 3Ha4YeHus no
YyMONYaHU1IO

WwabioHOB pa3BepTbiBaHMA
Hebe3onacHbI

ncrouHuk: iccnepgosanune nabopartopum Palo Alto Networks Unit 42
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YA3BMMOCTHM y310B 1 naathopm
AOCTYMNHbIX N3BHE o61auHbIX

y3/10B UMEKOT N3BECTHbIE
YA3BUMOCTU
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Выступающий
Заметки для презентации
Our threat researchers found nearly 200,000 Infrastructure as Code (IaC) templates that had at least one or more high or medium severity vulnerability.
This is shocking as IaC templates are the basic foundation of many cloud environments
Our research indicates that while IaC offers security teams a systematic way to enforce security standards, this powerful capability remains largely unharnessed.
CNCF Survey 2019: 84% of respondents are using containers in production.
CNCF Survey 2019: 40% of respondents stated security is a challenge with using and deploying containers.
99 Percent of cloud breaches that will be result of customer actions through 2023 (Gartner)
88% growth in application vulnerabilities over two years (Snyk State of Open Source Security Report 2019)
The median time from when a vulnerability was added to an open source package until it was fixed was over 2 years (Snyk State of Open Source Security Report 2019)



Cloud Security
Posture Management

MOHUTOPUHT KOH)UTYpaLni,
AETEKTUPOBaHME n
pearvpoBaHue Ha yrposbl,
ayAnT v peanvsaumns
BbINONHEHUs TpeboBaHUM
peryiatopos

Prisma Cloud
Mnatdopma Cloud Native Security oxBaTbiBatoLLas BECb XXM3HEHHbIN LUK NPUIOXKEHMUA

Cloud Workload Protection

3alunTa y3/10B, KOHTENHEePOB
n beccepBepHbIX
BbIYMCIEHNIA Ha MPOTAXKEHUN
BCEro >XM3HEHHOro LuMKna
NPUAOXKEHNA

o O
o-()-o
o ©

Cloud Network
Security

KapTnHa npouncxoasiuero B
ceTn, MMKpOCerMeHTauums,
rnybokas nHcnekumns
Tpaduka n peannsaumsa 30H
6e3onacHoCTK

Cloud Infrastructure
Entitlement Management

Peanuzaunsa noantunk
MCMO/Ib30BaHMWA YYETHbIX
3anucen B 06a1a4HbIX U
KOHTeNHepHbIX cpeaax

© 2020 Palo Alto Networks, Inc. All rights reserved.
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Heob6xoaum MHTErpMpoBaHHbIM U BCEOXBaTbIBalOLLMM NOAXOA,

v
P e U B
' v

KoHTpoab 6e30nacHOCTM Ha
NPOTA>KeHUn BCcero
>KU3HEHHOro LuKAa

pa3pabotku

Be3sonacHoOCTb A0KHa ObITb
WNHTErprvpoBaHa u
aBTOMaTU3MpPOBaHa, a He ObITb
nocneayroLWwmmM 4ONONHEHVNEM
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CoTpyAaHNUECTBO KOMaHA,
DevOps & Security

Bonbwe Bepcun MO He 3HauuT, UTO
MO>XHO 3KOHOMMTb Ha
6e3onacHoCTM

N3meHeHunsn - eANHCTBEeHHaA
KOHCTAHTa

Ob6nayHble cpesbl MOCTOSAHHO
pa3BUBAtOTCA U ABAAOTCS
N3MEHUMBbIMM




5 NPUUMH NO KOTOPOM 3aKa3umuKMn
Bblbupatot Prisma Cloud Enterprise

1. KomnnekcHbi noaxos, GyHKLUNOHANABHOCTb U BbiCOKaa MHTErpaums
2. Pab6borta c MO Ha BCceM ero XX1U3HeHHOM LuKe
3. lMopaep>kka nt0bbIX 0baavHbIX NaaTdopm n cpes

4. 3apekomeHgoOBaBLIasA cebsa akcnayaTauMOHHas METOAOOIMSA

5. EamHasa ueHoBaa moaenb

OTBRJ F& 2020 aletAltoHN stwo ks, rigatAlteigihtedeserved. % paloalto’
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UHTerpauma nyuwmx B UHAYCTPUM BO3MOXKHOCTEN

YueT akTMBOB 1 MHBEHTapu3aLuns ~*:§':='°“:':::“
AyanT n oueHka KoHbuUrypaumm
OueHka cooTBeTCTBUA TpeboBaHNAM | e
CkaHnpoBaHMe NHPpPaCcTpyKTypbl U )
0bpa3oB Ha yA3BUMOCTM

[eTtekTMpoBaHme ceTeBbIX aHOMaANM

User Entity Behavior Analytics (UEBA)
Knaccudpukaumna gaHHbix n DLP
O6Hapy>keHne N3BeCTHOro U HEN3BECTHOTO
BPe4OHOCHOro KoAa

e lVicnonb3oBaHme anropnTMOB MALUNHHOIO

wwwwwwwww

|

f— —_—
oo

06y4yeHus, AMHAMNUYECKOro aHan3a, AaHHbIX & " — " N
knbeppasseakn ana obHapy>eHua ‘% e oon e e o
NoA03PUTENbHOM aKTUBHOCTU U S omwa

BPeAOHOCHOro KoAa
ABTOMaTMuYeCKOe Ncnpas/ieHne N peakums

' 0 o 2 2% o) 1
! MHOTO ,Ll,pyroe ?

> 300 &0
°

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloaltow



1 2 3 4 5
Prisma Cloud - NMosaHbIN )KU3HEHH

ﬂm‘l_ln f\‘l‘laIIIJl_lt\ *n“‘.l_l
JINTNVVDICT VVVJIG™TINDIC 1171 \IJU'JIVIDI
CO3A4AHUE =» PA3BEPTbIBAHWE - 3AMYCK
M . ges
X B ¥ 'JJQ v B 2
PRISMA CLOUD

CkaHnpoBaHue BHeppeHve nposepok MonHas
Infrastructure as Code 6e30nacHoCTH B MPO3PayuHOCTL 1
(1aC) Ha ysasBMMOCTH npoueccol CD 1 yrpasneHue c
NHTErpUpoBaHHOE B peecTpbl 06pazos, MOJIHOW 3aLUTON MO
IDE, SCM, 1 uTo6bI NPEAOTBPATUTHL BCEMY CTEKY Ha BCex
VNHCTPYMEHTDI Hebe3onacHble o6n1auHbIX
cl KOHOUMrypaumm naatdopmax

CUUSSEINS 3 Alibg;%oud QA—//% dgr A AZU re 0
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Moaaep>kka Bcex 061auHbIX cpea, U CTEKOB

e ops | T Bitbucket  Pcircleci GitHub A GitLab () n

HashiCorp

[ _jui[ ] usl
BbluncantenbHble .
naatpopmbl W AWS Fargate A- mﬁﬁ. docker @ 0
OPENSHIFT

AWS Lambda Azure Kubernetes Service (AKS)

oy NG naw & & crina o AU Coming soon

My6anuHble c_J aWS
obnauHble
nnatdopmbl Alibaba Cloud ~—- A Azure 3 Google Cloud
BapuaHTbl R SeIf—managed
pasBepTBaHus SaaS ~ (*Compute Edition) FedR®AMP In process
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JloKka3saHHas 3KcnepTU3a NpU pa3BepTbiBaHUU M SKCMJlyaTaunm

CprKTypVIpOBaHHaﬂ MeToa00rnAa & aKCnepTbl A4 noMoLun B nepCOHaﬂI/BMpOBaHHbIe PyKoBOACTBa Mo 3KcCrjyataunu,
Pa3BepPTbIBaHN U BHEAPEHUN YTOObI BbICTPOUTb KOPPEKTHbIE MPOLUECCHI

* TpoBepeHHbIit
Bmecte ¢ 1500+

.......................................................

: : KomaHga Prisma CS :
. ObecneueHne i

\ M
: |
L ' penutca c Bamu : | o J
! 3aKa3uMKoOB : Boctyn k 100+ D Jlyswinx npakTiak paclumpeHHomn 5 \ /
' nmpouecc : 2kcnepTam BHEAPEHNA Npu . 3KcnepTU3oiA : \ /
BHeApEeHNS, E:;Sitomertsuccess o ;:Leerﬁpauww ¢ {1 nocpescTBOM : \ operationahzmg /
: uTO6bI MOMOYb : EXperts ana : {1 eXEeroaHbIx : |
© Bam 6bicTpee ! yckopeHus ©1 CyuwecTsyroulent s oueHoﬁlt( cocTonHma, - ‘\ Prismad Cloud
| sepryTh | Tpanchopmauum | vHdpactpyktypon it : \ for
: : ;1 6e3onacHocTU o : ‘
: : MpoaykTa B o o :
{ vHBECTALMN : poay = ;1 onmmusauun : | soc/IR
: (return on LoHeHHoCTE AN . ‘
. investment, ROI) :  Bawenxomnarm :

YcraHoBKa \ Hactpowka \ \

/ NHTerpauwms /OnTMMM3au,V|;| ‘

OwyTnMbIN pe3ynbTaT MeHee, yeM 3a 60 gHen
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AeTtekTnpoBaHme aHomMmannn Ha 6ase MawmHHOro obyueHus, AaHHbIX
KM6eppa33ep,Kv| N ydyeTa KOHTEeKCTa
MrHoBeHHOe 0bHapy>XeHne KPUTUUHbIX NPO6JIEM C BbICOKMM YPOHOM

N CcTOUHMKM JaHHbIX:

Jloru laaS/PaaS, norn o nonb3oBaTtensx,
JIOTW XpaHWAULL, JaHHBIX, JIOTU CETEBOrO
Tpaduka

- o N - Threat Intelligence/Kn6eppasseaxka:

i A ' @ Qualys. BpesoHocHble/noao3puTensHble |P-

. H ajpeca, CUrHaTypbl BPeJOHOCHOTO KOAQ,
L ol i} Otenable VHTErpaums co CTOPOHHUMMU
WHCTPYMEHTaMM

O6Hapy>xeHue yrpos:
MpoABVHYTBLIN aHaNN3 AaHHbIX U3
Pa3NNYHBIX UCTOYHUKOB U JaHHble

KnbeppasBesku A1 AeTeKTMPOBaHUA
M3BECTHbIX 1 HEU3BECTHbIX YIPo3

MpoABUHYTbLIX aHaNU3:
MalumHHOe obyuyeHue, cTaTvyeckoe
MoJenMpoBaHue, aHanms rpados,
06paboTka eCTECTBEHHOTO A3bIKa
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NMpoctaa moaenb nnueH3NpoBaHUA

1 SKU = 100% rmbkocTtb

W
PRISMA CLOUD
. . : CLOUD
CLogoDs‘c?rELf:ER'TY : CLOUD WORKLOAD CLOUD NETWORK : INFRASTRUCTURE
MANAGEMENT PROTECTION : SECURITY : ENTITLEMENT
: : MANAGEMENT
BECCEPBEPHDbIE

KOHTEUHEPbI BUPTYAJZIbHbIE MALLUHDbI BbIYVNCNEHNSA

o2 1@ R0RRPaletAlto Yok righiAliaightedeserved. 4 paloalto



Prisma Cloud
3awmaeTt 60bWNHCTBO 06AaUHbIX paboumnx Harpy30K NPUAOXKEHUN

710% 1800+ TM+

cnucka Fortune 100 3aKa3uMKoB AOBepAIoT paboumnx Harpy3sok
ucnonb3ytoT Prisma Cloud Prisma Cloud 3alULL,EeHo
1.8wnpa+  Dmnpa+ ~200TB
pecypcoB noros ayauta obpabartbiBaerca noros o Tpaduke
oTCc/e)XXuBaertcs eXeHeAeNbHO o6pabaTbiBaeTca
eXxeHeAeNbHO

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto’


Выступающий
Заметки для презентации
Bottom line: we are trusted to secure the cloud more than anyone else. We are the standard.



Prisma Cloud
3aKa3umkn No BCEMY MUPY AOBEPAIOT HaM B 3aLLmnTe NX MHPPaCTPyKTyp

N\ o
OUHAHCOBBI P payPai citi L TIAA DISC®VER YYUSAA
rexionon P aws © BROADCOM DLLEMC I=
3APABOOXPAHEHVE @@ aetna’ CENI(EMaEuZn ‘:% OPTUM' MCKESSON

MEAWA U PUTEWN ®?SNEP % KCarnival’ Rﬁﬁl
coworss (@Y 54 v

S, Genera Sevices Adminsta don U.S. AIR FORCE
P TE kKoM J Charter  ExonMobil [ MAERSK  verizon’
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Выступающий
Заметки для презентации
Prisma Cloud is trusted by the top brands across many verticals. 


Prisma SaaS

PeweHne Cloud Access Security Broker (CASB) ans ynpasaeHus
A,0CTYyNoOM K Bawmm ob61auHbIM NPUAOKEHUAM

4% paloalto



NMepeBoport B LIO/,

TpaaVLMOHHbIE FPaHWULLbI CMELLLaroTCS

SAAS G
OBJ/1IAKO

Lo &
YACTHOE OBJ1AKO
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Выступающий
Заметки для презентации
Traditionally enterprise data has predominantly resided within the confines of the datacenter. With the evolution of datacenters, we are seeing the movement of data into private clouds, public clouds and into software-as-a-service applications
 
What we are looking at is the inversion of the datacenter. There is an outflow of data into public clouds and SaaS. 
 
This outflow is expected to grow exponentially over the next few years…





HoBble BbI30OBbI
e [JlaHHble SaaS pacnonaratotca BHE
nepuMeTpa KoMnaHum

e |T-otpen Tenepb He KOHTPOJIMPYET KTO
N KaK MoJsiy4yaeTt K HUM AOCTYr

o Tenepb c SaaS KOHTPONb NEXUT B pyKax
nosib3oBartens

e TpaAnUNOHHBbIE MepPbl KOHTPOA HE
MO3BOASAOT BUAETb KYJa COXPaHAOTCA  «wnfd
AaHHbIe N KTO UMeEeT K HAM AOCTYn (.

e SaaS npunoxkeHunsa ANA XpaHeHua
AaHHbIX (Google Drive, Yandex Disk,
Dropbox u 1.4.) MoryT «paboTaTb» Kak
OT/INYHbIE «CUCTEMbI PaCNPOCTPaHEHMA
BPeAOHOCHOro Koaa»

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto




TemHaa ctopoHa SAAS

=8+

‘ i salesforce

CaHKUMOHUpPOBaHHbIE
NPUNOXKEHNA
bbicTpoe pa3BepTbiBaHMeE C
MUWHUMaNbHbIMM 3aTpaTaMu
beckoHeuHoe macwTabupoBaHue

9 ( . wiredrive™

HecaHkunoHUpoBaHHbIe
NpUaOXKeHUsA
HapywatoT TpeboBaHnA 1 NOAUTUKN
YTeuka KoprnopaTuBHbIX JaHHbIX
PacnpocTtpaHeHne BpeOHOCHOIo Koja
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Выступающий
Заметки для презентации
In that environment of balancing agility and data security we have customers moving to SaaS applications in large numbers. This is because the user actually get tremendous benefits with SaaS based applications. End user can choose the service they want, pay for only what they use and get it up and running in seconds without the need for IT. This is also the drawback because when the corporate data leaves the protected perimeters it is now much more vulnerable to data loss. And with these new connections there could be a new form of malware propagation. Even worse is the use of these apps will likely violate PCI, PII and HIPA compliance causing the company to loose their certification. Because of this the IT teams need to get control of these applications by defining what is allowed (sanctioned) and controlling it and defining what isn’t allowed (unsanctioned) and limiting its use or blocking it altogether. 


90% unsanctioned. 10% Sanctioned. 

In an April 2014 report, analyst Adrian Sanabria wrote,” The emergence of shadow IT and the subsequent decision by many enterprises to embrace it created the need for a more granular, flexible way to control access to SaaS applications. Part of the problem was that enterprises recognized that some of these tools were improving productivity, but many lacked basic enterprise and compliance features—especially pertaining to the storage of sensitive or proprietary company data. Another issue was that companies often didn’t object to an application outright, but rather its particular features. Addressing granular control at this level now allows businesses to enable the use of productivity-boosting apps while retaining control over data, security and compliance.”




Prisma SaaS gnsa peweHus Bcex 3Tux npobaem

e 3awmuaeT gaHHble B SaaS-npuioXeHUax oT BpefOHOCHOIo Koja U
yTeuek, obHapy>xunBaeT n 6a10knpyeT HeCaHKLMOHNPOBAHHbIE
NPUNOXEHUS

° AHaJ'II/I3VIpyeT NONb30BATE/IbCKYHO aKTUBHOCTb, BbIABNIAET aHOMa/1nn

e He TpebyeT M3MEHEHNM B CETU MM Ha XOCTax — MHTerpauma ¢ SaasS

yepes API AP

O
e [logaep>xka Amazon S3, Box, Cisco Webex Teams, Citrix Sharefile, -
Confluence, Dropbox, GitHub, Gmail, Google Cloud Platform,
Google Drive, G Suite Marketplace, Jive, Microsoft Azure Storage, office 365 w & ? github
Microsoft Exchange, Office365, Salesforce, Slack for Enterprise, -
ServiceNow, Workplace by Facebook, Yammer

e OueHb H6bICTPOE BHEAPEHME

e JlononHuTenbHbIX Aencteuim no nHterpaumm ¢ WildFire n Autofocus
He TpebyeTca — paboTaeT 13 KOpobku

e [1OCTOAAHHBLIN N PETPOCNEKTUBHbLIA MOHUTOPUHT
Dropbox

salesforce

yammers  Gecglebriv

e Cnucok noaaep>XnBaemblX I'IpI/IJ10>I<eHVIl7I BCE BpeEMA paCLIJVIpFleTCFI*
docs.paloaltonetworks.com/prisma/prisma-saas/prisma-saas-admin/secure-cloud-apps/supported-saas-applications.html
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Выступающий
Заметки для презентации
Hosted in AWS
Makes a connection with customer SaaS app using the API provided by the application

All file sharing apps have identical functionality – Box, O365 - OneDrive/Sharepoint, Google Drive and Dropboxx etc.

For Salesforce we inspect structured and unstructured data – including chatter

For Yammer we inspect messages 

Github is more or less like a file sharing app 


https://docs.paloaltonetworks.com/prisma/prisma-saas/prisma-saas-admin/secure-cloud-apps/supported-saas-applications.html

Urto yBuaena Prisma SaaS?

VAN A AN A

KoHdnaeHumansHble  PacnpocTtpaHeHue Loctyn K TepabanTbl
AaHHble JOCTYMNHbI BPeOQOHOCHOro  UCXOOHbIX KOgaM MUPAaTCKMX Konum
N3BHE Kona Nno punbmoB
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Выступающий
Заметки для презентации
PCI DLP violations credit cards numbers, IBANs
PII DATA – SSN data shared publicly and or with untrusted users.
Technical source code on Box and O365
BioTech company - Patent litigation documents with supporting evidence
Employees of auditing companies sharing the same data with their own personal email accounts compromising both companies
TBs of pirated movies and TV series residing on the SaaS apps wasting valuable corporate resources



Uto Ha cueTt Shadow-IT?

Sy
B

R

NMPO3PAYHOCTDb AHAJIN3 NMPUMEHEHWUE
MpunoxeHus, O6bembl 1 HanpaBaeHne NOTNTUNK
Nnosib30BaTeNu, KaTeropumu ABUXKEHUSA AAHHbIX,

,ﬂ,eTan bHbl€ MOJTNTUKN Ha

N CTaTUCTUKa BpPpe4OHOCHOIo Koda m yrpo3 OCHOBE (I)yHKLI,|/||7|
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NMone3Hble CCbINIKN

e [etekTnpyemble npuaoxenusa — Applipedia
e ba3za atak — Threat Vault
e [IpoBepka kateropuun URL

© 2020 Palo Alto Networks, Inc. All rights reserved. % paloalto


https://applipedia.paloaltonetworks.com/
https://threatvault.paloaltonetworks.com/
https://urlfiltering.paloaltonetworks.com/
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Cnacmnbo!

paloaltonetworks.com Palo Alto Networks Poccns u CHI
KaHan Ha Youtube

tiny.cc/paloaltorussia
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